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Office of Attorney General

33 Capitol Street

Concord, New Hampshire 03302

RE:  Security Incident Notification
To Whom It May Concern:

| serve as counsel for the County of Mercer ("Mercer"), and provide this notification to you of a
recent data security incident suffered by Mercer. On or around September 6, 2019, Mercer County became
aware of a potential compromise to one of its email accounts. Upon discovery, Mercer immediately took
steps to secure the affected accounts, which included resetting the passwords required to access the affected
employee email account and implementing additional email and network security measures. Further,
Mercer promptly began investigating the incident, which included engaging a third-party expert forensics
firm. It was ultimately determined that one email account experienced unauthorized access.

Upon confirmation of the unauthorized access to the Mercer employee email account, Mercer’s
third-party forensic experts immediately investigated whether the affected email account contained
individuals® sensitive information. On December 23, 2019, after thorough investigation, Mercer learned
that the unauthorized access may have allowed access to individuals’ personal information. No residents of
New Hampshire were identified at this time, nor was it believed that New Hampshire residents would be
identified. On November 11, 2020, after further investigation, Mercer obtained additional address
information for impacted individuals. At this time, Mercer learned that the potentially impacted data
included information relating to one (1) resident of New Hampshire.

Mercer will be promptly notifying the affected individual on January 8, 2021 and is providing them
with complimentary credit monitoring for one (1) year. A copy of the drafted notification letter is attached
hereto. Mercer is taking steps to comply with all applicable notification obligations.

Please contact me should you have any questions.

Very truly yours,

CIPRIANI & WERNER, P.C.

By: @4/" /_&M
on Loyar







For mation:

Should you have questions or concerns regarding this matter, please do not hesitate to contact us at 1-833-971-3309
8:00 am to 5:30 pm Central Time, Monday through Friday excluding major US holidays.

Sincerely,

Lillian L. Nazzaro, Esq.
Mercer County Administrator







ORDER YOUR FREE ANNUAL CREDIT REPORTS

You can obtain a copy of your credit report, free of charge, directly from each of the three nationwide credit reporting
agencies once every twelve (12) months. Visit www.annualcreditreport.com or call 1-877-322-8228. Once you receive
your credit reports, review them for discrepancies. Identify any accounts you did not open or inquiries from creditors that
you did not authorize. Verify all information is correct. If you have questions or notice incorrect information, contact the
credit reporting company.

MANAGE YOUR PERSONAL INFORMATION

Take steps such as: carrying only essential documents with you; being aware of whom you are sharing your personal
information with; and shredding receipts, statements, and other sensitive information. Remain vigilant by reviewing
account statements and monitoring credit reports.

USE TOOLS FROM CREDIT PROVIDERS

Carefully review your credit reports and bank, credit card and other account statements. Be proactive and create alerts
on credit cards and bank accounts to notify you of activity. If you discover unauthorized or suspicious activity on your
credit report or by any other means, file an identity theft report with your local police and contact a credit reporting
company.

BE AWARE OF SUSPICIOUS ACTIVITY INVOLVING YOUR HEALTH INSURANCE

Contact your healthcare provider if bills do not arrive when expected, and review your Explanation of Benefit forms to
check for irregularities or suspicious activity. You can also contact your health insurance company to notify them of
possible medical identity theft or ask for a new account number.

RIGHTS UNDER THE FAIR CREDIT REPORTING ACT (FCRA)

You have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if information in your credit file has
been used against you, the right to know what is in your credit file, the right to ask for your credit score, and the right
to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit Reporting Act: (i) the consumer
reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information; (ii) the consumer reporting
agencies may not report outdated negative information; (i) access to your file is limited; (iv) you must give consent for
credit reports to be provided to your employees; (v) you may limit “prescreened” offers of credit an insurance you get
based on information in your credit report; (vi) and you may seek damages from a violator. You may have additional rights
under the Fair Credit Reporting Act not summarized here. ldentity theft victims and active duty military personnel have
specific additional rights pursuant to the Fair Credit Reporting Act. We encourage you to review your rights pursuant to
the Fair Credit Reporting Act by visiting https:/files.consumerfinance.gov/f/201504 _cfpb_summary_your-rights-under-
fcra.pdf, or by writing Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave.
N.W., Washington, D.C. 20580

OBTAIN MORE INFORMATION ABOUT IDENTITY THEFT AND WAYS TO PROTECT YOURSELF

You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take to
protect yourself, by contacting the consumer reporting agencies, the Federal Trade Commission, or your state Attorney
General. Additionally, any suspected identity theft should be reported to law enforcement, including your state Attorney
General and the Federal Trade Commission. Additional information is available at http://www.annualcreditreport.com.
Under Rhode Island and Massachusetts law, you have the right to obtain any police report filed in regard to this incident.

+ Visit http://www.experian.com/credit-advice/topic-fraud-and-identity-theft.html for general information regarding
protecting your identity.

« The Federal Trade Commission has an identity theft hotline: 1-877-438-4338; TTY: 1-866-653-4261. They also
provide information online at www.ftc.gov/idtheft. For Mail: Identity Theft Clearinghouse, Federal Trade Commission,
600 Pennsylvania Ave., N.W., Washington, DC 20580.

- For Maryland residents, the Attorney General can be contacted at 200 St. Paul Place, 16th Floor, Baltimore, MD
21202, 1-888-743-0023, www.oag.state.md.us.

« For New York residents, you may contact and obtain information from these state agencies: New York Department
of State Division of Consumer Protection, One Commerce Plaza, 99 Washington Ave., Albany, NY 12231-0001,
518-474-8583 / 1-800-697-1220, http://www.dos.ny.gov/consumerprotectionl, and New York State Office of the
Attorney General, The Capitol, Albany, NY 12224-0341, 1-800-771-7755, https://ag.ny.gov

+ For North Carolina residents, the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC
27699-9001, 1-877-566-7226 or 1-919-716-6400, www.ncdoj.gov.

« For Rhode island Residents, the Attorney General can be contacted at 150 South Main Street, Providence, RI
02903, http://iwww.riag.ri.gov or 401-274-4400.



