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Attn: Attorney General Michael A Delaney

Re:  Incident Notification |
Dear Attorney General Delar?ey:

Memorial Healthcare‘ System (MI‘-|S), our client, as part of an ongoing review of its

patient information s‘ys’;cems which commenced on April| 27, 2012, discovered that
employees of affiliated physicians’ offices may have |mproperly accessed patient

information through a‘web portal L‘\sed by physicians who provnde care and treatment at
MHS. Specifically, patlent names, dates of birth, and Socnal Security numbers may
have been accessed ‘du‘rlng 2011 land 2012. Patient medical records were not changed

or deleted. During MHS! s investigation, MHS immediately |contacted law enforcement
and began a comprehepswe review of its patient information systems to determine if

other similar incidents‘; may have occurred. The physicians have been advised that this

incident occurred. i
|

Law enforcement invela-stigators asked MHS to withhfold notification or public
announcement of thl‘S incident until no earlier than July 11, 2012. Now that the law
enforcement hold has been lifted, MHS notified affected individuals as quickly as

possible. As such, any |notlflcatlon delay was reasonable and necessary at the request
of law enforcement. See N.H. RSA 359-C:20(ll).
|
MHS is notifying all pot§ntially affected individuals and offering one year of free credit
monitoring through Experian. |

Law enforcement is still mvolved and MHS contnnue‘s to cooperate with their

investigation. As a re‘sut of this |nC|dent MHS has taken steps to help prevent such an
incident from occurring in the futJre MHS continues to ref‘lne its privacy policies, limit
access by employees of affiliated physicians, reinforce with all staff and affiliated
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physicians’ employees the importance of handling patient information carefully, and

enhance its auditing co

o)

trols by taking advantage of recent advances in technology.

There are approximately 29 New Hampshire residents potentially affected by this
incident. Notification js being sent to those residents in substantially the form attached

hereto. |

Sincerely,
PMwesdie Uit T8

Theodore J. Kobus Il
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844871.01-0123456 T- *
SAMPLE A SAMPLE
123 ANY ST
APT ABC ! |
ANYTOWN, US 12345-6789 Q ‘

i
Dear Sample A Sample: i “
‘ ! !

Memorial Healthcare System (MHS) is committed to maintaining the privacy and confidentiality of patient information at
all times. We are writing now to inform you of an iSsue involving some of that information,

As part of an ongoing review of ou‘r paltlem information systems which commenced on April 27, 2012, we discovered that
an employee of an affiliated physwlan s office may have improperly accessed your patient information through a web
portal used by physicians who prowde care and treatment at MHS. Specifically, your name, date of birth, and Social
Security number may have been accessed during 2011 and 2012. However, your medical records were pot changed or
deleted. During our investigation, we immediately :contacted law enforcement and began a comprehensive review of our
patient information systems to determine if other similar incidents may have occurred. The physician has been advised
that this incident occurred. | . |

o
|
Law enforcement investigators asked that we thhhold notification or public announcement of this incident until now.

The law enforcement hold has been hfted and we are notifying you as quickly as possible.

Because your information may have been 1mproper]y accessed, we are offering you a free, one-year membership in
Experian’s ProtectMyID™Alert. This product helps detect possible misuse of your personal information and provides
you with identity protection services focused on im“mediate identification and resolution of identity theft. For more
information about ProtectMyID and instructions on how to activate your complimentary one-year membership, please see
the page provided by Experian that is attached to th:s letter. |

We want to assure you that we take‘. this matter very seriously. Law enforcement is still involved, and we continue to
cooperate with their investigation. We deeply regret that this incident has occurred, and we have taken steps to help
prevent such an incident from occurring in the future We continue to refine our privacy policies, limit access by
employees of affiliated physicians, reinforce with a}l staff and affiliated physicians’ employees the importance of
handling patient information carefully, and enhance our auditing controls by taking advantage of recent advances in
technology. If you have any questions, please call 1-855-770-0004 Monday through Friday from 8:00 A.M. to 5:00 P.M.

(Eastern Time) and enter the reference code 6471071112 when prompted.

. |
Sincerely, {
1

et

Denise D. DiCesare
Privacy Officer
Memorial Healthcare System
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A(\.tlvate Protect‘MyID Now in Three Easy Steps
]
1. ENSURE That You Enroll By: October 30, 2012 ‘

2. VISIT the ProtectMyID Web Site: mp_r_ojgj;myjﬂ_.ggm[@_dggm or call 877-371-7902 to enroll
3. PROVIDE Your Actlvatuon Code: ABCDEFGHIJKL |

| |
% |
Once your ProtectMyID membeqship is activated, your credit report will be monitored daily for 50 leading
indicators of identity theft. You'll receive timely Credit Alerts from ProtectMyID on any key changes in your
credit report which could include new inquiries, \new credit accounts, medical collections and changes to public
records. | |
l \

ProtectMyID provides you with powerful ldentlty protection that will help detect protect and resolve potential
identity theft. In the case that ld(‘antny theft is dgected ProtectMyID wil! assign a dedicated U.S.-based
Identity Theft Resolution Agent who will walk you through the process of fraud resolution from start to finish for
seamless service. I |

\ |
We realize that identity theft can, happen months and even years after a data breach. To offer added

protection, you will receive ExtendCARETM w[nch provides you with the same high-level of Fraud Resolution

support even after your ProtectMy\D membership has expired. ;
Your ggmnlimgmam 12-month ProtectMyID membership includes:
| | |

Credit Report: A free copy of your Ex;‘>erian credit report |
Daily 3 Bureau Credit Momtormg Alerts you of suspicious activity including new inquiries, newly
opened accounts, dellnquencles or medical collections found on your Experian, Equifax and
TransUnion credit repons
= |dentity Theft Resolutlon If you have been a victim of identity theﬂ you will be assigned a

dedicated, U.S.-based Experian Identity Theft Resolution Agent who will walk you through the fraud

resolution process, from start to finish. ‘

= ExtendCARE: Full access to the same personalized assistance from a highly-trained Fraud

Resolution Agent even after your initial ProtectMyID membership expires.

= $1 Million Identity Theft Insurance*: lAs a ProtectMyID member, you are immediately covered by a

$1 Million insurance poli‘cy that can help you cover certain costs including, lost wages, private

investigator fees, and unauthorized eléctronic fund transfers

N | o
Activate yoﬁr membership today at www.protectmyvid.com/redeem
or call 877-371-7902 to register with the activation code above.

| | ‘
Once your enrollment in ProtectMyID is compléte, you should carefully review your credit report for inaccurate
or suspicious items. If you have any questions ‘about ProtectMyID, need help understanding something on
your credit report or suspect that an item on your credit report may be fraudplent, please contact Experian’s

customer care team at 877-371-7902. i
1

Ly

I
* |dentity theft insurance is underwritten by insurance company subsidiaries or affiliates of Chartis, Inc. The description herein is a
summary and intended for informational purposes only and does not include all terms, conditions and exclusions of the policies
described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all
jurisdictions. ‘ :

|
|
‘ |
|
l
\

84487-1.01




