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Timothy E. Eagle Direct: 616 / 336-6537
teeagle@varnumlaw.com

January 26, 2018

Attorney General Gordon MacDonald
New Hampshire Department of Justice
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Breach

Dear Attorney General MacDonald:

Pursuant to New Hampshire Statute Sec. 359-C:20())(b), we are writing to notify you of a breach of
security involving 2 New Hampshire residents. This letter is to provide notification on behalf of our
client, Member First Mortgage, LLC, a Michigan limited liability company, that one of its e-mail accounts
was subject to unauthorized access. Our client’s records indicate that 2 persons are New Hampshire
residents having personal information which may have been in the e-mail account. Our client has no
indication that any of the personal information stored on the computer network was accessed and/or
acquired. Nevertheless, our client wanted to provide notice of the situation.

On December 21, 2017, our client discovered that someone had gained unauthorized access to one of
its employee’s e-mail accounts. Our client acted immediately to stop the unauthorized access.
Subsequent investigation by outside consultants engaged by our client to investigate the incident
indicated to our client on or after January 17, 2018 that the subject e-mail account contained personal
information of 2 New Hampshire residents. The type of personal information at issue included
individuals’ names, social security numbers, addresses and mortgage loan account numbers.

Since learning of the incident, our client immediately took steps to secure the internal system against
further intrusion, including by verifying that the unauthorized access to the e-mail account had been
terminated and that the unauthorized access to the e-mail account did not result in other instances of
unauthorized access to other accounts or sources of data. Our client also reported the incident to local
law enforcement and to the FBI and is cooperating with their efforts. As noted above, our client also
hired a cyber-security firm to assist in conducting an investigation to assess the cause and impact of the
breach. Our client anticipates providing notice of the incident to the 2 New Hampshire residents on or
about January 26, 2018 by U.S. Mail. A copy of the template letter is enclosed.

If you have any questions or need any help with anything mentioned in this letter, please contact me by
e-mail at teeagle@varnumlaw.com or by phone at 616.336.6537.




Our client takes seriously its role in maintaining the security of all individuals’ information. Please know
that our client is taking steps, including the procedural changes noted above, to reduce the risk of this
happening again.

Sincerely yours,

VARNUM

Timothy E. Eagle
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Enclosure




January 26, 2018

[FName] [LName]
[Addressl]
[Address 2]
[City], [State] [Zip]

Re: Notice of Data Breach

Dear [FName]:

We are sending this letter to you to inform you of a recent incident involving your personal
information.

WHAT HAPPENED?

On December 21, 2017, we discovered that someone had gained unauthorized access to one of
our employee's email accounts. We believe the unauthorized access may have occurred between
approximately November 25, 2017 and December 21, 2017.

We acted immediately to stop any unauthorized access. Subsequent investigation indicated to us
on or after January 17, 2018 that some of your personal information was likely contained in the
email account that was accessed. We have no indication that any of your personal information
stored in the account was actually accessed. Nevertheless, we wanted to provide notice to you so
that you would be aware of the situation.

We apologize for any stress, inconvenience or difficulty this may cause you.
WHAT INFORMATION WAS INVOLVED?

The types of personal data that we believe were involved in the breach consisted of individuals'
names, social security numbers, addresses, and mortgage loan account numbers. The personal
data about you that was potentially accessed included all or some of these categories of data.

WHAT WE ARE DOING

Since learning of the incident, we immediately took steps to secure our internal systems against
further intrusion, including by verifying that the unauthorized access to the email account had
been terminated and that the unauthorized access to this email account did not result in other
instances of unauthorized access to other accounts or sources of data.

We also reported the incident to the Kent County (Michigan) Sheriff's Department as well as the
FBI and will cooperate with any efforts either of them may take. In addition, we have hired a




cyber-security firm to assist in conducting an investigation to assess the cause and impact of the
breach. Finally, we are identifying further actions to reduce the risk of this situation recurring.
You have the right to obtain a police report regarding the breach by contacting the Kent County
Sheriffs  Department, 701 Ball Ave., NE, Grand Rapids, Michigan 49503
(https://www.accesskent.com/Departments/BOC/FOIA .htm). Our notice to you, however, has
not been delayed by our dealings with law enforcement.

WHAT YOU CaN Do

We are keenly aware of how important your personal information is to you, and we made
arrangements with LifeLock Identity Theft Protection Services for a one-year membership for
you at our cost. This service will help detect possible misuse of your personal information and
will provide you with identity protection services focused on immediate identification and
resolution of identity theft. Since we are not authorized to enroll you in this program, we
strongly encourage you to take the necessary steps to enroll, as outlined on the enclosed
information sheet. We urge you to enroll immediately.

As a security precaution, we also recommend you monitor your accounts for any suspicious
activity. The enclosed information sheet outlines steps you should take if you believe your
identity has been stolen or may be stolen.

Please review the enclosed information sheet for a list of actions we recommend you take.

FOR MORE INFORMATION

We have a team of people ready to answer questions you may have with respect to the matters
described in this letter. Please contact us at 1-800-245-6180 (toll-free) if you have any questions.
In addition, if you believe that your information has been used without your authorization, please
notify your local law enforcement officials immediately so they can promptly investigate the
matter.

We know how disconcerting this is, and we are so sorry for the stress and inconvenience this
situation may cause you. We are working diligently to ensure this doesn't happen again.

Sincerely,

Jerry Reed
President & CEO
Member First Mortgage, LLC

Enclosure: Information Sheet










