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20, 2015 and August 6, 2015 could be at risk. This includes information like the 
cardholder's name, credit card number, credit card expiration date, Track 1 data and Track 
2 data. Please note that this incident did not affect payment cards used to book or pay for 
lodging. 

Notice to New Hampshire Residents 

On April 25, 2016, the Grand Sierra Resort provided substitute notice of this incident to 
potentially affected customers by posting a notice to its website and issuing a press 
release to state wide media. Substitute notice was provided substantially the same form 
as the release attached here as Exhibit A. The Grand Sierra Resort was able to work with 
American Express and use its own records to identify the mailing addresses for some of 
the potentially impacted customers, which included forty two (42) New Hampshire 
residents. This process took some time and the Grand Sierra Resort was able to being 
providing w New Hampshire ritten notice to those customers the Grand Sierra Resort was 
able to find address information beginning on June 6, 2016. Written notice was provided in 
substantially the same form as the letter attached here as Exhibit B. 

Other Steps Taken and To Be Taken 

Upon being contacted by law enforcement, the Grand Sierra began to investigate and to 
prevent further unauthorized access to customer payment information. The Grand Sierra 
Resort has enhanced existing security measures to prevent further unauthorized access to 
customer payment information. 

The Grand Sierra Resort is providing potentially impacted customers with guidance on how 
to protect against identity theft and fraud, including information on how to place a fraud 
alert and security freeze on one's credit file, the contact details for the national consumer 
reporting agencies, how to obtain a free credit report, a reminder to remain vigilant for 
incidents of fraud and identity theft by reviewing account statements and monitoring free 
credit reports, and encouragement to contact the Federal Trade Commission, state 
attorney general, and law enforcement to report attempted or actual identity theft and 
fraud. The Grand Sierra Resort has established a dedicated hotline for potentially affected 
individuals to contact with questions or concerns regarding this incident. The Grand Sierra 
Resort is also providing written notice of this incident to other state regulators and the 
national consumer reporting agencies as necessary. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data 
security event, please contact us at 215-977-4058. 
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