





Return Mail Processing Center
PO Box 6336
Portland, OR 97228-6336

IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

The privacy of your personal information is of utmost importance to McMahan, Thomson and Associates, PC. We
are writing to provide you with important information about a recent incident which involves the security of some of
your personal information that was supplied to us. We want to provide you with information regarding the incident
and explain the services we are making available to help safeguard you against identity fraud. We also are providing
additional steps you can take to help further protect your information.

What Happened?

We recently learned that our computer system may be infected with malware.

What We Are Doing.

Upon learning of the issue, we promptly commenced an investigation. As part of our investigation we engaged
external cybersecurity professionals that regularly investigate and analyze these types of incidents. The forensic
investigation concluded that an unauthorized third party accessed our computer system between December 2, 2017
and December 8, 2017, and may have acquired certain client information, including yours.

We have no evidence that any of the information was actually acquired by the unauthorized third party. Nevertheless,
out of an abundance of caution, we want to make you aware of the incident.

What Information Was Involved?

An extensive manual document review, which concluded on March 27, 2018, confirmed that your information that
was contained in the files that were potentially accessed included your name, address, and Social Security number,
and may have included your driver’s license number. The potentially compromised information included the personal
information of primary taxpayers, spouses and dependents, if applicable. Each impacted individual will be notified
separately of the incident.

What You Can Do.

To protect you from potential misuse of your information we are providing you with 12 months of free credit
monitoring and identity theft protection services through TransUnion. This service helps detect possible misuse of
your personal information and provides you with identity protection services focused on immediate identification
and resolution of identity theft. This service is completely free to you and enrolling in this program will not hurt
your credit score. For more information on identity theft prevention, including instructions on how to activate your
complimentary one-year membership, please sée the additional information provided in this letter. This letter also
provides other precautionary measures you can take to protect your personal information, including placing a Fraud
Alert, placing a Security Freeze, and/or obtaining a free credit report.
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— ADDITIONAL PRIVACY SAFEGUARDS INFORMATION —
1. Enrolling in Complimentar: *~-Month Credit Monitc g,

As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service

(myTrueldentity) for one year provided by TransUnion Interactive, a subsidiary of TransUnion®, one of the three
nationwide credit reporting companies.

Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit report and
credit score. The daily credit monitoring service will notify you if there are any critical changes to your credit files
at TransUnion®, including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more.

The service also includes access to an identity restoration program that provides assistance in the event that your
identity is compromised to help you restore your identity and up to $1,000,000 in identity theft insurance with no
deductible. (Policy limitations and exclusions may apply.)
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2. Placing a

Whether or not you choose to use the complimentary 12 month credit monitoring services, we recommend that you
place an initial 90-day “Fraud Alert” on your credit files, at no charge. A fraud alert tells creditors to contact you
personally before they open any new accounts. To place a fraud alert, call any one of the three major credit bureaus
at the numbers listed below. As soon as one credit bureau confirms your fraud alert, they will notify the others.

Equifax Experian TransUnion

P.O. Box 105069 P.O. Box 2002 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
www.equifax.com www.experian.com www.transunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289
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3. Consider Placing a © "urity Freeze on Yo 7

If you are very concerned about becoming a victim of fraud or identity theft, you may request a “Security Freeze”
be placed on your credit file. A security freeze prohibits, with certain specific exceptions, the consumer reporting
agencies from releasing your credit report or any information from it without your express authorization. You
may place a security freeze on your credit report by sending a request in writing, by mail, to all three nationwide
credit reporting companies. To find out more on how to place a security freeze, you can use the following contact
information:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze

PO Box 105788 PO Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
https://www.freeze.equifax.com http://experian.com/freeze http://www.transunion.com/securityfreeze
1-800-685-1111 1-888-397-3742 1-800-680-7289

Please note that there may be a charge associated with placing, temporarily lifting, or removing a security freeze with
each of the above credit reporting companies. These fees vary by state, so please call or visit the credit reporting
agencies’ websites to find out the specific costs applicable to the State in which you currently reside.
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7. Reporting Identity Fraud to the Social Security Administration.

If you believe that you are a victim of identity fraud AND it is affecting your Social Security
account or records, you may contact the Social Security Administration at 1-800-772-1213 or visit
https://secure.ssa.gov/acu/IPS INTR/blockaccess. You also may review earnings posted to your record on your
Social Security Statement on www.socialsecurity.gov/myaccount.

» The Social Security Administration has published Identity Theft and Your Social Security Number at:
https://www.ssa.gov/pubs/EN-05-10064.pdf.
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