











1. Place aninitial Fraud Alert with the Credit Reporting Agencies

The Federal Trade Commission (FTC) recommends that a fraud alert be placed with the Credit
Reporting Agencies. A fraud alert lets creditors know to contact you before they open any new
accounts or change any of your existing accounts. (The contact information for the credit bureaus
can be found below.)

An Initial Alert and an Extended Alert are two types of fraud alerts that you can place on your credit
report to put your creditors on notice that you may be a victim of fraud:

Initial Alert: You may ask that an initial fraud alert be placed on your credit report if you suspect
you have been, or are about to be, a victim of identity theft. An initial fraud alert is free and stays
on your credit report for at least 90 days. The initial fraud alert may be renewed every 90 days.

Extended Alert: You may have an extended alert placed on your credit report with the appropriate
documentary proof if you have previously been a victim of identity theft. An extended fraud alert
may remain active for up to 7 years.

You can call any one of the three credit reporting agencies at the numbers below to place a fraud
alert. The credit bureau you choose to contact is required to notify the other two, which will place
an alert on their versions of your credit report as well.

« Proof of identity will be required.
. They may ask for a copy of your notification letter, proof of residence, and other information.
« Make sure the Credit Reporting Agencies have your latest contact information.

Once the alert has been put in place, any business that has been contacted to open a new account
for you will be required to contact you and receive proof of your identity first.

2. Place a Freeze on your credit with the Credit Reporting Agencies

You may also place a Freeze on your credit file, known as a Security Freeze. A Freeze prevents new
credit from being opened in your name without the use of a PIN number that is issued to you when
you initiate the Freeze.

A security freeze is designed to prevent potential creditors from accessing your credit report without
your consent. As a result, using a security freeze may interfere with or delay your ability to obtain
credit.

You must separately place a security freeze on your credit file **** ~~ch credit reporting agency. (The
contact information for the credit bureaus can be found below.)




Be vigilant in monitoring your credit and personal information to ensure the criminals have not attempted to
use stolen information.

1.
2.

3.

Review your bank, credit card and debit card account statements carefully.
Monitor your credit reports with the major credit reporting agencies.

= Once you place the fraud alert in your file, you are generally entitled to order free copies of your
credit reports, and, if you ask, only the last four digits of your Social Security Number will appear
on your credit reports. Carefully review any credit reports you receive and look for:

« Accounts you did not open.
« Inquiries from creditors that you did not initiate
« Personalinformation, such as home address and Social Security Number that are not accurate.

= Re-establish the Fraud Alert every 90 days: Even if you do not find any signs of fraud on your
reports, some consumer protection specialists recommend checking your credit report every
three months and keeping the Fraud Alert in place.

Update or revise User Names and Passwords.

Another area which is often overlooked are usernames and passwords. Update your information for
all of your accounts and continue to update these on a regular basis. Stale and/or repetitive
passwords are easier to hack.

= Passwords should be a minimum of 8 characters long and be a combination of upper case letters,
lower case letters, numbers, and symbols.

= Don’t use family or pet names, birthdates, or other personal information the criminal may have
access to.

= Don’t use the same passwords on separate accounts.

If you detect any suspicious activity on any account, you should promptly notify:

1.
2.

The financial institution or company with which the account is maintained;

Proper law enforcement authorities: Call your local police or sheriff’s office and file a police report of
identity theft;

= If appropriate, give your contact information to the law enforcement agency investigating the
incident for the company or organization from whom you received the initial notification;

= Get a copy of the police report. You may need to give copies of the police report to creditors
to clear up your records.

Federal Trade Commission: Create an !dentity Theft Report. (Instructions are found below) Your
complaint will be added to the FTC’s Identity Theft Data Clearinghouse, where it will be accessible to
law enforcers for their investigations.

Credit report agencies: Call the credit agency at the telephone number on your credit reports or as
listed below. They may request a copy of your police report, and if you have it, the Identity Theft
Report.

Your State Attorney General: Almost every state is actively working to help stop identity theft and
has laws in place regarding company, organization, and agency involvement in notifying you of
possible breaches. You may notify them if you are a victim of identity theft.









