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August 29, 2017 

The Honorable Joseph Foster 
Attorney General of New Hampshire 
NH Dept. of Justice 
33 Capitol St. 
Concord, NH 03301 

RE: Notification of a Breach of Security 

Dear Attorney General Foster: 

Christopher Markowski 
Assistant VP and Counsel 

Law Department 
1295 Street, B425 
Springfield, MA 0111 1 
Tel: (413) 744-1 181 

Email: cmarkowski@massmutual.com 
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CONSUMER PROTECTION 

I am writing on behalf of Massachusetts Mutual Life Insurance Company ("MassMutual") to 
inform you of a security related matter that involved the personal information of one ( 1) New 
Hampshire resident. 

During thr period between August 18, 2017 and August 20, 2017, MassMutual identified 
indicators of potentially fraudulent telephone activity. MassMutual identified that an unknown 
perpetrator had called into the MassMutual call centers and had masqueraded as two 
separate f MassMutual financial professionals to request resets of those two agents' access 
credentials. Upon making contact with the call center, in each case, the perpetrator provided 
the representative with the personal information of the respective agent and was able to be 
successfully authenticated based on such information resulting in the access credentials being 
reset. On August 20, 2017, MassMutual identified that the perpetrator used the reset credentials 
to separately pose as each MassMutual agent in order to access: (i) a business system that 
contained customer personal information and (ii) the email accounts of the two impacted 
MassMutual agents. 

Once the unauthorized access to the system and email was detected, MassMutual took prompt 
action to reset the impacted MassMutual agents' access credentials to safeguard against 
further unauthorized access by the perpetrator. At the same time, MassMutual began response 
activity to implement measures to safeguard the customers whose personal information was 
included in the business system and to identify which specific data elements were involved. 
Based on our investigation to date, on or about August 28, 2017, it was determined that the 
personal information of one resident was involved in this matter and included: the Social 
Security number, date of birth, address, policy/account number and telephone number. 

MassMutual continues to actively investigate this matter and has been in contact with federal 
law enforcement. In addition to the actions noted above, MassMutual will be providing the 
affected individual with a written notice of this incident and with an offer for a no cost two-year 
subscription for Equifax Credit Watch™Gold with 3-in-1 Monitoring and Credit Report Control, 
through which the individual may obtain specific identity protection services provided by 



Equifax Pel onal Solutions. Such written notification, a copy of which is enclosed, is to be 
distributed beginning on/about September 5, 2017. 

Please co+tact me with any questions. 

Sincerely, 

Cf11---
Christopher J. Markowski 
Enclosure 
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[Date] 

[Prefixl] [First_Name] [Last_Name] 
[Address_Attn] 
[Address_Line_l] 
[Address_Line_2] 
[CITY], [STATE] [ZIP] 

Re: ~otification Regarding Your Personal Information 

Dear [First_Name]: 

We are notifying you on behalf of Massachusetts Mutual Life Insurance Company 
("MassMutual") to let you know of an issue we believe may have involved the exposure of 
some of your personal information. 

What happened: On August 20, 2017, MassMutual's fraud prevention team identified potential 
fraudulent telephone activity directed toward MassMutual call centers. Upon conducting an 
invesfigation into that the activity identified, it was determined that beginning on August 17, 
2017 an unknown perpetrator contacted MassMutual call centers purporting to be two 
separate MassMutual insurance agents. The perpetrator requested assistance in resetting 
those two agents' system access credentials (e.g., user name, password, multi-factor 
authentication). The perpetrator had readily available nonpublic personal information 
asso<=]iated with these two agents and, through social engineering tactics, was able to provide 
such ijnformation to the call center personnel to successfully authenticate as the respective 
agents resulting in the access credentials being reset. MassMutual identified that this 
indivi~ual then used the credentials to access MassMutual business systems that included 
nonpGblic personally identifiable information associated with each agents' clients. 

What information was involved: Your personal information that may have been involved 
includes your name, Social Security number, MassMutual policy/account number, [address], 
[date of birth], [and telephone number]. 

What we are doing: Once the unauthorized access was detected, MassMutual took prompt 
action to reset the impacted MassMutual agents' access credentials to safeguard against 
further unauthorized access by the perpetrator. At the same time, MassMutual began 
response activity to implement measures to safeguard the customers whose personal 
information was included in the business system and to identify which specific data elements 
were involved. MassMutual has also reported the matter to Federal law enforcement. 

In addition, MassMutual is offering you a free two-year subscription for Equifax Credit Watch™ 
Gold with 3-in- l Monitoring and Credit Report Control, through which you may obtain specific 
identity protection services provided by Equifax Personal Solutions. A description of this 
product and enrollment instructions are enclosed. Please note that this code is valid for 60 
days. Your promotion code to activate this product is located at the top of the enrollment 
instructions. It will be valid for 60 days from the date of this letter. 

What you can do: The Equifax products offered to you include credit monitoring, a current 
credit report, $1 million identity theft insurance, and 24/7 live customer service and identity 
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theft victim assistance. In addition, we remind you that it is always advisable to be vigilant for 
any i ~cidents of fraud, unauthorized charges, or identity theft by reviewing your account 
stater ents and free credit reports for any unauthorized activity. 

For more information: Attached to this letter is additional information for your review. 

If yo~ have any questions at this point, please do not hesitate to call our customer service 
center at 1-800-272-2216 between the hours of 8:00 a.m. and 8:00 p.m. (EDT) Monday through 
Fridar, where we have designated personnel standing by ready to respond. We apologize for 
any inconvenience that this incident may have caused you. 

SincJrely, 

Steven L. Sampson, CIPP/US, FLMI , AIRC, AIAA, ACS, ARA 
Compliance Director 
MassMutual Compliance & Ethics Department 

Encl. 
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MORE INFORMATION ON WAYS TO PROTECT YOURSELF 

You rpay obtain a copy of your credit report, free of charge, once every 12 months from each 
of th l three nationwide credit reporting companies. To order your annual free credit report, 
visit www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for 
the three nationwide credit reporting companies is as follows: 

Equifax Experian TransUnion 
P ~one: 1-800-685-1111 Phone: 888-397-3742 Phone: 888-909-8872 
P.p . Box 740256 P.O. Box 9554 P.O. Box 105281 
Atlanta, Georgia 30348 Allen, Texas 75013 Atlanta, GA 30348-5281 
www.equifax.com www.experian.com www.transunion.com 

I 

If yo~ believe you are the victim of identity theft or any of your personal information has 
been misused, you should immediately contact the Federal Trade Commission and/or the 
Attorney General 's office in your state. You can obtain information from these sources 
about steps to avoid identity theft and to place fraud alerts and security freezes. You should 
also contact your local law enforcement authorities and file a police report. You should 
obtain a copy of the police report in case you are asked to provide it to creditors to correct 
your records. Contact information for the Federal Trade Commission is as follows: 

Fbderal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft 

If yoJ are a resident of Maryland, you may contact the Maryland Attorney General 's Office at 

200 St. Paul Place, Baltimore, MD 21202, www.oag.state.md.us, 1-888-7 43-0023. 

If you are a resident of Massachusetts, note that pursuant to Massachusetts law, you have the 
right to obtain a copy of any police report. Massachusetts law also allows consumers to 
requrst a security freeze. A security freeze prohibits a credit reporting agency from releasing 
any information from your credit report without written authorization. Be aware that placing a 
security freeze on your credit report may delay, interfere with, or prevent the timely approval 
of any requests you make for new loans, credit mortgages, employment, housing, or other 

. 1 
services. 

The fel e for placing a security freeze on a credit report is $5.00. If you are a victim of identity 
theft and submit a valid investigative report or complaint with a law enforcement agency, the 
fee will be waived. In all other instances, a credit reporting agency may charge you up to 
$5.00 each to place, temporarily lift, or permanently remove a security freeze. If you have not 
bee~ a victim of identity theft, you will need to include payment to the credit reporting 
agency to place, lift, or remove a security freeze by check, money order, or credit card . 

To pl~ce a security freeze on your credit report, you must send a written request to each of 
the three major reporting agencies by regular, certified , or overnight mail at the addresses 
below: 

Equifax Security Freeze, PO Box l 05788, Atlanta, GA 30348, www.equifax.com 
Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com 
TransUnion Security Freeze, PO Box 2000, Chester, PA 19022-2000, www.transunion.com 

In order to request a security freeze, you will need to provide the following information: 

Massachusetts Mutual Life Insurance Company (MassMutual) , Springfield, MA 01111-0001 , and its affiliated companies. 



••••• MassMutual 

1. Your full name (including middle initial as well as Jr., Sr. , II , Il l, etc.) 

2. Social Security number 
3. Date of birth 
4. If you have moved in the past five (5) years, provide the addresses where you have 

lived over the prior five years 
s. Proof of current address such as a current utility bill or telephone bill 
6. A legible photocopy of a government issued identification card (state driver's license 

or ID card, military identification, etc.) 
7. If you are a victim of identity theft, include a copy of the police report, 

in1vestigative report, or complaint to a law enforcement agency concerning 
i9entity theft 

The credit reporting agencies have three (3) business days after receiving your request to 
place a security freeze on your credit report. The credit bureaus must also send written 
confi 1rmation to you within five (5) business days and provide you with a unique personal 
identification number ("PIN") or password or both that can be used by you to authorize the 
removal or lifting of the securi ty freeze. 

To lift the security freeze in order to allow a specific entity or individual access to your credit 
report, you must call or send a written request to the credit reporting agencies by mail and 
include proper identification (name, address, and Social Security number) and the PIN 
number or password provided to you when you placed the security freeze as well as the 
identity of those entities or individuals you would like to receive your credit report or the 
spec/fie period of time you want the credit report available. The credit reporting agencies 
have three (3) business days after receiving your request to lift the security freeze for those 
identified entities or for the specified period of time. 

To remove the security freeze, you must send a written request to each of the three credit 
bureaus by mail and include proper identification (name, address, and Social Security 
number) and the PIN number or password provided to you when you placed the security 
freeze. The credit bureaus have three (3) business days after receiving your request to 
remove the security freeze . 

If you are a resident of North Carolina, you may contact the North Carolina Attorney General 's 
Office at 9001 Mail Service Center, Raleigh, NC 27699, www.ncdoj.gov, 1-919-716-6400. 

If you are a resident of West Virginia , you also have the right to ask that nationwide consumer 
reporting agencies place "fraud alerts" in your file to let potential creditors and others know 
that you may be a victim of identity theft. A fraud alert can make it more difficult for 
someone to get c redit in your name because it tells c reditors to follow certain procedures to 
protect you. It also may delay your ability to obtain credit. You may place a fraud alert in 
your file by calling one of the three nationwide consumer reporting agencies. Contact 
information for each of the three credit reporting agencies is as follows: 

Equifax, PO Box 7 40256, Atlanta, GA 3037 4, www.equifax.com, 1-800-685-1111 
Experian, PO Box 9554, Allen, TX 75013, www.experian.com, 1-888-397-37 42 
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-680-7289 

As soon as that agency processes your fraud alert, it will notify the other two, which then also 
must place fraud alerts in your file. You may choose between two types of fraud alert. An 
initial alert (Initial Security Alert) stays in your file for at least 90 days. An extended alert 
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(Extended Fraud Victim Alert) stays in your file for seven years. To place either of these alerts, 
a consumer reporting agency will require you to provide appropriate proof of your identity, 
which may include your Social Security number. If you ask for an extended alert, you will 
hav~ to provide an identity theft report. An identity theft report includes a copy of a report 
you ~ave filed with a federal, state, or local law enforcement agency, and additional 
inforr ation a consumer reporting agency may require you to submit. For more detailed 
inforf ation about the identity theft report, visit www.ftc.gov/idtheft/. 

You may also obtain a security freeze on your credit report to protect your privacy and 
ensure that credit is not granted in your name without your knowledge. You have a right to 
place a security freeze on your credit report pursuant to West Virginia law. The security freeze 
will prohibit a consumer reporting agency from releasing any information in your credit report 
without your express authorization or approval. 

The s~I curity freeze is designed to prevent credit, loans, and services from being approved in 
your name without your consent. When you place a security freeze on your credit report, 
within five business days you will be provided a unique personal identification number ("PIN") 
or password to use if you choose to remove the freeze on your credit report or to temporarily 
authorize the distribution of your credit report for a period of time after the freeze is in 
place. To provide that authorization, you must contact the consumer reporting agency and 
provide all of the following: 

(1) The unique personal identification number ("PIN") or password provided by 
the consumer reporting agency; 

(2) Proper identification to verify your identity; and 
(3) The period of time for which the report shall be available to users of the credit 

report. 

A consumer reporting agency that receives a request from a consumer to temporarily lift a 
freeze on a credit report shall comply with the request no later than three business days after 
receiving the request. 

A seaurity freeze does not apply to circumstances in which you have an existing account 
relatipnship and a copy of your report is requested by your existing creditor or its agents or 
affiliates for certain types of account review, collection, fraud control or similar activities. 

If you are actively seeking credit, you should understand that the procedures involved in 
lifting a security freeze may slow your own applications for credit. You should plan ahead 
and lift a freeze, either completely if you are shopping around or specifically for a certain 
creditor, a few days before actually applying for new credit. 
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Visit www.myservices.equifax.com/3inlalerts to take advantage of your identity monitoring services. 

You have 60 days to activate your identity monitoring services. 

Prolotion code: [Equifax Code] 

Equifax Credit Watch™ Gold with 3-in-l Monitoring and Credit Report Control 

Equifax Credit Watch will provide you with an "early warning system" to changes to your credit 
file and help you to understand the content of your credit file at the three major credit 
reporting agencies. The key features and benefits are listed below. 

Equifax Credit Watch provides you with the following benefits : 
o Comprehensive credit file monitoring of your Equifax, Experian, and TransUnion credit 

reports with daily notification of key changes to your credit files from any of the three 
agencies. 

o Wireless alerts and customizable alerts 
o One 3-in- l Credit Report and access to your Equifax Credit Report™ 
o Ability to lock and unlock your Equifax credit report (available to Internet enrollees only) 
o Up to $1 million in identity theft insurance with $0 deductible, at no additional cost to you t 
o 2~/7 live agent Customer Service to assist you in understanding the content of your Equifax 

credit information, to provide personalized identity theft victim assistance and to provide 
assistance with regard to initiating an investigation of inaccurate information. 

How to Enroll in Equifax Credit Watch™ Gold with 3-in- l Monitoring and Credit Report Control 

To sign up online for online delivery go to www.myservices.equifax.com/3in l alerts 
l. Consumer Information: complete the form with your contact information (name, address 

and e-mail address) and click "Continue" button. The information is provided in a secured 
environment. 

2. Identity Verification: complete the form with your Social Security Number, date of birth, 
telephone #s, create a User Name and Password, agree to the Terms of Use and click 
"Oontinue" button. The system will ask you up to two security questions to verify your 
identity. 

3. Payment Information: During the "check out" process, enter the promotion code, provided 
at the top of this attachment, in the "Enter Promotion Code" box. After entering your code 
press the "Apply Code" button and then the "Submit Order" button at the bottom of the 
page. [This code eliminates the need to provide a credit card number for payment.) 

4. Order Confirmation: - Click "View My Product" to access your 3-in- l Credit Report and 
other product features. 

To sign up for US Mail delivery, dial 1-866-937-8432 for access to the Equifax Credit Watch 
automated enrollment process. Note that all credit reports and alerts will be sent to you via US 
Mail only. 
1. Promotion Code: You will be asked to enter your promotion code as provided at the top of 

this attachment. 
2. Customer Information: You will be asked to enter your home telephone number, home 

address, name, date of birth and Social Security Number. 
3. Permissible Purpose: You will be asked to provide Equifax with your permission to access 

your credit file and to monitor your file. Without your agreement, Equifax can not process 
your enrollment. 
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4. Order Confirmation: Equifax will provide a confirmation number with an explanation that 
you will receive your Fulfillment Kit via the US Mail (when Equifax is able to verify your 
identity) or a Customer Care letter with further instructions (if your identity can not be 
verified using the information provided). Please allow up to 10 business days to receive this 
information. 

Directions for placing a Fraud Alert 

A fraud alert is a consumer statement added to your credit report. This statement alerts 
creditors of possible fraudulent activity within your report as well as requests that they contact 
you prior to establishing any accounts in your name. Once the fraud alert is added to your 
credit report, all creditors should contact you prior to establishing any account in your name. 
To place a fraud alert on your credit file, visit: www.fraudalerts.equifax.com or you may 
contact our auto fraud line at 1-877-478-7 625, and follow the simple prompts. Once the fraud 
alert has been placed with Equifax, a notification will be sent to the other two credit reporting 
agencies, Experian and Trans Union, on your behalf. 

Please note that your individual promotion code to enroll in the Equifax Credit Watch™ Gold 
with 3-in-1 will be valid for 60 days. 

t Insurance underwritten by member companies of American International Group, Inc. The 
description herein is a summary only. It does not include all terms, conditions and exclusions of 
the policies described. Please refer to the actual policies for complete details of coverage 
and exclusions. This product is not intended for minors (under 18 years of age) . 
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