Gregory R. Schermerhorn
Senior Counsel
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®

Marathon Petroleum Company (e

539 South Main Street
Findlay, Ohio 45840
Tel: 419.421.4203
grschermerhorn@mara’

April 8, 2019

Consumer Protection Bureau
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Security Breach as required by the New Hampshire Data Breach Notification Law
Dear Sir or Madam:

[ am the attorney for Marathon Petroleum Company LP (“MPC”). This letter serves as MPC’s notice of
a security breach (the “Data Breach”) to the Consumer Protection Bureau of the New Hampshire Office
of the Attorney General, as required by New Hampshire’s data breach notification law (the “Law”). As
required by the Law, MPC provides the following information concerning the Data Breach to the
Attorney General.

A. How the Data Breach occurred:

Between November 28, 2018 and March 8, 2019, MPC mistakenly posted to its employee benefits
website mympcbenefits.com a copy of IRS Form 8955-SSA for 2017 which contained the Social
Security number and the first name, middle initial (if applicable), and last name of certain former
employees of MPC. Note that Form 8955-SSA is a confidential form that MPC is required to file with
the IRS each year to report retirement plan participants who have terminated employment and who may
be entitled to a future retirement benefit.

MPC’s records indicate that the website link for this form was accessed on five occasions. MPC
believes that the link was accessed by MPC employees, but it has not been able to actually determine
who (internally or externally) accessed the link or whether any information contained on the Form 8955-
SSA was downloaded or copied or has since been misused.

B. How mény New Hampshire residents were affected:

Two New Hampshire residents — ||| N - v <rc affected by the Data Breach.

C. Sample notification letter:

For your reference, a sample notification letter is attached. Please note that the letter is generic and uses
an April 2, 2019 placeholder date and a Florida ptaceholder address for the affected individual. For the
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On March 8, 2019, we permanently removed the Form 8955-SSA from our
employee benefits website. It is no longer available on any Company website. We
have also reviewed and improved our internal data protection procedures to make
sure this situation does not recur.

Additionally, the Company has arranged with Identity Guard® to provide you with
credit monitoring for one year, at no cost to you. The credit monitoring provides you
with a free one-year subscription to Identity Guard® Total Protection®, a credit
monitoring and identity theft protection service. Identity Guard® provides essential
monitoring and protection of not only credit data, but also monitors Internet chat
rooms and newsgroups and alerts you if your Social Security number, credit cards,
and bank account numbers are found in unsecure online locations. This program is
provided by Intersections Inc., a leading provider of consumer and corporate identity
risk management services.

Identity Guard® Total Protection® features include:

+ Social Security Number Monitoring

* Online “Black Market" Monitoring

+ Account Takeover Alerts

+ Address Change Monitoring

+ 3-Bureau Credit Monitoring

+ 3-Bureau Credit Reports and Scores*
+ $1 Million identity Theft Insurance**

» Public Records Monitoring

What We Are + Lost Wallet Protection

Doing » And More

To take advantage of this free credit monitoring benefit, you must enroll by

To activate this coverage please visit the Web site listed below and enter the
redemption code. The redemption code is required for enroliment and can only be
used one time by the individual addressed.

1. Website: www.identityguard.com/enroll
2. Enter Redemption Code: || - o click “Submit’
3. Complete the Identity Guard® Total Protection® enrollment form. To see
additional product features, click “Service Details.”

In order to enroll, you will need to provide the following personal information:
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» Mailing Address

» Phone Number

+ Social Security Number
+ Date of Birth

+ E-Mail Address

+ Redemption Code

The service is complimentary; no method of payment will be collected during
enrollment and there is no need to cancel. We apologize for any inconvenience and
urge you to enroll today.

*The scores you recelve with Identilty Guard® are provided for educational pUrposes to help You Unaerstand Your-Crisus. 16y 8l woraliaes wSifg
the Information contained in your Equifax, Experian and TransUnion credi files. Lendersusemmydrﬂ‘erentaaditsooringsystems. andﬂ':escoras
you raceive with Identity Guard are not the same scores used by lenders to eveluate your credt, - - . i

Credit scores are provided by CreditXpert® based on data from the three major credit bureaus.

**|dentity Theft Insurance underwritten by insurance company subsidiaries or affiliates of American intemational Group, Inc. The description herein is
a summary and intended for informational purposes only and does not include all terms, conditions and exclusions of the policies described. Please
refer to the actual policies for terms, conditions, and exdusions of coverage. Coverage may not be available in all jurisdictions.











