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6 ¢ Norton Rose Fulbright US LLP
Tabor Center

1200 17th Street, Suite 1000
Denver, Colorado 80202-5835
United States

March 10, 2015

By Certified Mail
Return Receipt Requested

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Supplement to February 24, 2015 Legal Notice of Information Security Incident
Dear Sirs or Madams:

| write on behalf of my client, Lime Crime, Inc. (operator of the limecrime.com website: the
“Website”), in supplement to Lime Crime's February 24, 2015 submission to your office
regarding a security incident involving the Website (the “Original Submission,” attached for your
reference). As provided in the Original Submission, Lime Crime experienced a security incident
involving personal information provided to Lime Crime that affected New Hampshire residents.
Upon further investigation, Lime Crime has identified another 9 New Hampshire residents that
were potentially affected by the incident, in addition to those mentioned in the Original
Submission, bringing the total number of affected New Hampshire residents to approximately
189. Lime Crime has notified these additional 9 individuals and has outlined some steps they
may take to help protect themselves.

The additional 9 affected individuals have been notified via written letter dated March 6, 2015,
which includes an offer for one year of complimentary identity protection and fraud resolution
services. Form copies of the notices sent to the 9 additional New Hampshire residents are
included for your reference.
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David Navetta

Partner

Co-Chair, Data Protection, Privacy & Access
to Information
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Norton Rose Fuibright US LLP
Tabor Center

1200 17th Street, Suite 1000
Denver, Colorado 80202-5835
United States

February 24, 2015

By Certified Mail
Return Receipt Requested

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Legal Notice of Information Security Incident
Dear Sirs or Madams:

I write on behalf of my client, Lime Crime, Inc. (operator of the limecrime.com website; the
“Website") to inform you of a security incident involving personal information provided to Lime
Crime that affected approximately 180 New Hampshire residents. Lime Crime is notifying these
individuals and outlining some steps they may take to help protect themselves.

On February 11, 2015, after an extensive forensic investigation, Lime Crime learned that
unauthorized individuals installed malicious software on the computer server hosting the
Website. The company believes the malware could have compromised the personal
information of customers that made credit or debit card purchases through the Website between
October 4, 2014 and February 15, 2015, including name, address, Website username and
password, payment card account number, card expiration date, and payment card security
code. Customers that used PayPal to make purchases during that timeframe could have had
their Website username and password compromised, but their credit and debit card information

was not at risk.

Lime Crime takes the privacy of personal information seriously, and deeply regrets that this
incident occurred. Lime Crime engaged a computer forensic investigator to perform an
investigation and help address this incident. Lime Crime temporarily took the Website offline to
prevent any further theft of personal information. In addition, the company replaced the e-
commerce platform it previously used with a new platform, which has undergone a security
vulnerability scan and code review and is further certified as PCI compliant.

Affected individuals are being notified via written letter, which includes an offer for one year of
complimentary identity protection and fraud resolution services. These notifications will begin
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mailing on or around February 24, 2015. Form copies of the notices being sent to affected New
Hampshire residents are included for your reference.

If iou have ani questions or need further information reiarding this incident, please contact me

Very truly yours,
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David Navetta

Partner

Co-Chair, Data Protection, Privacy & Access
to Information
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