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June |, 2007 CONFIDENTIAL
BY FACSIMILE

Office of the Atlorney General
Consumer Protection Bureau
33 Capitol Street

Concord, NH 03301

We are writing to inform you about two incidents affecting LexisNexis customers in which
personally identifiable information of New Hampshire residents may have be accessed through
unauthorized use of 1.cxisNexis services, Based on the investigation of each of these incidents,
LexisNexis is notifying those individuals whose personal information may have been accessed.

The first incident involved unauthorized searches where two user IDs of a law enforcement
customer were potentially compromised. Upon investigation, I.cxisNexis is notifying 560 New
Hampshire residents. A copy of the notification letter sent in connection with the first incident js
enclosed. The second incident involved unauthorized scarches where a customer’s user 1D was
potentially used in an unauthorized manncr, Upon investigation, LexisNexis is notifying 2 New
Hampshire residents. A copy of the notification letter sent in conneetion with the sccond incident
15 enclosed,

LexisNexis will notify all potentially affected individuals by leuer. As explained therein,
LexisNexis is providing free credit monitoring services to cach individual and additional
assistance free of charge should there be any indication of misuse of personal information relating
to the individual.

Our investigation following the incident was conducted in cooperation with the affected
customer,

Pleasc do not hesitate to contact me at (561) 999-3963 if you have questions or concerns,

Very I'tuly Yours,
q(lalg_ Clonts—
inda K. Clark

Altachment (Form Notices)

6601 Park of Commerce Bivd ® Bocu Raton, FL, 33487
561-999-3963 Phone ® 361-YK1-0869 Fax
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Sample Notification Letter for First Incident
11RARL

@ LeoxisNexis

May 25, 2007

TTO0019610

A B3 Anyname

123 Any Street

Anytown US 012534.5678

Dear A B Anyname:

I am writing ta you on behalf of LexisNexis. and our affiliated company, Seisint, because we believe that a law enforcement
customer's user 1) may have been used in an unauthorized manner that ullowed some personal information about you to be viewed.
That information may have included your name, address, Social Security number and/or Driver's License numher. We understand
that such wnauthorized usc or cxposure may create 2 risk of idenlity thef and we treat it very seriously. Although we have ne
evidenec that your information has been misused, we are notifying you ¢ that you can, if you deem appropriate, ke additional
steps {e protect your personal information, We deeply regret that individuals like you, who are the priamary beneficipries of
LexisNexis? products and scrvices, may have been affected by this incident.

cxivMexis Wi Assjs

We are commitied to assisting you through this unfurntunate situation and providing you with the ools to cotrect any problems (hat
may arise. To that end, we are working with Equifax, one of the three major credit reporting companies, (o provide ai identity thelt
profeetion product, Equifax Credit Wateh™ Gold, to helip you monitor your credit reports for one year at no cost to you.

Equifox Credit Watch™ Gold with 3-in-1 Monitoring will provide you with an “carly warning system” to make you aware of key
thanyes (n your credit files and 1o help you understand the content of your credit file at the three major credit reporting agencies
The Equitax Credit Watch product includes;

e {lomprehensive credit file monitoring of your Equitax, Gxperian, and TransUnlon credil reporls with daily notifieation of
key changes Lo your credit liles fram any of the diree agencics, Wireless alerts and customizable ulerts are ulso availuble
a5 part of thix moniluring,

¢  Onc 3-in-1 Credit Repor and wnlimited aceess 1o your Equilux Credil Repuri™,

e £20.000 in identity Iheft protection with a $0 deductibie, ar na additional cost to you. The attachment to this leter
includes specific information an this coverage.

® 24 by 7 live Customer Setvice suppntt 1o assist you and to provide personalized identity theft victim assistance as well as
assistanee in initiating an investigution of any inaccurate information.

In addition, Equifax will help you protect your identity and your eredit information by placing a fraud alert on your credit file. This
alerts creditors of possible frandulent netivity within your repord, as well as requests that ereditors contact you prior 1a establishing
any accounts in your name. Once the Iraud alert is added to your credit report, all credilors should contact you pniur lu cstublishing
any seeounl in your name. To place a fraud aler on your Equifax credit file, you sy contaet Equilax's automated froud line at
1-877-478-7625. Onee the fraud alert has been pluced with Equifax, a notification will be sent to the other two credit reporting
agencics, Experian and Trans Union, on your hehalf.

Thesc services are being provided to vou at no cost, This lefter.and the attachment include everything you need to sjgn up for these
services, should you choose (o do 30

1f there is renson to befieve that you have been a vigtim of Traud as a result of this incident, we hive wrranged for you to have access
to the Equifax Fraud Victim Assistanee Program. This program includes one-on-one counseling from an Equifax Fraud Spacialist
and provides you with:
¢ Fruud Eduvention Providers — a Fraud Spocialist wifl provide you with informution that will help you proactively protect
yourself from identily theft and provide information to you regarding the credit reporting agencics, such as telephone
numbers, Web sites and mailing addresses: and

®  Fraud Assistance - n Fraud Specialist will provide you with & step-bystep process Lo reduce your exposure to further fraud
and clear up my negative credit inferences in your name by helping you writc letters that you may send to dispute
fraudulent accoists at credit burenus and with creditors,

How to Enrell

Equifax has a simple ineenet-based verification and enrollment pmeess. To enroll, £0 tr wWiww, My Serviees,eyul fux.com/inl and
complete the following steps:
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. Consumer Information: Complere the form with your contact information (name, address and e-mail address) and click the

“Continve” button, The Information is provided i a scewured environment.

Identity Verification: Compleic the form with your Social Security Number, date of hirth, telephone numbers, create a Liser

Niume and Pussword, ugree to the ‘I'erms of Usc and click the “Continue” button, The system will ask you up 1o two security

questions 1o verify your identity.

3, Payment Information: During the "check ow™ pracess, provide the promotional code LEXIS2-XXXNXXXXXX in the “Enter
Promotion Code™ box. This ¢ode eliminutes (he need to provide a credit card number for payment, (Noele that this cade is case
sensitive, Please be sure not to include any sdditional spaces when entering this code and include the dash.) Atler entering the
¢ode press the “Apply Code™ hutton and then the “Submit Order” button at the bottom of thg page.

4. Order Confirmation: Click “View My Produet” to aceess your 3-in-1 Credit Report,

If vou prefer fo receive malerinls by mail so that you may sign up for these services, call Equifax at 1-866-937-8432 (o reach the
Equifax Credit Watch amomated enrollment system and {ollow these steps:

ha

. Pramotion Code! Enter your promotion code from Step 3 ubove, (Please do not include any additional spuces, or the dash,
when providing she promolion code.)

2. Customer Inlormation: Provide your home telephone number, home address, name, date of birth and Social Sceurity Number,

3. Permissible Purpase: Provide Equifax with your permission to access your eredit file and to monilor your credil file. (Without
your agrcement, Equifax £an not process your cnrallinent.)

4. QOrder Confirmation: Equifax will provide a confirmation number and an explanation that you will receive your Fulfillment Kit
via the US Matl (once Equifax verifies your identity) or 3 Customer Care letler with further instructions (if Equifax is unable lo
verify your identity using the information that you provided),

Lipon completion of the registration process, all eredit reports and alerts will be sent to you via US Mail only,
Additional Resonrges
In addition (o the support through Equifax, you may also wish to utllize one or more of the following resources:

¢ We hive crealed a specin] Web site with the infurmation contained in this Ietter, plus additional Infornuation regarding identity
sceurity. Visit the site ar htip:/privacyfaets lexisnexis.con. 1f you prefer o speak with somconc at LexisNexis, you may reach
us al §-866-293-3894,

»  Most stales have a consumer Iraud division, and you gan also enlist their help. A list of slatc offices is available on the special
LexisNexis Web site listed above. You may also call us at 1-866-293-3894 to obtain this information,

# For more general educational information on identity theRl, visit the Federal Trade Commission Web site,
www.consumer.pov/idthefd, or call a1 1-877-IDTHEFT (1-877-438-4338).

Why Does LexisNexis Have This Type of Information?

Lexishexis provides infornution such as public records, publicly available information and non-public information (sush as Sucial
Sceurity numbers and Driver's License nunibers) to business, government and leyal professionals for legitimate business vses.

LexisNexTs only provides access o non-public informalion o customere with a legally permissible purpose.  These custoiners

include Taw enforcement agencies, federal hameland securily departiments, prospective employers, banking and financial services

companies and insuronee carricrs, Examples of the wayy LexisNexis products and sesvices are used include:

«  Banks verifying their customer informution for new accounts or loan applieations;

«  Insurange companics verifying their customer information to reduce applicant and claims fraud in efMorts o keep insurance
rates lower: and

»  Telecommunications companies verifying their applicant information for instunt cell phune service.

Again, we regret any trouble this incident nuy cuuse you. We pledge nur eontinued comeitment 16 reducing this type of incident.

We will continue 10 work with our customers and appropriale authorilics (o improve data safepuards and privacy protections.

Very truly yours,

gm WAl

James M., Peck, CEO
LexisNexis® Risk & Information Analytics Group

Dircel Correspondence:
LexisNexis Regulatory Compliance
9443 Springhoro Pike

Miamisburg, O 45342

Loaishenis and fhe Knowledpe Duist lago are repgslured frarkesnurky of Reed Llsevier Proponties Ine., wsed wader liccuse. Equifax iy 3 wgistéred tradennk mul Expafax Uredn
Wateh i  ruidemurk of Buifax Ine. Other produsts or scrviect may be mlemaths of registurad tabeanacks of (heir respective companies.
422007 TakieNexis Rick & Infontution Anaytics Group Ine. Al eights eserved,
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The Equifax Consumer Protection Solution

Cauitax is pleased to offer you o solution that will help you protect your identity und your
credht inlormation,

Phice a Frand Alert

A Fraud alerl 15 o consumer stalement added o your credit report. This statement alerts
creclitors of possible fraudulent activity within your report as well as requests that they
contact you prior to establishing any accounts in your name. Once the fraud alert is added
to your credit report, all creditors should contact you prior to establishing any account in
your name. To place o Frawd alert on your Equitax credit tile, you may contact our auto
fraud hne at 1-877-478-7625, and follow the simple prompts. Once the fraud alert has
been placed with Liquitax, a notification will be sent ta the other two eredit reporting
agencies, Experian and Trans Union, on your behalf.

Enroll in Eguifax Credit Wateh™ Gold with 3-in-1 Monitoring

Equitax Credit Wateh will provide yau with an “early warning system™ to changes to
your credit files and help you to understand the content of your credit hiles al Equifax,
Experian and Trans Union. The key features and henefits are listed below,

Equifax Credit Watel Gold with 3-in-1 Monitoring provides you with 4 one-year

membership service:

o Comprehensive eredit files monitoring, with daily notification of key changes to your
Equilax, Experian and 'Frans Union credit tiles.

o "Ne News™ notification if no key changes oceur during the month.

o One copy of your 3-in-1 Credit Repaort and unlimited copies of your Equitax Credit
Reporl™,

o Up lo $20.000 ldentity Fraud Expense Coverage with 50 deductible (cortain
limitations and exclusions apply)¥ at no addilional cost to youl.

o Premium Customer Care 24 hours a day, 7 days a weck to assist you in understanding
the content of your credit information.

The accompanying letter contains the instructions [or oblaining these services.

| ldanlny Fraud Expease Mimbirsemont Mastsr Polty undenwitien by Teavalars Casuatly and Swealy Company of Amarra and irs pmperty
casually alftiates, Dartiond, T OGAAR, Coverane fural! ey on osses depemds o aoival poley provisons, Avaltahiity of coveraga tan depand on
our undrnsning qualifcalinas and slate regulaticns. Covarage is nol avaiablo lor ietactants of Now York.

Eanifad's credd miomlonng produsts ane prolectied by S Pawnl 7,208,052
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URGENT--DO NOT DISCARD
IMPORTANT SECURITY INFORMATION

NOM

118481

TTOQO156810
ABANYNAME

123 ANY STREET
ANYTOVRN US 012345578
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A B Anyname

123 Any Street

Anytown US 01234-5678

Dear A B Anyname:

I am writing to you on behalf of LexisNexis, and our affiliated company, Seisint, because we believe that a customer’s user 1D may huve
besn wsed in un unauthorized manner that allowed some personal information about you to be viewed. ‘That information may have included
your name, address, Social Security number und/or Driver's License number. We understand that such unauthorized usc or cxposurc may
create a risk of identity thefl and we treat it very seriously. Although we have no evidence that your information has been misused, we are
nolifying you so that you ean, it you deem oppropriate, take additional steps 1o protect your personal information. We deeply regret that
individuals like you, who are the primary beneficiaries of LexisNexis® products and scrvices, may have becn affected by this incident.

How LoxisNexis Will Assisf Yon

We are committed to assisting you through this unfortunete situution und providing you with the touls (o correct uny problems that may
arisc, To that end, we are working with Equifax, onc of the three majar credit reparting companies, to provide an identity theQl protection
product, Equifax Credit Watch™ Gold, to help you monitur your vredit reporls for one yeor at no cost to you.

Equifax Credit Walch™ Gold with 3-in-| Monitoring will provide you with an “carly wamning system” to make you aware of key changes
to your credit files and to help you understand the content of your credit file af the three mupjor credit reporting agencies. The Equifax
Credit Watch product includes:
® Comprchensive credit file monitoring of your Equifax, Experian, and TransUnion credit reports with daily notification of key
changes to your credit files trom any of the three sgeneics. Wireless alerts and customizable alerts arc also available as part of
this monitoring.

®  One 3-in=1 Credit Report and unlimited uceess to your Equifax Credit Report™,

®  $20,000 in identity theft pratection with a 30 deductible, at no additional cost o you. The attachment (0 this lelter includes
specific information on Lhis coveruge.

& (Customer Service availahle 24 hours a day, 7 deys a week, 1o assist you and provide personulized idenlity theft victim assistance,
as well ag assistance in initiating an investigation of any inaccurate information,

In uddition, Equifax will help you protect your identity and your credit information by placing a fraud alert on your credil file. This alerts
creditors of possible fraudulent activity within your report, as well as requests that creditars contacl you prior to ¢stablishing any accounts
in your name. Once the fraud alert is added lo your credit report, all creditors should contact you prior to establishing any account in your
name. ‘Lo place a fraud alert on your Equifax credit file, you may contact Equifax's automated fruud line at 1-877-478-7625. Once the
traud alert has heen plaved with Equilix, & notification will be sent (o the other two credit reporting agencics, Experian and TransUnion, on
your behalf.

These serviges ure beine provided to you at no coest.  This_letter and the attachment include evervihing you nesd (o sign up for these
services, should you choose (o (o s0,

Il there is reason 1o beligve that you have been a victim of fraud as u resull of this incident, we have arranged for you to have aceess to the
Equifax Fraud Victim Assistance Progrum. This program includes on¢-on-one counscling from an Equifax Fraud Specialist and provides
you with:

] I:mnd Fducation Providets ~ 8 Fraud Specialist will provide you with information that will help you prouctively protcet yoursell
from identity theft and provide information to you regarding the cradit reporting agencies, such as telephone numbers, Weh sites
and mailing uddresses; and

® Traud Assistance — a Fraud Speciulist will provide you with a step-by-step process Lo reduce your cxposure to forther fraud and
clear up any negative credit inferences in your name by helping you write letters that you may send to dispute fraudulent
accounts at credil bureaus and with creditors.

How to Enroll

Equifax has a simple Internet-based verification nd cnrollment process. To enroll, go to wwwanvserviees equifax.com/tri and complete
the following steps:

1. Cogsumgr Information: Complete the form with your contact information (name, address and c-mail address) and click the “Continue™
button. The information is provided in a secured environnient,
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2. Identity Verifieation: Complets the form with your Social Security Number, date of birth, telephane numbers, create a User Name and
I'assword, agree to the Terms of Use and click the *Continue” button. The system will ask you up to two security questions to verily
your identity,

3. Payment Informatjon: During the "check out" proeess, provide the prumotional code LEXIS2-XXXXXXXXX in the “Enter
I'romation Code”™ box. This code climinates the need to provide o credil card number for psyment  (Nofc that this code is case
sensitive. Please be sure nol t invlude uny additional spaces when enteting this code and include the dash.) After entering the code
press the “Apply Code™ button and then the “Submit Order” button at the boltom of the page.

4. Quer Confirmation: Click “View My Product” to access your 3-in-1 Credit Report.

If you prefer to reecive materials by mail so that you may sign up for these services, call Equitax ar 1-866-937-8432 10 reach the Equifax
Credit Watch autgmated enrellmenl system and follow these steps:

1. Promotion Cods: Enter your promotion code from Step 3 above, (Please do not include any additional spaces, or the dash, when
providing the promation code.)

Cugtenner Juformation: Provide your home telephone number, home address, name, date of birth and Sgeial Security Number,
Permissible Pumose: Provide Fquifax with your permission to aeeess your credit file and to monitor your credit file, (Without your
agreement, Equifax can not process your enrollment.)

Qrder Confirmution: Equifax will provide a confirmation number and an explanation that you will receive your Fulfillment Kit via the
US Mail (once Equifax verifies your identity) or a Customer Care letter with further instrustions (if Equifax is unable to verify your
identity using the information that you provided).

BN

Upon completion of the registration process, all credit reports and alerts will be sent to you via US Mail only.

Additional Resgurgey

In uddition to the suppert through Equifax, you may alse wish 1o utilize one or more of the following resources;

°  We have created a special Web site with the information contained in this letter, plus additional information regarding identity
seeurity, Visit the site at hitnprivacyfacts Jexisnexis com, 1f you prefer fo speak with someonc at LexisNexis, you may reach us at
1-866-293-3894.

*  Mosl staies have a consumer fraud division, and you can alsoe enlist their help. A Llist of state offices is available on the special
LexisNexis Web site listed above. You may also call us at 1-866-293-3894 to obiain this infonmation.

*  Formore generul educational information on identity theft, visit the Federul Trude Commission Web site, wiww.consumer. gav/idtheft,
or call ar. 1-877-IDTHEFT (1-877-438-4338).

oes LexisNexj

LexisNexis provides information such as public records, publicly available information and non-public information (such as Social
Sceurity numbers und Driver's Liccnse numbers) to business, government and legal profesyionals for legitimate business uscs,

LexisNexis only providcs aceess ta nen-puhlic information to customers with o legully permissiblc purpose. These custamers include law

enforcement agencies, federal homeland sccurity depuriments, prospcctive employers, hanking and financial services companies und

insurunce carriers. Examples of the ways LexisNexds produets and services are used include:

¢ Banks verilying their customer information for new aceounts or loan applications;

*  Tnsurance companics verifying their custemer information (v reduce applicant ond claims fraud In ¢fforts to keep insurance rates
lower; and

®  Telecommunications companies verifying their applicant information for instant cell phane service.

Again, we regret any trouble (his invident may cause you. We pledge our continued ¢ommitment to reducing this type of incident. We will

continue  work with our customers and appropriate authorities W improve data safcguards and privacy protections.

Very truly yuurs,

e M

lames M. Peck, CEO
LexisNexis® Risk & Information Analytics Group

Direct Correspondence:
LexisNexis Regulatory Compliance
9443 Springboro Pike

Miamisburg, OH 45342
LexltNexia 2ad the Kpowledye Burst logo are reghurered 1rademarks of Reed Klsovier Propeties Ine _ uned under iganse. Cquifox is 3 registered uadeniark aid Equifix Credit Warch 1a o tiadomerk of Gouifas
Loc. Other products of services may he trademarks or repistered raderu ks uf their respecitve companies

© 3007 | exiabiexis Risk & Lnformation Amalytics Group Tne, Al rights reserved
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The Equifax Consumer Protection Selnfion

Equitax is pleased to offer you s solution that will help you protect your identity and your
credit nlormalion,

Place s Fraud Alert

A fraud alertis a consamer statement added (o vour eredit report. This statement alerts
creditors of pogsible fraudulent activity within your report as well as requests that they
contact you prior to establishing any accounts in your name. Onee the fraud alert is added
to your eredit report, all creditors should contact you prior o establishing any account in
your nme To place a fraud alert on your quliﬁlx credit 1, YOu hay contact our auto
fraud hne ul 1-877-478-7625. and follow the gimple prompts. Onee the fraud alert huy
been placed with Equitax., a notification will be sent to the other twe credit reporting
agencies, Experian and Trans Union, on your behail,

Enrollin Equifax Cvedit Watch®™ Gold with 3-in-1 Monitoring

Equifax Credit Watch will provide you with an “early warning system™ (o changes to
your credil files and help you to understand the content of your credil files at Equifax,
Experian and Trans Union. The key features and benefits are listed below.

Lquitax Credit Wateh Gold with 3-1u-1 Monioring provides you with a one-year

membership service;

o Comprehensive credil files monitoring, with daily notification of key changes to your
LEquifax, Experian and Trang Union credit files.

o “No News™ notification if no key changes ocear during the month,

o Onecopy of your 3-in-1 Credit Report and unlimited copies of your Equifax Creclit
Report'™,

o Up fo §20.000 ldenlity Fraud Expense Coverage with $0 deductible (certain
limitations and exclusions apply )i at no additional ¢ost 1o you,

o Premium Customey Care 24 hours a day, 7 days & week to assist you in understanding
the comtent of your eredit information,

The accompanying letter contains the instractiony for obtaining these services,

| Icentity Frand Expenge Revabursenien] Master Pacy antarwitden by Travelern Casualy and Surty Comparny of Ameriea and its popetty
castialty afflizles, Hanfard, GT 06183, Covuraye lor 1l cliirss or lossas dapends on aciual poliey posvisons. Availabillly of coverage con dapand on
our undenviling quatiiealions and gtate requialions. Covinago m not mvailables for residnts of Mow Yord,

Egulax'a wredit munitaring prtlucts ane prodechad by LS Batenl 7,208.062
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PORTANT SECURITY INFORMATION
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