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COMMUNITY COLLEGE

Dear [ il

We are writing with important information regarding a recent security incident. The privacy and security of the personal
information we maintain is of the utmost importance to Lakeland Community College (“Lakeland”). As such, we wanted
to provide you with information about the incident, explain the services we are making available to you, and let you know
that we continue to take significant measures to help protect your information.

What Happened?

On January 13, 2020, Lakeland detected that a ransomware infection began encrypting files stored on some of our
network drives.

W We Are Doing.

Upon learning of the issue, we contained the threat by disabling all unauthorized access to our network, restored all
encrypted data, and immediately commenced a prompt and thorough investigation. As part of our investigation, we have
been working very closely with external cybersecurity professionals experienced in handling these types of incidents.
After an extensive forensic investigation and manual document review, we discovered on March 6, 2020 that the impacted
files contained some of your personal information. We have no evidence that any of the information has been misused.
Nevertheless, out of an abundance of caution, we want to make you aware of the incident.

What Information Was Involved?

The impacted information included some of your personal information, including your —

What You Can Do.

To help protect you from potential misuse of your information, we have secured the services of Kroll to provide identity
monitoring services at no cost to you for one year. Kroll is a global leader in risk mitigation and response, and their
team has extensive experience helping people who have sustained an unintentional exposure of confidential data. Your
identity monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration. Additional
information describing your services is included with this letter.

This letter also provides other precautionary measures you can take to help protect your personal information,
including placing a fraud alert and/or security freeze on your credit files, and/or obtaining a free credit report.
Additionally, you should always remain vigilant in reviewing your account statements for fraudulent or irregular
activity on a regular basis.
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ForMor- """ n,

Please accept our sincere apologies that this incident occurred. We are committed to maintaining the privacy of personal
information in our possession and have taken many precautions to safeguard it. We continually evaluate and modify our
practices and internal controls to enhance the security and privacy of your personal information.



If you have any further questions regarding this incident, please call our dedicated and confidential toll-free
response line that we have set up to respond to questions at This response line is staffed with
professionals familiar with this incident and knowledgeable on what you can do to help protect against misuse of your
information. The response line is available Monday through Friday, Eastern Time.
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