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ATTORNEYS AT LAW

December 31, 2014

PRIVILEGED & CONFIDENTIAL
VIA U.S. MAIL

Joseph Foster

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Notice of Date Security Event

Dear Mr. Foster:

We represent the La Jolla Group, Inc., 14350 Myford Road, Irvine, CA 92606, and are
writing to notify you of a data security incident that compromised the security of personal
information of eleven (11) New Hampshire residents. The La Jolla Group’s investigation
into this event is ongoing, and this notice will be supplemented with any new significant
facts learned subsequent to its submission. By providing this notice, the La Jolla Group
does not waive any rights or defenses regarding the applicability of New Hampshire law or
personal jurisdiction.

Nature of the Data Security Event

La Jolla Group is a management company that provides management services in
connection with the operation of ecommerce websites for O’Neill, Metal Mulisha, and FMF
apparel brand licensees. On or about December 3, 2014, the La Jolla Group learned of
potential unauthorized access to the checkout page of these three brands’ respective
websites. Upon learning of this issue, La Jolla Group immediately launched an
investigation and took steps to prevent any further potential for unauthorized access.
Independent computer forensic experts were retained to assist in La Jolla Group’s
investigation and confirmation of what information may have been accessed without
authorization.
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Although the investigation is ongoing, it was confirmed on December 29, 2014 that a
malicious script was placed on the La Jolla Group’s system leading to the compromise of
the security of certain customer personal information, including the customer's name,
address, phone number, email address, credit card number, CVV2 data and credit card
expiration date. This information is provided by the customer when making a purchase, or
preparing to make a purchase, at the three brands’ e-commerce websites.

Notice to New Hampshire Residents

On January 2, 2015, the La Jolla Group will mail written notice to affected customers,
which included eleven (11) New Hampshire residents, about this incident and the steps
they can take to protect themselves. Written notice will be provided in substantially the
same form as the letter attached here as Exhibit A.

Other Steps Taken and To Be Taken

The La Jolla Group takes this matter, and the security of the personal information in its
care, seriously and has taken measures to ensure that this type of exposure does not
occur again. Upon discovery, the malicious script was quickly removed from the La Jolla
Group’s systems and the company is monitoring its systems for any signs of further
attempts by unauthorized individuals to access customer personal information.

In addition to providing written notice of this incident to affected individuals as described
above, each affected individual is being offered access to one free year of triple-bureau
credit monitoring and identity restoration services provided through AllClear ID. The La
Jolla Group is providing each individual with information on how to protect against identity
theft and fraud. Further, the La Jolla Group is providing written notice of this incident to
other state regulators, the card brands, and consumer reporting agencies where required.

Contact Information

Should you have any questions regarding this notification or other aspects of the data
security event, please contact us at&
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