
\~ WILSON ELSER 

February 8, 2019 

Sent Via Regular Mail 

Attorney General Gordon MacDonald 
Office of the Attorney General 
33 Capitol Street 
Concord , New Hampshire 03302 

Re: Data Security Inc ident 

Dear Attorney Genera l MacDonald: 

Gregory J. Bautista 
9 14.872.7839 (direct) 

Gregory. Bau tista@wilsonelser.com 

We represent Katz, Sapper & Miller ("KSM") with respect to an incident involving the potential exposure 
of certain personal information described in detail below. 

J. Nature of the possible security breach or unauthorized use or access 

On January 5, 20 19, KSM di scovered that indivi duals' personal infonnati on may have been obtained by an 
un known, unauthorized third party as the resul t of a security issue related to its use of C itrix Sharefile, a 
third-paity file sharing service. After identifying unusual activity wi thin a matter of hours, KSM took 
immediate action to remediate this third-party system, enhance security protocols and confirm tlrnt the issue 
could not lead to further unau thorized access . KSM also conducted an internal inves tigation, which 
determined that an unknown, unauthori zed third party could have ga ined access to some individuals' 
personal information stored by KSM within its C itrix Sharefile environment, including the name, address 
and Social Security number of affected individuals . In very few instances , other data such as passport 
numbers, driver 's li cense numbers and hea lth insurance information may have been accessed if it was 
uploaded to Sharef ile. 

2. Number of New Hampshire residents potentially affected 

Approx imately twenty-one (2 1) New Hampshire residents were affected in thi s potential incident. KSM 
sent the potentially impacted individuals a letter notifying them of this incident on February 8, 20 I 9. A 
copy of the notification sent to the potentiall y impacted individuals is included with thi s lett er, which 
informs these New Hampshire res idents about the 12 months of credit monitoring and identity theft 
protection services that is being offered to them. 
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3. Steps KSM has taken relating to the potential incident 

Upon learning of this issue, KSM immediately conducted an internal investigation to determine whether 
information in Citrix ShareFile was at risk and took steps to identify anyone potentially impacted by this 
incident. KSM has also taken steps to prevent a similar event from occurring in the future , including 
ensuring all clients reset their passwords as required by Citrix Sharefile of all users, including KSM clients. 

4. Other notification and contact information 

If you have any additional questions, please contact me at Gregory.Bautista@wilsonelser.com or 
(914) 872-7839. 

Very truly yours, 

Wilson Elser Moskowitz Edelman & ' icker LLP 

Gregory J. Bautista 
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lll KATZ 
SA PPER 
& MllLER 

Return Mail Processing Center 
P.O. Box 6336 
Portland, OR 97228-6336 

t\lail ID 
:\,1rne l · 
:\amc 2 · · 
,\ddrcs~ I , 

< \ddrc..,s ~ 
< ,\ddrcs.., I '· 

\ddrcss 4 
, · Address 5 " 

< 1ty "' ·stale'·"'·· ,zip ._, 
< ountry··~· 

Dear '.<11111.· I · 

February 8, 2019 

We are writing to inform you of a security issue that potentially impacts your persona l information. Katz, Sapper 
& Miller (KSM) recently identified a security issue related to our use ofCitrix ShareFile, a third-party file shar ing 
erv ice. Our information technology team discovered the unusual activity within a matter of hours. We took 

immediate step to remediate ou r thi rd-party system, enhance secu rity protocols and confirm that the issue could 
not lead to any fu rther unauthorized access. We also conducted an internal investigation, which on January 5, 2019, 
determined that an unknown, unauthorized third party could have gained access to your ·· Vanabk Data''" stored 
by KSM within our Citr ix Sharefi le environment. We have no confirmed evidence that any information was in 
fact compromised. However, out of an abundance of caution, we are tak ing steps to mitigate concerns and we are 
notifying you of thi s acti vit y. 

While we are confident that we have taken appropriate actions to secure our Citrix ShareFile environment, we 
understand the sensi ti vities surrounding this issue. While this potentially affected a small percentage of our clients, 
we sincerely regret any concern this may cause. Keeping in line with our va lues of trust and transparency, we fe lt it 
was necessary to inform you as soon as we had accu rate information about what transpired. 

Steps taken to enhance data security: 

Third-party serv ice provider Citrix has implemented a mandatory password reset for all users to mitigate any potential 
security issues. As a result, Citrix ShareFile users, including KSM clients, are required to update their ShareFile 
passwords within the pl atform. Our com mitment to mai ntai ning the confidentiality of the information entrusted to 
us remains paramount and resolute. 

Services we are providing for you: 

Because we value the security of your information, we have arranged for you to enroll , at no cost to you, in an onl ine 
cred it monitoring service (myTrueidentity) for 12 months. This service is provided by TransUnion Interactive, a 
subsidiary ofTransU nion, one of the three nationwide credit reporting companies. 

To enroll , go to the myTrueldentity website at www.myt rueidentity.com and in the "Enter Activation Code" field , 
enter the fo ll owi ng 12-letter Activation Code <<Activat ion Code>>. Follow the three steps to receive your cred it 
monitoring service online within minutes. 

Special note for minors affected by this incident: The same services referred to above may not be ava ilab le 
to affected minors. As an alternati ve, parents/legal guard ians can check to see if your child may be a victim of 
identity theft by using TransUnion's secure on line form at www.transunion.com/ch ildidentirytheft to submi t you r 
information so TransUni on can check their database for a credi t file with your child's Social Secu rity number. After 
Trans Union's search is complete, they will respond to you at the email address you provide. If they locate a file in 
your child 's name, they will ask you fo r additional information in order to proceed with steps to protect your child. 
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If yo u do not have access to the Internet and wish to enroll in a similar offl ine, paper-based credit monitoring service 
via U.S. Mai l de li very, please ca ll the TransUnion Fraud Response Serv ices toll -free hotline at 1-855 -288-5422. 
When prompted , enter the fo llowi ng 6-digit te lephone pass code · .Engag.?nH.:nt Number ' \ and follow the steps to 
enroll in the offline credit monitoring serv ice, add an initial fraud a lert to you r credit fil e, or to speak to a Trans Union 
representa tive if you believe yo u may be a victim of identity the ft. 

You can sign up fo r the online or offline credit monitoring service anytime between now and 
<< I· 11rollme11t Dead lint»> Due to pri vacy laws, we cannot register yo u directly. Please note that credit monitoring 
services might not be ava ilable fo r indi viduals who do not have a cred it fil e with TransU nion, or an address in the 
United Sta tes (or its terri tori es) and a va lid Social Securit y number. Enrolling in thi s service w ill not a ffect yo ur 
credit score. 

Once you are enrolled, yo u will be able to obtai n 12 months of unlimited access to yo ur TransUnion credit report 
and cred it score. The daily credit monitoring se rvice w ill noti fy you if there are any criti ca l changes to your cred it 
fi le at TransU nion , including fra ud alerts , new inquiri es, new accounts, new publi c records, la te payments, change 
of address , and more. The serv ice also inc ludes access to an identity restora ti on program that provides ass istance in 
the event that your identity is compromi sed . You will rece ive he lp to restore your identity and up to $1,000,000 in 
identity theft insura nce w ith no deductible (policy limitati ons and exclusions may apply). 

We understand that thi s s itua tio n may cause concern and fr ustra tion. We sincere ly regret any inconvenience and 
want you to know that we are 100-percent committed to safeguarding the data entrusted to us. 

If yo u have any fu rther q uesti ons or concerns about thi s incident, or require ass istance enrolling in the free credit 
monitoring serv ices, please ca ll 877-363-7796, Monday through Friday between 9:00 A M and 9: 00 PM Eastern fo r 
more in fo rmation . 

Si ncerely, 

David A. Resnick 
Managing Partner 
Katz, Sapper & Mi ller 
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Additional Important Information 

For residents of Hawaii, Michigan, Missouri, North Carolina, Vermont, and Virginia: It is recom mended by state 
law that you remain vig ilant fo r incidents of fra ud and identity theft by reviewing credit card account statements and 
monitoring your cred it report for unauthor ized act ivity. 

For res idents of Illinois, Iowa. Marv/and, Missouri. North Carolbw, Oregon, and West Virginia: 
It is required by state law to in fo rm you that you may obta in a copy of you r credit report, free of charge, whether or not 
you suspect any unauthorized activity on your accou nt. You may obta in a free copy of your cred it repo rt from each of 
the th ree nationwide credit reporting agencies. To order your free credit report, please visit www.annua lcreditreport.com, 
or call toll-free at 1-877-322-8228. You can also order your annual free credit report by mai ling a completed Annual 
C red it Report Request Form (available at https: //www.consumer.ftc. gov/artic les/0155-free-credit-reports) to: An nua l 
Cred it Report Request Service, P.O. Box 105281, Atlanta , GA , 30348-5281. 

For residents of Io wa: 
State law advises you to report any suspected identity theft to law enforcement or to the Attorney General. 

For residents of Oregon: 
State law advises you to report any suspected identi ty theft to law enfo rcement , including the Attorney Genera l, and 
the Federal Trade Commission . 

For r es idents of 11/inois. Marv/and, North Carolina, and Rhode Island: 
You can obtain informat ion from the Mary land and North Carolina Offices of the Attorney Genera l and the Federal 
Trade Commiss ion about fra ud a lerts, security freezes , and steps you can take toward preventing identity theft. 

Maryland Office of the 
Atto rney General 
Consumer Protection 
Division 
200 St. Paul Place 
Baltimore, MD 2 1202 
1-888-743 -0023 
www.oag.state .md.us 

Rhode Island Office of 
the Attorney General 
Consumer Protection 
150 South Main Street 
Providence RJ 02903 
1-401-274-4400 
www. n a .ri. ov 

No rth Carolina Office of 
the Attorney General 
Consumer Protecti on 
Division 
900 1 Mail Service Center 
Raleigh, C 27699-9001 
1-877-566 -7226 
www. ncdoj .com 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Ave, NW 
Washing ton , DC 20580 
1-877-IDTHEFT 
(438-4338) 
www.ftc. ov/idtheft 

For residents of Massachusetts: It is required by state law that you are informed of your right to obta in a police 
report if you are a vic tim of identity theft. 

For res idents of a ll states: 

Fra ud Alerts: You can place fraud alerts w ith the three credit bureaus by phone and on line with: 

Eq uifax (https: //asse ts.equ ifax.co m/assets/personal/Fraud A lert Request Form.pdQ 

TransUnion (https: //www.transu nion.com/fra ud-victim-resource/place-fraud-alert) 

A fraud a lert tells creditors to fo llow certa in procedures, including contacting you , before they open any new accounts 
or change your ex isting accounts. For that reason, placing a fraud alert can protect you, but also may delay you when 
you seek to obtain credit. As of September 2 1, 20 18, initia l fraud a lerts last for one yea r. Victim s of identity theft can 
also get an ex tended fraud alert fo r seven years. The phone numbers fo r all three credit bureaus are at the bottom of 
thi s page. 

Monitoring : You shou ld always remain vigilant and monitor yo ur accounts for suspicious or un usua l activity. 
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Security Freeze: You also have the right to place a security freeze on your credit report. A security freeze is 
intended to prevent cred it, loans, and services from being approved in your name without your consent. To place 
a security freeze on your credit report, you need to make a request to each consumer reporting agency. You may 
make that request by certified ma il , overnight mai l, regular stamped mail , or by following the instructions found 
at the websites li sted below. The following information must be included when requesting a security freeze (note 
that if you are requesting a credit report for your spouse or a minor under the age of 16, this information must be 
provided for him/her as well): ( I) full name, with middle initial and any suffixes; (2) Social Security number; (3) 
date of birth ; (4) current address and any previous addresses for the past five years; and (5) any applicable inci dent 
report or complaint wi th a law enforcement agency or the Registry of Motor Vehicles. The request must also include 
a copy of a government-i s ued identification card and a copy of a recent utilit y bill or bank or insurance statement. 
It is essent ial that each copy be legible, d isplay you r name and current mailing address, and the date of issue. As 
of September 21, 20 18, it is free to place, li ft, or remove a security freeze. You may also place a security freeze for 
chi ldren under the age of 16. You may obtain a free security freeze by contacting any one or more of the following 
national consumer reporting agencies: 

Equifax Security Freeze 
P.O. Box 105788 
At lanta, GA 30348 
www.freeze.e ui fax .com 
800 -525-6285 

Experian Security Freeze 
P.O. Box 9554 
A llen, TX 75013 
www.experian.com/frccze 
888-397-3742 

TransUnion (FVAD) 
P.O. Box 2000 
Chester, PA 19022 
freezc .transunion.com 
800-680-7289 

More information can also be obta ined by contacting the Federal Trade Commiss ion listed above. 
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