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Via  Ema il: a ttorneygene ra l@
Attorney General Joseph Foster
Office  of the  Attome y Ge ne ra l
33 Capitol S tree t
Concord, NH 03301

doj.nh.gov

Joseph-Beth
Our File No. _ §8. 00104

Dear Attorney Genera l Fos te r:

Pursuant to N.H. Rev. S ta t. Ann. §  359-C:20(I)(b), we  a re  writing to notify you of a  da ta  security
incident involving one  New Hampshire  re s ident. We  a re  submitting this  notifica tion on beha lf of our client,
Joseph-Be th Ente rprise s  LLC.

Nature Of The Security Breach

Joseph-Be th ope ra te s  book s tore s  in Kentucky and Ohio. On Februa ry 14, 2017, Joseph-Be th lea rned
tha t it wa s  the  victim of a n e -ma il phishing sca m. As  a  re sult of this  sca m, a n unknown individua l fra udule ntly
obta ined copie s  of a  number of Joseph-Be th's  employees ' and former employees ' 2016 Form W~2's . Joseph
Beth has no reason to believe  that anyone has used the  information.

The  New Hampshire  re s ident involved in this  incident will be  forwarded a  le tte r notifying them of this
incident a s  soon as  poss ible . A copy of the  form le tte r is  a ttached he re to. Notitica tion to the  New Hampshire
res ident will not be  de layed due  to law enforcement inves tiga tion.

Steps Ta ke n Re la ting To  The  Inc ide n t

Upon learning of the  cyber a ttack, Joseph-Beth took immedia te  s teps  to investiga te  and de te rmine  the
source  and extent of any access to its  clients ' pe rsona l information in order to deve lop a  be tte r unders tanding of
what had taken place  and how. Joseph~Beth reported the  incident to the  loca l police  and they a re  investiga ting.
Joseph-Beth is  now in the  process  of reviewing its  inte rna l policies  and da ta  management protocols  and will be
implementing enhanced security measures  to he lp prevent this  type  of incident from recurring in the  future .
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Joseph-Beth has  a lso a rranged to have  Experian protect the  a ffected individua ls ' identity for one  year a t
no cos t to them through its  P rotectMyID se rvice . This  se rvice  offe rs  additiona l laye rs  of protection including
cre dit monitoring a nd a  $1 million ide ntity the ft insura nce  policy.

Should you need additiona l information regarding this  matte r, please  contact me .

Ve ry truly yours ,

w7
DAVID J . S HANNON

Encl.
LEGAL/l09283839.vl



Booksellers Enterprises, LLC
DBA, Joseph-Beth

5030 Oakiawn Drive, Ste.

Cindtmati, OH 45227

513-412-5700

February 24, 2017

John Doe
I Main Street
Sampletown, OH12345

Dear John Doe :

We  a re  writing to inform you of a  da ta  s e curity incide nt tha t ma y involve  your pe rsona l informa tion
The  privacy and protection of our employees ' information is  a  ma tte r tha t we  take  ve ry se rious ly, and we  have
worke d quickly to re solve  the  incide nt. P le a se  re vie w the  informa tion provide d in this  le tte r for some  s te ps
tha t you may take  to protect yourse lf aga ins t any potentia l misuse  of your information.

What Happened and What Information Was Involved

On Februa ry 14, 2017, Bookse lle rs  Ente rprises  LLC (Joseph-Be th) lea rned tha t it was  the  victim of an
e ~ma il phis hing s e a m. As  a  re s ult of this  s ca m, a n unknown individua l fra udule ntly obta ine d copie s  of a

number of Joseph-Beth employees ' and fonner employees ' personal da ta .

Based upon our inte rna l inves tiga tion, we  have  de te rmined tha t your pe rsona l da ta  was obta ined by
the  third pa rty, a nd tha t ce rta in pe rsona l informa tion ma y ha ve  be e n put a t pote ntia l risk, including your firs t
and last name, home address, socia l security number, and 20]6 compensation data .

Wh a t We  Are  Do in g

J os e ph-Be th ta ke s  the  priva cy a nd prote ction of its  e mploye e s ' a nd forme r e mploye e s ' pe rs ona l
informa tion ve ry s e rious ly a nd we  de e ply re gre t tha t this  incide nt occurre d. We  took s te ps  to a ddre s s  this
incident promptly a fte r it was  discovered, including undertaking an inte rna l inves tiga tion of the  ma tte r in orde r
to deve lop a  be tte r unde rs tanding of wha t had taken place  and how. We  have  reviewed our inte rna l policie s
a long with da ta  management protocols  and will be  implementing enhanced security measures  to he lp prevent
this  type  of incident from recurring in the  future .

If you be lieve  the re  was  fraudulent use  of your information as  a  re sult of this  incident and would like  to

discuss how you may be  able  to resolve  those  issues, please  reach out to an Experian agent. If, a fter discussing
your s itua tion with an agent, it is  de te rmined tha t tiaud re solution support is  needed then an Expe rian Fraud
Resolution agent is  ava ilable  to work with you to inves tiga te  and re solve  each incident of fraud tha t occurred
from the  da te  of the  incident (including, a s  appropria te , he lping you with contacting credit grantors  to dispute
cha rge s  a nd close  a ccounts , a s s is ting you in pla cing a  fre e ze  on your cre dit file  with the  thre e  ma jor cre dit
bure a us , a nd a s s is ting you with conta cting gove rnme nt a ge ncie s  to he lp re s tore  your ide ntity to its  prope r

condition.)



Please  note  that this  offer is  available  to you for one-year from the date  of this  le tte r.

The  Tenns and Conditions  for this  offe r a re  loca ted a t www.experian.corn/fraudresolution. You will a lso
find se lf-he lp tips  and information about identity protection a t this  s ite .

While  Fraud Resolution ass is tance  is  immedia te ly ava ilable  to you, we  a lso encourage  you to activate

th e  fra u d  d e te c t io n  to o ls  a va ila b le  th ro u g h  P ro te c tMyID®  Ale r t  a s  a  c o m p lim e n ta ry[one -ye a r]
members hip . This  product provides  you with superior identity de tection and resolution of identity theft.

To start monitoring your personal information please follow the steps below:

Ensure  tha t you enroll by: February 27, 2018 (Your code  will not work a fte r this  da te .)

Vis it the  P rotectMyID webs ite  to enroll: www.protectmyid.com/a le rt

Provide  your activation code :

If you ha ve  que s tions  a bout the  incide nt, ne e d a ss is ta nce  with fra ud re solution tha t a rose  a s  a  re sult of this
incident or would like  an a lte rna tive  to enrolling in ProtectMyID online , please  contact Experian's  customer care
team at 877-297-7780 by February 27, 2018. Be prepared to provide engagement number PC106663 as proof of
e ligibility for the  fraud resolution se rvices  by Experian.

ADDITIO NAL DE TAILS  RE G ARDING  YO UR 1 2 -MO NTH P RO TE CTMYID ME MBE RS HIP

A credit ca rd is  not required for enrollment in ProtectMyID .

You ca n conta ct Expe ria n imme dia te ly re ga rding a ny fra ud is sue s , a nd ha ve  a cce ss  to the  following
fea tures once  you enroll in ProtectMyID :

Experian credit report a t s ignup: See  what information is  associa ted with your credit tile .

Active  Surve illance  AleNs: Monitors  Experian file  for indica tors  of fraud.

l Fra ud Re s olution: Ide ntity The ft Re s olution a ge nts  a re  imme dia te ly a va ila ble  to he lp you
address credit and non~credit related fraud.

Exte ndCARE: You re ce ive  the  s a me  high-le ve l of Fra ud Re s olution s uppoli e ve n a fte r your

ProtectMyID membership has  expired.

$1 Million Ide ntity The ft ins ura nce *:
e lectronic fund transfers .

P rovides  cove rage  for ce rta in cos ts  and unauthorized

Please  re fe r to www.experian.com/fraudresolution for additiona l actions  you can conside r taking to reduce  the

chances of identity 'theN or fraud on your account(s) .

gt You Can Do

Potentia lly a ffected individua ls  can take  the  following s teps  to guard aga ins t identity the ft and fraud:

Regis te r for the  complimenta ry identity repa ir and protection se rvices , provided by Joseph-Be th a t
no cost to you, as discussed in the  enclosed reference materia ls .



l As  a  ge ne ra l pre ca ution we  re comme nd tha t you re vie w your cre dit a nd de bit ca rd a ccount
sta tements as soon as possible  to determine if there  are  any discrepancies or unusual activity lis ted.

- Re ma in vigila nt a nd continue  to monitor your ba nk a nd cre dit ca rd s ta te me nts  for unusua l a ctivity
going forwa rd. If you s e e  a nything tha t you do not unde rs ta nd 01' tha t looks  s us picious , or if you
suspect tha t any fraudulent transactions  have  taken place , ca ll the  bank tha t issued your credit or debit
ca rd immedia te ly.

Ca re fully check your credit reports  for accounts  you did not open or for inquirie s  from creditors  tha t

you  d id  no t in itia te . If you  s e e  a nyth ing  tha t you  do  no t unde rs ta nd , ca ll the  cre d it a ge ncy
imme dia te ly. As  pa rt of the  complime nta ry prote ction, you ma y discuss  your conce rn with a ny of the
thre e  prima ry cre dit a ge ncie s  - Equifa x, Expe ria n, a nd Tra ns Union (s e e  e nclos ure s  for conta ct

informa tion).

l P la ce  a  "fra ud a le rt" or "se curity fre e ze " on your cre dit file . Informa tion a bout the se  options  for your
credit tile , a long with ins tructions  for activa ting the se  options , can be  found in the  enclosed re fe rence
materia ls , or by contacting one  of the  diree  credit agencies  noted above .

' Review the  enclosed "Informa tion About Identity The ft P rotection" re fe rence  guide , which de scribe s
additiona l s teps  tha t you may take  to he lp protect yourse lf, including recommenda tions  by the  Federa l
Trade  Commiss ion rega rding your identity the ft protection.

Fo r Mo re  In fo rma tio n

Once  aga in, the  privacy and protection of your informa tion is  a  maNer we  take  ve ry se rious ly and we

since re ly apologize  for any concern tha t this  may cause  you. If you have  any ques tions , please  contact me  a t
513-412-5700, ext. 1140.

S ince re ly,

Lom S mith, CP A
Controlle r
Bookse lle rs  Ente rprise s , LLC



In fo rma tion  a bou t Ide n titv The ft P re ve n tion

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one  or more  of the  na tiona l credit reporting companies . You may obta in a  free  copy of your credit repolt
online  a t wwvv.annualcreditreportcom, by ca lling toll-free  1-877-322-8228, or by mailing an Annual Credit Report
Request Form (ava ilable  a t www.annuadcreditreportcom) to: Annua l Credit Report Reques t Se rvice , P .O. Box
105281, Atlanta , GA, 30348-5281. You may also purchase a  copy of your credit report by contacting one or more
of the three national credit reporting agencies listed below.

E q u ifa x:
Exp e ria n :
Trans Union :

P .O. Box 740241, Atlanta , Georgia  30374-0241, 1-800-685-1111, www.equifax.com
P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.expe1'ian.com
P.O. Box 1000, Cheste r, PA 19022, 1-800-888~4213, www.transunion.com

When you rece ive  your credit reports , review them carefully. Look for accounts  or creditor inquiries  tha t you did
not initia te  or do not recognize . Look for information, such as  home address  and Socia l Security number, tha t is
not accurate . If you see  anything you do not understand, call the  credit repoiting agency at the  te lephone number
on the report.

We recommend you remain vigilant with re spect to reviewing your account s ta tements  and credit reports , and
promptly re port a ny suspicious  a ctivity or suspe cte d ide ntity the ft to us  a nd to the  prope r la w e nforce me nt
authorities , including loca l law enforcement, your s ta te 's  a ttorney genera l and/or the  Federa l Trade  Commission
("FTC"). You ma y conta ct the  FTC or your s ta te 's  re gula to1y a uthority to obta in a dditiona l informa tion a bout
avoiding identity the ft.

Federa l Wade Commis s ion, Consumer Response Center
600 Pennsylvania  Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheff

For re s ide n ts  o f Ma ryla nd : You may a lso obta in infomla tion about preventing and avoiding identity the ft
fiom the  Mag/land Otiice  of the  Attorney Genera l:

Maryland Office  of the  Attorney Genera l, Consumer Protection Division
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us

For residents of Massachusetts: You also have the right to obtain a  police repolt

You may a lso obta in infomla tion about preventing and avoiding identity
theft from the North Carolina Attomey Genera1's Office:
For re s idents  of North  Ca ro lina :

North Carolina  Attorney Genera l's  Office , Consumer Protection Division
9001 Mail Service  Center, Rale igh, NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov

We recommend that you regularly review the explanation of beneHts statement that you receive Nom your insurer
If you see  any se rvice  tha t you be lieve  you did not rece ive , plea se  contact your insure r a t the  number on the
statement. If you do not receive regular explanation of benefits statements, contact your provider and request them
to send such statements following the provision of services in your name 01' number.

You may want to order copies  of your credit reports  and check for any medica l bills  tha t you do not recognize . If
you find anything suspicious, ca ll the  credit repolting agency a t the  phone  number on die  report. Keep a  copy of
this  notice  for your records in case  of future  problems with your medical records. You may a lso want to request a
copy of your me dica l re cords  from your provide r, to se rve  a s  a  ba se line . If you a re  a  Ca lifomia  re s ide nt, we
sugges t tha t you vis it the  web s ite  of the  Ca lifomia  Office  of P rivacy P rotection a t www.privacy.ca .gov to find
more  information about your rnedical privacy.



Fraud Ale rts : There are also two types of fraud alerts that you can place on your credit report to put your creditors
on notice  that you may be  a  victim of fraud: an initia l a le it and an extended a lert. You may ask that an initia l fraud
alert be  placed on your credit report if you suspect you have been, or are  about to be , a  victim of identity theft. An
initia l fraud dem stays on your credit report for a t least 90 days. You may have  an extended a lert placed on your
cre dit re port if you ha ve  a lre a dy be e n a  victim of ide ntity the ft with the  a ppropria te  docume nta ry proo£  An
extended fraud alert stays on your credit report for seven years. You can place a Baud alert on your credit repoit by
calling the  toll-free  fraud number of any ofthe  three  national credit repoiting agencies listed below

Equifa x:
Experian:
TransUnion:

1-888-766-0008, www.equifax.com
1-888-397-3742, www.experian.com
1-800-680-7289, f1'aud.transunion.com

Credit Freezes  (for Non-Mas s achus etts Residents): You may have the right to put a  credit freeze, a lso known as
a  security freeze , on your credit file , so tha t no new credit can be  opened in your name without the  use  of a  PIN
number tha t is  is sued to you when you initia te  a  freeze . A credit freeze  is  des igned to prevent potentia l credit
grantors from accessing your credit report without your consent. If you place a  credit freeze, potential creditors and
othe r third pa rtie s  will not be  a ble  to ge t a cce s s  to your cre dit re port unle s s  you te mpora rily lift the  fre e ze
Therefore , using a  credit freeze may delay your ability to obtain credit. In addition, you may incur fees to place, lift
and/or remove a  credit freeze . Credit freeze  laws vary from sta te  to s ta te . The  cost of placing, temporarily lifting
and removing a  credit Neeze also varies by state , generally $5 to $20 per action at each credit reporting company
Unlike  a jaud a le rt, you mas! separa te lyplace  a  credi1'j9eeze  on your creditfle  a t each credit reporting company
Since the  instructions for how to establish a  credit freeze  differ from sta te  to sta te , please  contact the  three  major
credit reporting companies as specified below to find out more information:

Equifa x: P.O. Box 105788, Atlanta , GA30348, www.equifax.com
Experian: RO. Box 9554, Allen, TX75013, www.experian.com
TransUnion LLC: P.O. Box 2000, Chester, PA, 19022-2000, fi~eeze.t1'ansunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC ol* one of the national
credit reporting agencies listed above.

Cre d it Freezes (for Mas s achus etts  Res idents ): Massachusetts  law gives you the  right to place  a  security freeze
on your consumer reports. A security freeze is designed to prevent credit, loans and services from being approved
in your name without your consent. Using a  security freeze , however, may delay your ability to obta in credit. You
may reques t tha t a  freeze  be  placed on your credit report by sending a  reques t to a  credit reporting agency by
certified mail, ovemight mail or regular stamped mail to the address below:

Equifa x: RO. Box 105788, Atlanta , GA30348, www.equifax.com
Experian: RO. Box 9554, Allen, TX 75013, www.experian.com
TransUnion LLC: P.O. Box 2000, Chester, PA, 19022-2000, i'l° eeze.transunion.com

Unlike  a jroud a le rt, you must separafe lyplace  cr credifjreeze  on your creditjile  a t each credit reporting company
The following infoimation should be  included when requesting a  security Beeze  (documenta tion for you and youi
spouse  must be  submitted when freezing a  spouse 's  credit report): full name, with middle  initia l and any suiiixes,
Social SecuNty number, date  of birth (month, day and year), cun° ent address and previous addresses for the past
five  (5) yea rs , and applicable  fee  (if any) or incident report or compla int with a  law enforcement agency or the
Department of Motor Vehicles. The request should a lso include a  copy of a  government-issued identification card,
such as  a  driver's  license , s ta te  or milita ry ID card, and a  copy of a  utility bill, bank or insurance  s ta tement. Each
copy should be legible, display your name and current mailing address, and the date of issue (statement dates must
be  recent). The  credit reporting company may cha rge  a  rea sonable  fee  of up to $5 to place  a  freeze  or lift or
re move  a  fre e ze , unle ss  you a re  a  victim of ide ntity the ft or the  spouse  of a  victim of ide ntity the ft, a nd ha ve
submitted a  vaiid police  report re la ting to the identity theft to the  credit repoiting company.


