jetBlue

June 27, 2011
Via FAx
Consumer Protection Bureau Chief James Boffetti
QOffice of the Attorney General
33 Capitol Sireet
Concord, NH 03301

Dear Consumer Protection Bureau Chief Boffetti:

Pursuant to N.H. Rev. Stat. §§ 359-C:19 et seq. (the "Notification Statute"), we are
writing to inform you that malicious software previously installed on our computer systems may
have compromised the personal information of some JetBlue employees who reside in New
Hampshire.

L Nature of the Unauthorized Use or Access

Earlier this year, a federal law enforcement agency informed JetBlue that malicious
software may have been installed on our computer systems. Upon notification, we launched an
internal investigation and, upon discovering the malicious software, we removed it. Our
investigation revealed that the malicious software was designed to allow an attacker to remotely
search and collect information stored on our computer systems.

On April 1, 2011, we learned that the affected systems included computer files that
contained personal information including the names, social security numbers and retirement fund
account balances of crewmembers employed by JetBlue since 2005. Our investigation revealed
evidence that certain computer files within our database that did not contain any personal
formation had been accessed without authority. Other computer files containing the personal
information noted above reside at the same level in our database hierarchy as those computer
files that we determined had been compromised, however our investigation has revealed no
evidence of unauthorized access to any computer files containing such personal information,
Accordingly, to date we have no evidence that any personal information was actually obtained or
has been misused. We are notifying you, therefore, in an abundance of caution, in the event any
personal information is in fact obtained in ways that cannot be verified.

II. Number of New Hampshire Residents Affected

Based on our research, we have identified 178 New Hampshire residents potentially
affected by the incident.
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III. Steps We Have Taken or Plan to Take Relating to the Incident

First, upon notification from the federal law enforcement agency that malicious software
might have been installed in our computer systems, we immediately launched an internal
investigation and, upon finding the malicious sofiware, removed it. We also hired an outside
computer forensics team to assist us in determining the extent to which the security of our
computers systems may have been compromised.

Second, on June 27, 2011, we are notifying all the state residents we believe may have
been affected by the incident by written letter sent to each resident's last-known address. A
sample of the letter is enclosed.

Third, we have partnered with Debix, The Identity Protection Network, to help protect
the potentially affected individuals from identity theft. Specifically, we have purchased for those
individuals twelve months of Debix Identity Protection Services, which includes both credit
monitoring services as well as $1,000,000 identity theft insurance coverage. Debix is staffing a

toll-free call center to answer questions about this matter, as we explain in our letter of June 27,
2011.

Finally, we have been working with law enforcement to identify the source of the
malicious software and are introducing new security measures to prevent a situation like this
from occurring again.

For any information related to this mafter, please contact:

Lee Garvin

Director Risk Management
JetBlue Airways Corporation
118-29 Queens Blvd.

Forest Hills, NY 11375

Sincerely,

Lee Garvin
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Free [dentity Pratection
Processing Center

PO Biox 3625 Activation Code:
Suwanee, GA 30024 Enroll at www.debix.com/safe
Assistance Hotline: 855-711-5990

June 24, 2011

Jahn Q. Sample
123 Main Strest
Anytown, US 12345-6789

Dear John Q. Sample:

| am writing to you today about a potential breach of Crewmember personal information that
may affect you.

A federal law enforcement agency recently informed JetBlue that malicious software may have
been installed on our computer systems. Upon notification, we immediately launched an
internal investigation and, upon finding the malicious software, removed it. (n addition to
working with law enforcement to identify the source, we have hired an outside computer
forensics team to assist us in determining the extent to which the security of our computer
systems may have been compromised. As many recent headlines and news reports have
shown, unfortunately many corporations of all sizes as well as government agencies have fallen
victim to unauthorized breaches into their IT and data systems. Many of you in past weeks and
months may have received similar notice letters or emails from other entities to this effect —a
regrettable commentary on how this issue has been affecting companies and governments
worldwide.

Qur investigation has revealed that the malicious software was designed to allow an attacker to
remotely search and collect information stored on our computer systems. On April 1, 2011, we
learned that the affected systems included computer files containing confidential business
information as well as personal information including the names, social security numbers and
retirement fund account balances of Crewmembars employed by JetBlue since 2005.

We would iike to emphasize that, to date, we have no evidence that your personal
information was actually obtained or has been misused. However, out of an abundance of

caution, we are notifying you because of your employment with JetBlue during the relevant
period.

In addition and as a precautionary measure, we have purchased twelve months of Identity
Protection services from Debix, The ldentity Protection Network, at no cost to you, to help
protect you against potential identity theft. Debix offers OnCall™ Credit Monitoring that delivers
secure, actionable OnCall Credit Alerts to you by phone. Debix Identity Protection also includes
$1,000,000 Identity Theft Insurance Coverage and Debix Fraud Resolution Services. The Debix
Identity Protection service will be valid for 1 year from the date you register.



You must register with Deblix to recaive this complimentary ldentity Protection service.
You will need to provide the activation code that is listed at the top of this letter. You may
register online at www.debix.com/safe, by mail using the enclosed mail-in registration form, or

by phone by calling, toll-free, 855-711-5980. Please see the enclosure 1o learn more about
Debix.

Experts recommend, as a general consumer protection measure, that you periodically review
your credit report and account statements, even if you do not initially find suspicious activity.
Attached you'll find an explanation of additional steps you may consider taking to further protect
yourself. Remember, you should not provide personal information to others uniess you are

certain of their identity and you should always remain vigilant for incidents of fraud and identity
theft.

Please know that JetBlue takes the responsibility to protect your data privacy very seriously.

We regret that this oceurred, and have been and continue to actively take steps to better
prevent future incidents like it from happening again and are taking additional steps to improve
and strengthen the security of our systems. [f you have any questions, pleass do not hesitate to
contact representatives from our business partner Debix toll-fres, at 855-711-5990 on Monday
through Saturday from 8:00 a.m. to 8:00 p.m. EST. These business partner representatives are
fully briefed and trained to address any questions you may have regarding this matter.

Sincerely,
Joe Eng q’y
EVP Chief Information Officar



IDENTITY THEFT PRECAUTIONS

Free Credit Report

The Fair Credit Reporting Act requires each of the three nationwide consumer reporting
agencies (Equifax, Experian and TransUnion) to provide you annually, upon request, with a free
copy of your credit report. Obtaining a copy of your credit report from each agency on an
annual basis, and reviewing it for suspicious activity, can help you spot problems and address
them quickly. You can request your free credit report online at www.annualcreditreport.com or
by phone at 1-877-322-8228. You can also request your free credit report by completing the
request form available at www.annualcreditreport.com, and mailing it to Annual Credit Report
Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

Fraud Alert

As a precaution against identity theft, you can consider placing a fraud alert on your credit file.
A "fraud alert” tells creditors to contact you before opening a new account or changing an
existing account. A fraud alert also lets your creditors know to watch for unusual or suepicious
activity. To place a fraud alert, call any one of the three major consumer reporting agencies
listed below. An initial fraud alert remains effective for ninety days, and is free of charge. If you
wish, you can renew the fraud alert at the expiration of this initial pariad. As soon as one ¢redit
agency confirms your fraud alert, the others are nofified to place fraud alerts on your file.

Equifax TransUnion

Equifax Information Services LLC Fraud Victim Assistance Department
P.O. Box 105069 P.Q. Box 6790

Atianta, GA 30348-5069 Fullerton, CA 92834

Toli-free: 800-525-6285 Toll-free: 800-880-7289
www.fraudalerts.equifax.com www.tuc.com

Experian

P.O. Box 9532

Allen, TX 75013
Toll-free: 888-397-3742
www_axperian.com/fraud/center.htmi

Further Information

You may obtain additional information by contacting the Federal Trade Commission (FTC) or
visiting the FTC's privacy and identity theft website, as follows:

FTC identity theft phone line: 1-877-IDTHEFT (438-4338)
FTC identity theft website: www.fic.gov/idtheft
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" Free identity protection.
Priceless peace of mind,

Debix provides a new level of identity protection no
ather company can match. Only Debix, The Identity Free, Fast, Simple Enroliment.

Protection Network, identifies potential attacks and

delivers critical information to you by phone. Insurance Amount: $1,000,000

ENROLL NOW

What You Get:

¢ Identiy theft insurance covers financial losses 2~ Activation Code:
¢ Comprehensive identity recovery Online: www.debix.com/safe
» Early attack detection By Mail: Form included in letter
» Live OnCall Investigators dedicated to your case
s Wallet Restoration Customer Service: Toll-free 8565-711-5990
» Long-term identity repair service after initial
service period 8am — 8pm Eastern Time, Monday - Saturday

s Debix ChildScan® identifies fraud for minors
under 18 years old

Sign Up Today for Your FREE ldentity Protection from Debix.

Debix Identity Protection: What's Included?

It there are . After credit The most effactive
; If you suspect If & thief steals g ,

Dspoonsianly  CRATGIOVO  faud, exrncen youront oy [omioTIg e method o
records for signs of  evidence that a and helpful willbe reimbursed - "y OPEO"' tosign  determining if your
financial, medical  thief has used your specialists will for restoration up for continuous child's perso:al
and c;iminal credit, you will gst  [rar your 'dentiy, costs, legal identity repair information has

A h ’ g saving you time expenses, and |ost P
identity theft. a secure call from and money wages coverage at no been used by
Debix. ) ) charge. thieves.

®
www.debix.com/safe DEW

The idemity Protsction Network



PO BOX 3356

DEEIX

T ondty prtection Necwork. SUWANEE, GA 30024-9847

Register for Debix Identity Protection Network
To register by mall, complete this form and mail to Debix, Inc. using the enclosed postage-paid envelope or to the address above.
You do not need to complete this form if you register online at www.deblx.com/safe or by phone at 855-711-5990.

Step 1: Verify the printed information. If your name or residential malling address is not correct, please make changes in the
“Change of Name or Address” section below,

Step 2: Fill in your personal information, All fields are required unless specified otherwise. Please provide at least one phone number.

Step 3: To Register a Minor; If the person to protect is under 18 years old, please provide information for the parent or legal
guardian. Correspondence concerning a minor will be addressed to the parent or legal guardian,

Please PRINT CLEARLY In BLACK INK within the boxes.
Shade the bubbles completely, Correct: @ Incorrect; @ & A|B|C|D|E Q|1(2]3 s el =

ADDRESS INFORMATION
Plaase do not write in this section. Please use the “Change of Name or Address” section to make corrections.

John Q. Sample
123 Main Street
Anytown, US 12345-6789

PERSONAL INFORMATION ACTIVATION CODE:
GENDER DATE OF BIRTH { MM/DD/YYYY) SOCIAL SECURITY NUMBER (Required|
O MALE / / - _
O FEMALE
MOBILE PHONE NUMBER HOME PHONE NUMBER WORK PHONE NUMBER

EMAIL ADDRESS [For Online Account Access)

PARENT/GUARDIAN INFORMATION {if Registering a Minor

]
FIRST NAME MIDDLE LAST NAME SUFFIX
GENDER DATE OF BIRTH (MM/DD/YYYY, SQCIAL SECURITY NUMBER (Required
O MALE / / - -
O FEMALE
MOBILE PHONE NUMBER HOME PHONE NUMBER WORK PHONE NUMBER

— - — - — ~—

EMAIL, ADDRESS (For Online Account Acceéss)

CHANGE OF NAME OR ADRRESS (Optiona
FIRST NAME MIDDLE LAST NAME SUFFIX

RESIDENCE ADDRESS LINE 1

RESIDENCE ADDRESS LINE 2 (Ogtional

cmy STATE 2P

R L ]

By registering for Debix identity Protection, | agree to the Debix End User License Agreement {enclosed) and |
authorize Deblx, who provides Identity Theft Protection, and its service providers, to obtain and monitor my own
credit information from credit reporting agancles and send this information to me alone for my own use.

| certify that 1 am the parent/legal guardian of any children that | register for the Debix service.



Dzm 823 Congress Avenue, Suite 300 AlClear i)
Cuatomarné';;;mmm.aaz.mss Austin, Texae 78701 Customer Support; 1-877-313-1405

End Uscr Services Agrecmant

This sercment ("Agrecawnt”) is mede by & between Debix One, Inc., 823 Congross Aveaus, Ste. 300, Augtin, TX 76701 ("Debix"), & you ("you"). Ax of the dato you register for or
warell m the Seevioe, the parics ogres oy follova.

L
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9.

10,
11

12.

13.

14.

18,
16

Definitlon. The "Bervice™ means (he Premium Servioe and/or the Froe Service, datomined i scverdance with yowr registration & ihe leymm harcol. The "Presshion Service™ meam
our “Idemtity Froteotion Netwoek™ « tranded monitoriog service or “AllCkear Pro, Powored by Debix”™ - branded monitoring #ervior. The “Free SBevvice' moans Debix's “ARerCare” -
bracded restomtion seevioe or "AllClear Etes, Powerad by Debix” - braaded restorstion sorvice. Refereuces ta the Service ineluds sy wae you make of the inerface avoiloblo nt
wavw, debix.oom or www.allolearid.com (the “Site™). Debix may add or remove foatures of any of the Servioes al any time.

Provision of the Bree Service. Subjeol to the terma & conditionn of tis Agreement, we will provide you with the Free Servioe as set forth hersin,

Term & Termination Re: Free Service, Your subscription to the Fros Saviets commenoct upon your regiatration, covers identity tefl vvinty oceurving after registration, & termi-
nates upon the earlier of (1) Debix’s notification 16 you of ils |ermination of the Freo Serviog, ar (i) your sloution lo torminate your swbscription to the Proe Secvioe, cach of whick may
ocour At ANy ime, In addition, unleas you opt ro re-caroll At the end of the then cument subscription periad, Debrix ghell have the right o terminate your participation in, the Free Sexvie-

a.

Provision of the Prenalums Service. Subjeot to (o irms & conditions of thia Agreement & vo payment for the Promivem $ervice (whith may oome from a 3nd perty), we will provide
you with the Premium Servios. , i . ,

Membership Bee. The membezhip ¢ for the Premivm Sepvics, it spplioable, will be hilled rt the reisil price currently in cficot on the Site (or lens if thexe W any npplicable pramotion
codc) & seconding v the verms described heroin, If you have quostions rogardnyg yeur membership foe, ploase contact ewatomer service toll froo at the spplicable phonc number listed
sbove, Debix will continue to bill your payment mathod on & periedio basia until the expiretion or termination of your Promitm Servics, You may oancel your subscription for the Pre-
mium Sexrvios in socordance with Section 7. If you pay monthly & wish 1o ornoel, you musi call Customer Sexvice prioc to the sian of the following month. If you pey for multiple
monihs in advimes & canoc] your Premium Serviee prior (6 the end of the pariod for whivh you have paid, we will refond payment for only ny full, unused menths.

Free Trial. Il you reccive the Premivm Service m thoe rewull of a trird party procuring it for you on your behalf, this Section ia not applicable (o you. If you ace purchwing AliClcar Pro
o your own behslf, it may start with a froo trisl period. If you do nol aaroe] before the end of such freo irial périod, you agree that Debix is authorized 1o charge youo o monthly sub-
soription feo & the cwrTont mia 1o the paymoat method you provided during registrwtion. You must have a valid payment smahod Lo caroll in the free trial. Debixx will bogm billing your
payment mothad fix monthly aubseriplion feet at the end of he free trinl periaod, unless yon tandel AliCiear Pro prior Lo the end of the free trinl period in sooordunce with Seokion 5.
You will not reecive & nefics froo s that your free trial period hes euded or that the paying pertion of your subsoription has bogun. If yau cancel prior to tie end of your free trisl
peried, there will be no charges te your payment method,

Scope of Covernge; Term & Termination Re: Premiums Scrvice. Your subscription 10 the Promive Saviue commenocs upon your regisirstion. The Premium Service covar identity
\neft svenly discovered afler registralion. I a third party hua procwred he Promivm Sevvice o your bohalf, your subscription will lerminate at the end of the tormn spevified during rog-
jatradicmn, umlcea you opt to re-curoll. If you purchaasd AlClcar Pro on your own bohalf, then a1 the cad of your initinl subsoription period, your sulwoription will sulomatically ronow
on a month 10 month bagis wmlil you lerminate it in sooordanes with this Seclion or fail o provide payment when duo, In addition, the Premiiim Sexvica may be Leeminated o suapendad
# sy time with or withou{ netice if paymcnt i net reccived when due o if you breach any of the terms & canditions et forth herein. IF your subgoriplion to the Premivm Service ex-
puos beoauaw you fail to renow It or foil 10 provide payment when due, Debix may convert you 10 tho Fres Scrvios for one (1) year subjeot 1o the torms & oonditions spplicable 1o the
Freo Servioe as oct farth horoin.

Restrictions. You wil) van the Service aaly for your beacfit & for itz inlended purpose. You will nat, £ Wil nol permit any third party 10: (a) except & expressly act forth in s
Agreement, o, sopy, modify, acsaw desivative works of, distribute, nell, subjjcense, o trmunfer tha Servios; (b) remove or alter my Debix notices or markinge. or add sy other notioey
or markings to the Setvico: () deorypt or altempl. lo decTypt the Sexvios; (d) dexive or stlomspt 10 derive the sourse code of or decompile the Sorvies; or (=) dismeembic or rovamg ongis
neer the Service. If statutory rights maka any pari of this section void, you will provide o1 with detailed information regarding any such notivity.

Owmwrship This Agreement confers ne ewnctship Hghts 1o you & i not » aale of rights in the Service, Ownership of all fight, tlle, & wnterest in or 1o the Servios & all Feedbaok & all
iptalientual propesty righls embodied therein are & will remain ovr sxelimive roperny. Yeu will ke all reasonsble actions to perfict our ownership, insding without Limitstion ex=
couling instruments of assignment. We rescrve all rights in the Scrvice & the intclloomal peoperty rights cmbodied therein not cxpressly gmated horcby. The Service eontaine Debix
proprictary & confidentis] informstion. Yor witl bold mich information in coafidence & not to use or disckose il in sny way oxeepl as exprenaly permitted | der, using o loss then
reasonable asre. I you provide feedback &/or gencrate data in using the Sarvice ("Reedback”) you bercby asgign all right, titke, & intersat in # 10 ve. If such sevignment is meffestive,
you agrco Lo grant Lo us a nor-cxolusive, perpotusl, imovocnble, royslly free, worldwids tiscnse Lo use, reproduce, sublicense, distribute, modify, & ofherwise exploit such Feedback
without reatriciion.

Supgert. In sonnection with the Sarvies we will provide the suppcrt spovifiod on the Site from tGme to time.

Discininer of Wargsmties. THE SERVICE [S PROVIDED TO YOU “AS 18,* WITHOUT WARRANTY, & ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING
WITHOUT LIMITATION THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PURPOSE, NON-INTERFERENCE, ACCURACY, & NON-INFRINGEMENT ARE
DISCLAIMED. WE DO NOT WARRANT THAT THE SERVICE WILL OPERATE WITHOUT INTERRUPTION, BE ERROR-FREE. OR ACHIEVE SPECIFIC RESULTS. THE
SERVICE IS NOT A CREDIT COUNSELING SERVICE. WE DO NOT FROMISE TO HELP YOU IMPROVE YOUR CREDIT HECORD, HISTORY, OR RATING.
Autharizatlon. You authovize Debix & i aerviee providers to obiein & manitor your own informatien from orodit reporting agencics and/or other monitoring services & send thia
nfocmation Lo you for your own use. You agres thal (his wathorization shall sexatitale writica instructions 1o obtain your eredil information in secordance with the Pair Credit Reperting
Ast. ¥ Debix iz unsble to process Uve arwdit mionitoring request, Dobix will make s reasonable offort ta contact you, Yo oertify that you have (he expross vonsent of oll adulty hat you
register 10 pubmit their infarmation 10 Debix with the intent to wilize the Servioe & 10 agres to this Agremment on their behalf. You also corvify thar cach adult that you register for the
Sorvioe hms rosd & acoepred dns Agreament, You sbo cortify thal sach adult thal you register suthorizos Dibix, & i scrvice providers, 10 obisin & moaitor hia or her own oredit in«
Formation frocn oredic reporting sgencies & send Lhia information to him ar bor slenc for hix ar her own wes, You agres thet this suthorization shall oomtitute writtan instructicos Lo gbe
toin hie or her credit infarmation in acoordanco with the Fair Credit Reposting Aok, You oorlify that you ace the parent/lsgal guardian of al) abildren that you register foe the Sexvice. In-
Remalion that we colisot from you will be rested in aocordmos with our Privacy Pelioy: wiww.debix com/lsgal/peivacy.php.

Limkation of Liahflity. WF. WILI. NOT RE LIABLE FOR INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL NAMAGES (INCLUDING WN'HOUT LIMITATION
COsT OF COVIR), EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. WE SHALL NOT 81! LIABLE FOR ANY SRD PARTY CLAIMS. OUR CUMULATIVE
LIABILITY WILL BE LIMITED TO WHAT WAS FAID BY YOU OR ON YOUR BEHALF FOR THE SERVICE IN THE 12 MONTHS BEFORE THE CLAIM. THIS SECTION
1§ A FUNDAMENTAL PART OF THE BASIS OF QUR BARGAIN, WITHOUT WHICH WE. WOULD NOT BE ABLE TO PROVIDE THE SERVICE, & WILL AFPLY DESPITE
THE FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED REMEDY. I somo er sl of the limitarione & cxalusiona in Scolions 11 & 12 mo held unenforceable, warrantion will
be disclaimed, & our linbility will be limitod to the grostca: crent perminted under opplionble Law.

Compliunce with Law. You warvant hat in waing the Sesvice, you will comply with all applicable law, moluding without Emilarion with all rogulations of agenoles of the U.S, Gev-
emment regarding export & re-export reatrictions. You will hold harmioes & defend, at our option, Debix frem any third party clalm agalnet us arising from your filure to comply with
thie Agrecment.,

Tormination = Genernl, Debix mey roquire remonable ionlifivation verifioation before completing any request Lo lerminate the Agreemont or eancel tha Sarvioo,

General, Any notice herownder will e In writing & rent by mall, relurin recelpt vequetted, by e-nmll, or by reputable cowrler addressed Lo the sther party (D) i o lebix, e
sddrem set forth above ér at support@debiv.com, & (1) If to you, at the address or ¢-mall nddress yon provide when you reglefer for the Service, or at such other address of
which you give netlcs In accordance with thia provision, It i yeur respamibility to keep your vontect Infortmadon p (o date. Notice will be desred to have beon glven when
delivered (ma cvaftrimed by rocwipt or other confirmacion) or, If delivery W mot accampliished by fanit of the addressee, when wndered. Thit Agreement will be governed by the
Tawz of Texas, withoat regurd fo conflict of lws. The U.N. Conventien en Contracts for the Internarions] Sals of Goods doss not apply. All dlsputes will be broug bt ondy in u
court loentod In Teavis County, TX, & you rormimt fo the Juvinletion of & walve any objecrion te vesue of such courts. If any provislen hereof s held umenforcvenble, the re-
malping provisions will be hoaffected. Your yights niy Rot be asigned withowt owr written conasnt. We may assfgn thia Agresment. Fallure or delny In enforcing thiv
Agreement will met be deemed & walver. This Agrosmicat may be slgned In counterparts, constiutes the entire ayrrement between the parties & supersedes sll prtor or con-
trWparRnoou with reapect to its wabject mudter, Thiz Agreement weky not be umended except I writlng or & subsequent elick 10 aecopt or telophenic nyethed of-
fered by Debly. Upon say terminalion or expiration of thia Agreemer, all werma will ceage, exoopt Seotiona 5, & 3 - 16, which aurvive,






