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State of New Hampshire
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Security Incic'~—*

Dear Office of the Attorney General:

This Firm represents the Japan America Society of Greater Philadelphia ("JASGP") and we are writing to
notify you regarding the nature and circumstances of a recent data security incident involving a
ransomware attack suffered by one of JASGP’s vendors. The data security incident potentially affects
personal information of individual donors and prospective donors to JASGP.

On or about July 16, 2020, it came to JASGP's attention that in May 2020, Blackbaud, a vendor that
supports JASGP’s fundraising and engagement efforts, experienced a ransomware attack on systems that
contained information of a number of its nonprofit clients. As a result, hackers obtained personally
identifying information about Blackbaud's nonprofit clients’ donors and prospective donors, including
those of JASGP. JASGP initially believed that Blackbaud had sent or would send notifications to state
authorities like your office, but it subsequently learned that was not the case. Therefore, out of an
abundance of caution, we are sending this notice to you at this time.

After investigation, JASGP has determined that information on Blackbaud’s systems at the time of the
ransomware incident did not include credit card or bank account information because this information
was not stored in the impacted database. Nor were social security numbers of constituents impacted,
because JASGP does not collect this information and it is not in any of JASGP’s systems. JASGP believes
that impacted data may have contained constituents’ contact information and a history of their
relationship with JASGP, including a history of giving.

At this time, JASGP has no evidence that the personal information of its affected donors and prospective
donors has been used inappropriately. JASGP’s contracts with Blackbaud require Blackbaud to keep
JASGP’s donor information confidential and to have security procedures in place, and Blackbaud has
indicated to JASGP that it has successfully retrieved the stolen data and prevented it from being used in
an unauthorized way. Nevertheless, JASGP sent notifications by mail and email to affected donors and
prospective donors to explain what happened, what information was involved, what JASGP has done and
how affected donors and prospective donors can contact JASGP with questions.
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Further information about what JASGP has done and is recommending to the individuals in question can
be found in the enclosed notification that JASGP sent to 9 New Hampshire residents via mail and email on
September 4, 2020.

If you have any questions, please do not hesitate to contact me.
Regards,

D
Ezra D. Church

Enclosure






