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information including patients’ names in combination with one or more of the following: protected
health information, Social Security number, and/or financial account information. However, as of
this writing, Ivy Rehab has no evidence that patients’ personal or protected health information was
misused as a consequence of this incident.

2, Number of New Hampshire residents affected.

A total of eleven (11) New Hampshire residents may have been potentially affected by this
incident. Notification letters to these individuals were mailed on November 26, 2019, by first class
mail. A sample copy of the notification letter is included with this letter.

3. Steps taken.

Ivy Rehab takes the security and privacy of the information in its control very seriously and has
taken steps to prevent a similar event from occurring in the future, as well as to protect the privacy
and security of potentially impacted individuals’ information. This includes, but is not limited to,
forcing password changes for all employees’ email accounts, two-factor authentication, enhancing
endpoint security systems, and re-educating employees about how to identify and prevent
malicious emails and phishing campaigns. Notice was provided to the U.S. Department of Health
and Human Services Office of Civil Rights on November 26, 2019. Ivy Rehab is also providing
potentially impacted individuals with identify theft protection and credit monitoring services for a
period of twelve (12) months, at its own expense, through Equifax.

4. Contact information.

Ivy Rehab remains dedicated to protecting the sensitive information in its control. If you have any
questions or need additional information, please do not hesitate to contact me at
David.Potter@wilsonelser.com or (312) 821-6106.

Very truly yours,

Wilson Elser

Enclosure.
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We sincerely regret any inconvenience that this matter may cause you and remain dedicated to protecting your
information. Please see the addendum for additional steps you can take to protect your personal information. If you
have any questions, please call 833-935-1376, Monday through Friday, 9:00 a.m. to 9:00 p.m., Eastern Time.

Sincerely,

o

Jeffrey Wells, Esq., CHC, OHCC
Chief Compliance Officer and Privacy Officer
Ivy Rehab Physical Therapy
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Product Information
Equifax® Credit Watch™ Gold with WebDetect Features

Equifax® credit file monitoring and alerts to key changes to your Equifax credit report

Wireless alerts (available online only) Data charges may apply.

Access to your Equifax credit report

Internet Scanning' Monitors suspicious web sites for your Social Security, Passport, Credit Card, Bank,
and Insurance Policy Numbers, and alerts you if your private information is found there.

Automatic Fraud Alerts? with a fraud alert, potential lenders are encouraged to take extra steps to verify
your iD before extending credit

Up to $25,000 Identity Theft Insurance?

Live agent Customer Service 7 days a week from 8 a.m. to 3 a.m.

Enrollment Instructions

To sign up online for online delivery go to http:/myservices.equifax.com/efxl_bresngis
1. Welcome Page: Enter the Activation Code provided at the top of this page in the “Activation Code” box and
click the “Submit” button.

2. Register: Complete the form with your contact information (name, gender, home address, date of birth, Social
Security Number and telephone number) and click the “Continue” button.

3. Create Account: Complete the form with your email address, create a User Name and Password, check the
box to accept the Terms of Use and click the “Continue” button.

4. Verify ID: The system will then ask you up to four security questions to verify your identity. Please answer
the questions and click the “Submit Order” button.

5. Order Confirmation: This page shows you your completed enrollment. Please click the “View My Product”
button to access the product features.

Identity Restoration

If you become a victim of identity theft, an Equifax identity restoration specialist will work on your behalf to help
you restore your identity. To be eligible for Identity Restoration, you must complete the enrollment process for
the subscription offer by the enrollment deadline above. Call the phone number listed in your online member
center for assistance.

'Intemet scanning, will scan for your Social Security number (if you choose o), up 1o 5 bank account numbers, up to 6 credit/debit card numbers you provide, up to 3 email
addresses, up to 10 medical ID numbers, and up to 5 passport numbers. Internet scanning scans thousands of Internet sites where consumers' personal information is
suspected of being bought and sold, and is constantly adding new sites to those it searches. However, the Intemnet addresses of these suspected Internet trading sites are not
published and frequently change, so there is no guarantee that Intemet scanning is able to locate and search every possible Internet site where consumers' personal information
is at risk of being traded.

?The Automatic Fraud Alert feature made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax Consumer Services LLC.
3 1dentity theft insurance is underwritten by American Bankers Insurance Company of Florida or its affiliates. The description herein is a summary and intended for
informational purposes only and does not include all terms, conditions and exclusions of the policies described. Please refer to the actual policies for terms, conditions and

exclusions of coverage. Coverage may not be available in all jurisdictions.

Equifax® is a registered trademark of Equifax Inc. ©2017 Equifax Inc., Atlanta, Georgia. All rights reserved.




