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The auachecl Information is LEGALLY ~Rl~;~EGED AND CONFIDENTIAL a~d i~;ntan-~e-~- :nly for the use or the aoo;e1 i · ~·::~1"." :b~~'.k. 11 tl1 
1 ~ 

feade< or this messege i~ not the intended recipient or the employee or agent responsible IN delivering the me:;~age fto I '. . tEJllde<1 1 ·ed~ i lent , P. 1111se 
be awar(J IMl any dlssemin:;otion, distribulion or <JupllC<Jtlon of this communication is strictly p<ohlbiled . If you h~ve re9€oiv ! I ii; cornn1un1qr!lon 1 €ff'Qr, 
please 11oury us immediately by telephone ilnd fcturn t11e original message to us al lllo address at>ove via the poslal ~ ·otr ' ·. ThanK yl>U .1 :I I 

- -· . - ' . ···-··· .. . "'""'""'! : ! 

Please see the attached information. 

47 Offices in 20 Countrios 

Sqllir11 P~\lon Boggs (US) LLP is part or lhe h1lernational legal practice Squire Patton Boggs, which opera Jes worlc:1v.;i-:1a 

legal e1ntities. 

Pleas<~ visit squirepettonboggs.com for more information. 
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sc~u IRE~:} 
PATTON BOGGS 

VIA U.S. MAIL AND FACSil\ffiLIE 

Thf: Honorable Gordon J. MacDonald 
Attorney General of New Hampshire 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 

Dear Mr. Attorney General: 

March 14, 2018 r 
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I represent Invacare Corporation ("Invacare") and am writing to infonn you ~be irn:~d1 :1nt · 
that may impact 1 individual within your slate. Specifically, on February I 6fl j! ~ , lV8,µa 1r'e · 
discovered that an unauthorized third party obtained access to an Invacare e~>l I . . :e s e1: ;naill 
acc1;iunt starting on or about January 12, 2018. fuvacare immediately commc .c i I ; 
investigation and took steps to terminate the unauthorized access. Through t . i~ ! · e tiguitia1p, 
Invacare determined on March 6, 2018 that the third pa1ty a';quircd from th1~ ac 1 ': ' e eq1aiil 
account the names, addresses, and social security numbers or individual taxp~y1 i · e tiflca:[ion 
numbers of 187 total individuals, including 1 resident within your state. Invla ! ·1 1a · nc1.tifi1ed 
law enforcement about this incident. ' : : 

~ : : 

Although Invacare has no evidence that the information has been or will be is i !;d, 1nv;ac. 1~re 
nevertheless is not.ifying an~ providing free credit protection. services to indi~i~ i ~ I " 1n ~n i 
abunda~ce of c~ution . . Spe~lfically, Invacar_c arrange~ for All Clear ID to pr?y!C ; lf d ntt1 ~ ~l~eil · 
protection services, which include free credit momtonng for one year to all 'f p i l ~d 1ml~v1tlual ·· 
who choose to enroll, along with identity recovery assistanc1: and $1,000,000 in ~ ia cc Hor [ 
reimbursement of expenses if identity theft occurs. ' ! '. 

The affected individuals re.<iding iu your state will be sent ih.e attached writ1~l , ii ! fi ati, ,~n r. ia 
first class mail on March 15, 2018_ · : 

44 Ohiccs in 21 Countries 

sqw1~ P11t101\ flo9gs (US) LLP is part or the International legal practlc~ Squire PsttM B<.>QHS, which operates worldwide hro 
legal •mti ties . 

Pleas.~ vfgll gqWepall<>nboggs.com ror more info1mation. 

n nibeq of 11epar;1t · 
I . 
I 

' I 
I 

! 



03/14/2018 10:51PM FAX 

Squire Pal!Oti Boggs (US) LLP 

Invacare takes very seriously its responsibility to protect the privacy of your ci~ 
information and is laking additional steps to strengthen further its ability to pre, 
incident from happening in the future. 

Elliot Golding, Esq. 
Partner 
Squire Patton Boggs LLP 

Attachment 

44 ornces in 21 Countries 

Squlm Patton Boggs (US) LLP is pM ol 1111• lr1\erMlioMI l"!lal practice Squire Patton Boggs, ....tllch operales worldwide thr~ . 
leg;;'ll ·~nt~ies . ' · 

Plasse visit squlrapattonbogg~ .com for more Information. 
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Fin:t and Last Name 
Strnet Address 
City, State ZIP Code 

RE: Notice of Data Breach 

Dear First and Last Name: 

Yes, you can: 

March 15, 2018 

I am writing to inform you of an incident involving your personal information. 

Wb.at Happt:ned 
On February 16, 2018, Invacare Corporation discovered that an unauthorized ti 
acc1~ss to an Invacare employee's email account starting on or about Jm1uary 1 
immediately corrunenced an investigation and took steps to tc.nninatc the umLUt : 
Through the investigation, Invacare discovered on March 6, 2018, that the thirc · 
from the accessed email account personal information about a limited nwnbt:~i­
including you. Although we have no evidence that the information has been or 
out of an abundance of caution, we nevertheless are writing to inform you abo 
incident and to identify steps you may take to help protect your identity. 

What Information Was Involved 
Based on our investigation, your name, address, and Social Security Number 01 : 

Taxpayer Identification Number were impacted. 

What We Arc Doing 
Upon discovering this attack, we took immediate action to t(:nninate the unaut 
our email system. We also notified law enforcement of the criminal activity an · 
our data security practices to help prevent this type of incident from occun-ing 
help safeguard against the potential misuse of your personal information, we h 
All Clear ID to provide credit protection services for one year at no cost to 

What You Can Do 
As an added precaution, we have arranged to have AllClear ID protect your ide 
months at no cost to you. The following identity protection services start on the 
notice and you can use them at any time during the next 12 months. 

INVACARE CORPORATION 

One Invacare Way P.O. Box 4028 Elyria, OH 44036-2125 USA 

440-329-6000 www.invacare.com 
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All Clear Identity Repair: This service is automatically available to you with no . 
required. If a problem arises, simply call 1-877-676-0379 and a dedicated inve : 
recover financial losses, restore your credit and make sure your identity is retur • 
condition. 

!:\.II Clear Fraud Alerts with Credit Monitoring: This service offers the ability to ' 
remove 90-day fraud alerts on your credit file to help protect you from credit fr : 
it p:rovidcs credit monitoring services, a once annual credit score and credit rep : 
mil.lion identity theft insurance policy. To enroll in this service, you will ne1~d t : 
personal info1mation to AllClear TD. You may sign up online at enroll.allclcari 
following redemption code: {B,edemptiofiCode}. 

Please note: following enrollment, additional steps are required by you in orde . 
phone alerts and fraud alerts, and to pull your credit score and credit file. Addit 
be required in order to activate your all monitoring options 

Regardless of whether you take advantage of the services being offered, we rec : 
continue to remain vigilant by checking your credit rcporls periodically. We h 
Reference C'ruide that suggests other steps you may take to help protect your id : 
detect any fraudulent or unusual activity, please contact All Clear ID at the pho 1 

For· More Information 
Jf you have any questions, please call us at 440-329-6279 from 8:00 a.m. to 5:00 
Monday through Friday, exch1ding national holidays. 

Protecting your informalion is very important to us. We are taking additional s: 
strengthen our ability to prevent this type of incident from happening in the fo 1 

apologize for any inconvenience this incident may have caused. 

Anthony LaPlaca 
Corporate Secretary 

Attaclunent 

INVACARE CORPOFIATION 

One Invacare Way P.O. Box 4028 Elyria, OH 44036-2125 USA 

440-329-6000 www.invacare.com 
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I 
Reference Guide: Information about ldentit Theft Protecti ~ 

We recommend that you regularly review statements from your accounts and periodically obtain j~ 
one or more of the national credit reporting companies. You may obtain a free copy of your 
www.annualcredit report.oom, by calling toll-free 1-877-322·8228, or by hlailing an Annual Credi . 
(available at www.annualc:reditreport.com) to: Annual Credit Report Request Service., P.O. Box 1052 ~ 
5281. You may also purchase a copy of your credit report by contacting one or more of the three n 1 

agencies listed below. 

Equifax: P.O. Box 740241, Atlan ta, Georgia 30374-0241, 1-800-685-1111, ~/ww 
Experian: P.O. Box 95.3~. Allen, TX 75013, 1-888-397-3742, ~_ww.experlan .corn 
TransUnion: P.O. Box 1000, Chester, PA 19022, 1 -800-888-4 ~'. 13, www. tran sunion .c f 

Wh e:n you receive your credit reports, review them carefully. look for accounts or creditor inquiries !1 
or di) not recognize. Look for information, such as home address and Social Security numbe1; tha i 
see :mything you do not understand, cal l the credit reporting agency at the telephone number on 

We recommend you rema in vigilant with respect to ~viewing your account statements and credi 
rc.po1t any suspicious activi ty or suspected identity theft to us <ind to the proper law enforcemen . 
local law enforcement, your state's attorney Eeneral and/or the Federal Trade Commission ("l=l'C" ~ 
FTC or your state's regulatory authority to obtain additional information about avoiding identity th 1: 

Federal T(ade Commission, Consumer Response Center Ii 
600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.g ~ 

For residents of Maryland: You may also obtain information about preventing and avoiding 
Maryland Office of the Attorney General : 

Mal)'land Office of the AttornBy General, Consumer Protection Division 
200 St. Paul Place, Baltimore, MD 21202, 1-868-743-0023, www.aag.state.md.us 

For residents of North Carolina: You may also obt<iin information about preventing and <1Voi 
the North Carolina Attorney General's Office: 

North Carolina Attorney General's Office, Consumer Protection Division 
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9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoJ.gov 

I
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Fraud Alerts; There are also two types of fraud alerts that you can place on your credit report t :, y ur c: rec jtors ; n 
notic;e that you may be a victim of fraud: an Initial alert and an extended alert. You may ask that I' . lti I frnud alert e 
plact?d on your credit report if you suspect you have been, or are about tc1 be, a victim of Iden ti ) · Ft. An lniti ~I f~ d 
alert st<iys on your credit report for at least 90 days. You may have an extc!nded alert placed on y tl .re it r·~po ~ if y u 
have already becm a victim of ident ity theft with the appropriate document<iry proof. An extend ;1 a d al1~ rt ·rays n 
your credit r@port fo r seven years. You can place a fraud alert on your credit report by calling the to ; 1 e raucl nu jnber of 
any of the three national credit rnporting agencies listed below. · 

Equifax: 1·888-766-0008, www.equifox.com 
Experian: 1-888·397-3742, www.experian.com , 
TransUnion· 1-800·680-7289, fraud.transunlon.com 1· I 

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, 011 yo r .d t file, so ~ha1 .ro 
new credit can be opened in your name without the use! of a PIN number that is issued to you wh I\ u nitiHe; I free 1a. 
A crt:dit freeze is designed to prevent potential credit granters from accessing your credit report WI~ t our car ~ent If 
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w1less you temporarily lift the freeze. Therefore, using a credit frc<?ze may delay your ability to ob ·' 
you may incur fees to place, lift and/or remove a credit freeze . Credit freeze laws vary from r.ta ?' 

placing, temporarily lifting, and removing a credit freeze also varies by state, generally $5 to $20 p J, 
repcirting company. Unlike a fraud alert, you must separately place a credit freeze on your credit file 1 

company. Since the instructions for how to establish <i credit freeze diffe r from state to state, pl .: 
majQr credit reporting companies as specified below to find out more information: I 

Equifax: 
Experian : 
TransUnion LLC: 

P.O. Box 105788, Atlanta, GA 30348, www.cqulfax.com 
P.O. Box 9554, Allen, TX 75013, www.cxperian.com 
P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com 

11 

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or on •: 
reporting agencies listed abovra. ' 
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