2 Perimeter Park South

Suite 100W
Birmingham, Alabama 35243
INTL FCSTONE INC. 205-414-3313
NASDAQ: INTL andrew.chambless@intlfcstone.com

December 10, 2019

The Honorable Gordon MacDonald
Consumer Protection Bureau
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Ladies and Gentlemen:

I write on behalf of INTL FCStone, Inc. to inform you of a data security incident involving the personal
information of certain current and former employees and clients, including approximately 28 residents of the State
of New Hampshire.

On May 8, 2019, INTL FCStone detected that the email account of an email administrator was accessed by an
unauthorized person. We immediately engaged leading data security firms to conduct a thorough investigation,
and we believe the unauthorized activity is attributable to phishing emails received in April and May 2019.
Working with these consultants, we successfully terminated the unauthorized person’s access to our system on
May 14. The consultants concluded that the incident implicated no systems beyond certain of INTL FCStone’s
email accounts and that the unauthorized person did not gain access to any account management or online
customer database or server or other INTL FCStone system.

The investigation could not, however, conclusively rule out that information was accessed or removed from the
affected email accounts. We thus immediately began working with a leading forensic firm to analyze the scope
of any implicated information. This review and analysis took a substantial amount of time due to the unstructured
nature and combined volume of items in the affected email accounts. Given this, the forensic firm did not provide
us their report until late October, at which point we immediately began our analysis of the forensic firm’s findings,
which included supplementing their analysis with residency information. We completed this analysis on
December 6th, 2019.

While, as noted above, we are unable to conclusively determine whether any information about the potentially
implicated individuals was actually accessed or removed from the affected email accounts, we nonetheless
decided, out of an abundance of caution, that it was appropriate to notify them that their personal information
may have been implicated by the incident. This personal information may have included an individual’s name,
address, date of birth, Social Security number, driver’s license number, passport number, INTL FCStone account
number, and other information we collect or use in the ordinary course of our business.

At this time, all indications are that the unauthorized person has no further access to our email system. As always,
we’ve been working with leading experts to enhance our security. We continue to monitor our systems for
unauthorized access and have introduced additional security measures since the incident including, among other
things, implementing multi-factor authentication for our email system. We have also coordinated with the Federal
Bureau of Investigation to investigate the incident.



INTL FCStone expects to begin informing potentially affected individuals by U.S. mail on or about December
18%. A sample of that communication is enclosed. In addition to alerting these individuals, INTL FCStone is
offering free credit monitoring services from ID Experts for 12 months.

If you have any questions about this incident, please do not hesitate to contact me at (205) 414-3313.
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Andrew R. Chambless
Counsel




To Enroll. Please Call:
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Notice of Data Breach
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| am writing to let you know about a data security incident that may have affected certain information in our
possession. We have no evidence that your personal information has been acquired or misused, but we
are notifying you out of an abundance of caution to explain the circumstances as we understand them and
to make you aware of the steps we have taken in response to the incident and the resources we are making
available to you.

What Happened?

On or about May 8, 2019, we detected that the email account of an email administrator was accessed by
an unauthorized person. We immediately engaged leading data security firms to conduct a thorough
investigation, and we believe the unauthorized activity is attributable to phishing emails received in April
and May 2019. Our investigation concluded that the incident implicated no systems beyond certain of the
Company’s email accounts and that the unauthorized person did not gain access to any account
management or online customer database or server or other INTL FCStone systems. However, the
investigation could not conclusively rule out that information was accessed or removed from the affected
email accounts, and we thus immediately began working with a leading forensic firm to analyze the scope
of any implicated information. The forensic firm delivered us their report on the incident in late October,
and we completed our analysis of this report on December 6, 2019.

Based on this investigation, we were unable to determine whether any information about you was actually
accessed. Nonetheless, INTL FCStone has decided out of an abundance of caution that it is appropriate
to notify you that information about you might have been affected.

What Information May Have Been Involved?

As noted above, we were unable to determine whether any information about you was actually accessed,
but we have also not been able to rule out that your information was affected by this incident. Information
that might have been implicated includes your name, address, date of birth, Social Security number, driver’s
license number, passport number, INTL FCStone account number, and other information we collect or use
in the ordinary course of our business.

What We Are Doing

The safety of your personal information is of utmost importance to us. That's why, as soon as we discovered
this incident, we took steps to understand its nature and scope and brought in external forensic consultants
that specialize in cyber attacks. Working with these forensic consultants, we terminated the unauthorized
person’s access to our system on May 14, and all indications are that the unauthorized person has no
further access to our email system. As always, we've been working with leading experts to enhance our
security. We continue to monitor our systems for unauthorized access, have introduced additional security
measures, and have coordinated with law enforcement to investigate the incident.




In addition, we are offering identity theft protection services through ID Experts®, the data breach and
recovery services expert, to provide you with MylIDCare™. MylDCare services include: 12 months of credit
and CyberScan monitoring, a $1,000,000 insurance reimbursement policy, and fully managed id theft
recovery services. With this protection, MylDCare will help you resolve issues if your identity is
compromised.

What You Can Do

We er~~mne e you to contact ID Experts with any questions and to enroll in free MylDCare services by
calling or going to https://ide.myidcare.com/customending and using the Enroliment Code provided
above. 1ne Credit monitoring included in your membership must be activated to be effective.
MyIDCare experts ~~~ ~ailable Monday through Friday from 9 am - 9 pm Eastern Time. Please note the
deadline to enroll i

In addition to enrolling in MyIDCare services and activating credit monitoring, we encourage you to review
and monitor your account for suspicious activity. Federal regulatory agencies recommend that you remain
vigilant for the next 12 to 24 months and report any suspected incidents of fraud to us or the relevant
financial institution. We would also encourage you to avoid clicking on links or downloading attachments
from suspicious emails and to be cautious of any unsolicited communications that ask for your personal
information or refer you to a website asking for personal information.

Please refer to the enclosure entitled “Additional Ways to Protect Your Identity” for additional actions you
should consider taking to protect yourself against fraud and identity theft.

For More Information

We take the security of your information very seriously and sincerely regret any inconvenience or concern.
Our customers have always been our first concern and highest priority, and we are committed to protecting
your information and maintaining yor= *+*~* and confidence. Should you have questions or concerns,
please do not hesitate to contact us a

Sincerely,

(enclosure)









