
WILSON ELSER 

July 14, 2017 

Via r egular Mail 

Att~rney General Joseph A. Foster 
Offipe of the Attorney General 
33 q apitol Street 
Concord, New Hampshire 03302 

Re: Data Security Incident 

WIL~ON OSKO ~ "'"" & p E• L RECEIVED 

JUL 1 7 2017 

CONSUMER PROTECTION 

Gregory J. Bautista 
9 14.872. 7839 (direct) 

Gregory. Bautista@wilsonelser.com 

Dear Attorney General Foster: 

We !represent Ingis & Company, P.A. ("Ingis") with respect to an incident involving the potential 
expr ure of certain personal information described in detail below. 

1. Nature of the possible security breach or unauthorized use or access 

On ~ay 30, 20 l 7, Ing is became aw ace of the possibility thatsome clients' tax information stn<ed within 
theii server may have been accessed by an unknown, unauthorized third-party. After unusual activity on 
theii tax preparation software suggested that there may have been unauthorized access to our network, 
they! immediately contacted the IRS and engaged computer experts to investigate whether their systems 
wer~ at risk. The investigation determined that clients' personally identifiable information ("PII"), 
incllitding names, Social Security numbers and other tax information may have been accessed or viewed 
by at unauthorized third-party. 

2. NI mber of New Hampshire residents potentially affected 

Approximately · l New Hampshire resident was affected in this potential incident. Ingis sent the 
poter tially impacted individual a letter notifying him or her of this incident on July 14, 2017 . A copy of 
the otification sent to the potentially impacted individual is included with this letter, which informs this 
Ne Hampshire resident about the 12 months of credit monitoring and identity theft protection services 
that re being offered to him or her. 

3. S eps Ingis has taken or plans to take relating to the potential incident 

Ingi . has taken steps to secure client information, including reviewing and revising their policies and 
proc

1
edures, enhancing their security protocols on their server and third-party applications, resetting 

emp oyees' access credentials and training employees to be aware of threats to this information. 
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4. Ot er notification and contact information. 

If yo ' have any additional questions, please contact me at Gregory.Bautista@wilsonelser.com or (914) 

872-~839 . 

Very Truly Yours, 

Wilson Elser Moskowitz Edelman & Dicker LLP 

Gregory J. Bautista 
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II lndis & Company 
CIO ID Ex~~s 
10300 SW ,eenbmg Rd. Su;te 570 
Portland, 0 

1

97223 

<<First Name>> <<Last Name>> 
<<Addressl :j> <<Address2>> 
<<City>> <<)State>>, <<Zip>> 

July 14, 201 

Dear [First me] [Last name]: 

We are writi g to inform you of a possible incident that may have put the security of your information, including your 
name and So · ial Security number at risk. We take the security of your information very seriously and sincerely regret any 
inconveniencb this may cause you. This letter contains information about steps you can take to protect your information 
and resource we are making available to help you do that. 

What happe ed and what information was involved: 

On May 30, 2017 , we discovered that your tax information stored within our server may have been accessed by an 
unknown, un uthorized third-party. After unusual activity on our tax preparation software suggested that there may have 
been unautho ized access to our network, we immediately contacted the IRS and engaged computer experts to investigate 
whether our f.stems were at risk. The investigation determined that your name, address, Social Security number and 
other tax info ation may have been accessed by an unauthorized third-party. 

What we are doing and what you can do: 

Because we ~alue you and the safety of your information, we have arranged with ID Experts®, an incident response and 
recovery serl ices expert, to provide you with MyIDCare™ services at no charge to you. MyIDCare services include: 

• 12 months of Credit and CyberScan monitoring; 
• $1 ,090,000 insurance reimbursement policy; 
• Exel sive educational materials; and 
• Fully managed Identity Theft Recovery Services (with this protection, MyIDCare will help you resolve issues if 

your [dentity is compromised). 

We encouragf you to contact ID Experts with any questions and to enroll in free MyIDCare services by calling 1-800-
93 9-4170 or 

1 

o;ng to www jdexpertscorp.com/prntect Please note the dcadhne to enroll ;, October 16, 2017. 

Your Enrollment Code: [ID Experts will insert] 

We want to a sure you that we have continued to take steps to secure your information, including reviewing and revising 
our policies and procedures, enhancing our security protocols on our server and third-party applications, resetting 
employees' a cess credentials and training employees to be aware of threats to this information. 
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We sincerel regret any inconvenience that this incident may cause you, and remain dedicated to protecting your personal 
information. Should you have any questions or concerns, please contact 1-800-939-4170 between 8:00 am and 5:00 pm 
Pacific or vi it www.idexpertscom.com/protect. 

Sincerely, 

Paul Ingis 
Ingis & Co. 
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Rick lngis 
Ingis & Co. 



Additional Important Information 

For residents of 'Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: It is recommended by state law that you remain 
vigilant for inci ~ ents of fraud and identity theft by reviewing credit card account statements and monitoring your credit report for 
unauth orized a ~tivity . 

I 
For residents of Illinois, Iowa, Maryland, Missouri, North Carolina, Oregon, and West Virginia: 
It is re quired b~ state laws to inform you that you may obtain a copy of your credit report, free of charge , whether or not you 
su spect any uf author ized activity on your account . You may obtain a free copy of your credit repo rt from each of the 
nat ionw ide three credit reporting agencies . To order your free cred it report, please visit www.annualcreditreport.com, or call toll-free at 
1-877-322-8228.1 You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form (available at 
https://www.co rnJsumer.ftc .gov/articles/0155-free-credit-reports) to : Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 
30348-5281. . 

. I 
For residents of Iowa: 
State la w advisles you to report any suspected identity theft to law enforcement or to the Attorney General. 

For residents of bregon: 
State laws adv i~e you to repo rt any suspected identity theft to law enfo rcement, includ ing the Attorney General, and the Fede ral 

Trade Commissf n. 

For residents of aryland, Rhode Island, Illinois, and North Carolina: 
You ca n obta in information from the M aryland and North Caro lina Office s of the Attorneys General and the Federal Trade 
Comm 1ss1on ablout fraud alerts , security freeze s, and steps you can take toward preventing identity theft . 

Maryland Office rf the Rhode Island Office of the North Carolina Office of the Federal Trade Commission 
Attorney Genera Attorney General Attorney General Consumer Re sponse Cente r 
Consumer ProtJction Division Consumer Protection Consumer Protect ion Division 600 Pennsy lvania Ave , NW 
200 St. Paul Pla c~ 150 South Main Street 9001 Mail Service Center Washington , DC 20580 
Baltimore, MD 21202 Providence RI 02903 Raleigh, NC 27699-9001 1-877-IDTHEFT (438-4338) 
1-888-743-0023 1-401-274-4400 1-877-566-7226 www .ftc .gov/bcp/ ed u/ m ic rosi 
www.oae:.state.md.us www.riag.ri.gov www .ncdoj.com tes/idtheft 

For residents of Massachusetts: It is requi red by state law that you are informed of your right to obtain a police report if you are a victim of identity 

theft I 
Fo' ~;d•n1' ofll ""'" 

Fraud Alerts: Yo!u can place fraud alerts with the three credit bureaus at one of the three major credit bureaus by phone and also via Experian's 
or Equ ifax's we site . A fraud alert tells creditors to follow certain procedures, including contacting you , before they open any new accounts or 
change your existing accounts . For that reason, placing a fraud alert can protect you, but also may delay you when you seek to obtain cred it . 
The contact inft mation for all three credit bureaus is below: 

Monitoring: You should always remain vigilant and monitor your accounts for suspicious or unusual activity. 

Securit y Freeil : You also have the right to place a secu r ity freeze on your credit report . A security freeze is intended to prevent 
credit , loans ar d services from being approved in your name without your consent . To place a security freeze on your credit report, 
you need to make a request to each consumer reporting agency . You may make that request by certified ma i l, overnight mail , or 
regula r stamp ~d mail , or by following the instruct ion s found at the web sites listed below . The foll ow ing informat ion must be 

included whel requesting a security free ze (note that if you are requesting a credit report for your spouse , thi s information 
must be prov i ed for him/her as well) : (1) full name, with middle in itial and any suffixes; (2) Social Security number; (3) date of 
birth ; (4) curr nt address and any previou s addresses for the past five years; and (5) any applicable incident report or complaint 
with a law en orcement agency or the Registry of Motor Vehicle s. The request must also include a copy of a government-issued 
identif ication f ard and a copy of a recent utility bill or bank or insurance statement . It is essential that each copy be legible, 
displ ay your ni me and current ma i ling address, and the date of issue . The consumer reporting agency may charge a small fee to 
place, l ife, or emove a freeze , but is free if you are a victim of ident ity theft or the spouse of a victim of identity theft, and you 
have submitted a valid police report relating to the identity theft incident to the consumer reporting agency . You may obtain a 
secur ity freez by contacting any one or more of the following national consumer reporting agencie s: 

Equifax Security Jreeze 
P.O. Box 10578~ 
Atlanta, GA 301!48 
www.freeze.eoL itax.com 
800-525-6285 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
www .expe ria n .com/freeze 
888-397-3742 

TransUnion (FVAD) 
P.O. Box 2000 
Chester, PA 19022 
www.transunion .com 
888-680-7289 

More informa ion can also be obtained by contacting the Federal Trade Commission listed above . 
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