THOMAS W. HAYDE File No. 5016880-1
DirecT DiaL: 314.333.3921
thayde@spencerfane.com

May 12, 2017

VIA U.S. MAIL AND FACSIMILE: (603) 271-2110

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Notice of Data Security Incident

| write on behalf of my client, Indigo Wild, to inform you that on April 17, 2017, Indigo Wild discovered a
data security incident that involved the potential exposure of certain personally identifiable information of
approximately 161 New Hampshire residents.

On April 17, 2017, Indigo Wild discovered that malicious code inserted into the e-commerce portion of its
website by sophisticated cybercriminals may have stolen copies of personal information submitted by
customers at the time of purchase. Indigo Wild's investigation has determined that the malicious code
was present and may have exposed personal information of customers who placed orders through the
website, from November 14, 2016 through April 17, 2017. The information put at risk by this incident
includes customers’ names, email addresses, billing addresses, telephone numbers, and payment card
numbers, security codes, and expiration dates.

immediately following the discovery of this incident, Indigo Wild remediated the issue to prevent the type
of unauthorized access at issue, and notified the payment card networks. Indigo Wild made changes to
its website and network systems, and implemented additional safeguards to improve data security.
Indigo Wild has communicated and cooperated with law enforcement agencies regarding the incident.

A notification letter will be sent to the affected individuals via regular mail, on or about May 12, 2017. A
sample copy of the notification letter is enclosed.

Indigo Wild remains dedicated to protecting its customers’ personally identifiable information. If you have

any questions or need additional information, please do not hesitate to contact me at
thayde@spencerfane.com or 314-863-7733.
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Indigo Wild LLC

c/o 1D Experts

PO Box 10426

Dublin, OH 43017-4026

May 12, 2017

Sample Customer

123 Sample St

Apt 2

Dublin, OH 43017-1234

Re: Notice of Data Breach
Dear Sample Customer,

We recently learned we were the victims of a data security incident that may have exposed the personal information you
submitted to www.indigowild.com when making a purchase. We take the privacy and security of your information very
seriously and are writing to inform you of the incident, steps we are taking in response, and steps you can take o protect your
payment card information should you feel it is appropriate.

What Happened? On April 17, 2017, we discovered that malicious code inserted into our website by sophisticated
cybercriminals may have stolen copies of personal information submitted to our website at the time of purchase. Our records
indicate you made a purchase with us using a debit or credit card during the time from November 14, 2016 through April 17,
2017. While not all personal information submitted during this time period was necessarily affected, out of an abundance of
caution, we are notifying you of this incident.

What Information Was Involved? The information possibly put at risk by this incident includes your name, email, biiling
address, telephone number, payment card number, security code, and expiration date.

What We Are Doing. We are notifying you of the incident and the steps you can take to protect your personal information. In
addition, immediately following the discovery of the issue, we remediated the issue to prevent further access and notified the
payment card networks. We communicated with law enforcement agencies regarding the incident. We have made changes to
our system and implemented additional safeguards to improve data security. You can safely use your payment card on our
website.

What You Can Do. You can follow the recommended steps on the reverse page of this letter to learn more on how to protect
your personal information. You can also contact a dedicated customer assistance line for more information by caliing 1D
Experts at 1-855-474-3857. Customer service representatives have been fully versed on the incident and can answer questions
or concerns you may have regarding protection of your personal information. Representatives are available Monday through
Friday from 5 am — 5 pm Pacific Time.

For More Information. You will find additional details in the enclosed Privacy Safeguards Information. Should you have any
questions, we encourage you to call the dedicated assistance line, staffed by professionals at ID Experts who are experienced in
working though situations like this, at 1-855-474-3857.

Sincerely,

Jill Hough

Chief Financial Officer

Indigo Wild

3125 Wyandotte Street, Kansas City MO 64111







