





EXHIBIT A



Si necesita tener esta carta en espariol, llame al 317-226-4000
para solicitar una. Lo traducieramos y te enviaremos.

The Indianapolis Public Schools (“IPS”) is writing to notify you of an incident that may affect the security of some of your
personal information. We take this incident very seriously, and this letter provides details of the incident, our response,
and resources available to you to help protect your information from possible misuse, should you feel it is appropriate to
do so.

What Happened? On April 19, 2020, we became aware of suspicious activity relating to certain IPS employee email
accounts. We immediately launched an investigation which included working with a third-party forensic investigation firm
to determine what may have happened. On May 7, 2020, the investigation confirmed that certain IPS email accounts
were accessed by an unknown party. Unfortunately, the investigation was not able to determine which emails, if any,
were viewed.

Since we are unable to determine if any emails were viewed, we completed a programmatic and manual review to
determine whether sensitive information was present in the emails at the time of the incident. On September 4, 2020,
we determined your personal information was present in one of the relevant email accounts. We are providing you this
notification out of an abundance of caution because your personal information was present in an email account at the
time of the incident.

What Information Was Involved? Our investication determined that the information accessible within the email
accounts included youl Please note that while our investigation did not reveal evidence
that your information was actuaily viewea by tne unautnorized actor, we are providing you this notice to ensure you are
aware of this incident.

What We Are Doing? Information privacy and security are among our highest priorities. Upon learning of this incident,
we quickly took steps to confirm the security of our systems, including our employee email accounts. We reset passwords
for all relevant IPS email accounts and are reviewing our company policies and procedures relating to data security.

In an abundance of caution, we are notifying potentially affected individuals, including you, so that you may take further
steps to help protect your personal information, should you feel it is appropriate to do so. We have arranged to have Kroll
provide identity monitoring services for 12 months at no cost to you as an added precaution.

What Can You Do? You may review the information contained in the attached “Steps You Can Take to Help Protect Your
Information.” You may also activate the identity monitoring services we are making available to you. IPS will cover the
cost of this service. Because the activation process does not allow us to activate on your behalf, you will need to activate
yourself by following the instructions outlined in this letter.
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For More Information. We recognize that you may have questions not addressed in this letter. If you have additional
questions, please contact 1-833-971-3234, Monday through Friday, 8:00 a.m. to 6:30 p.m., Eastern Time, excluding
certain national U.S. holidays.

We take the privacy and security of the personal information in our care seriously, and sincerely regret any inconvenience
or concern this incident may cause you.

Sincerely,
Aleesia L. Johnson

Superintendent
Indianapolis Public Schools






Additional Information

You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take to
protect yourself by contacting the consumer reporting agencies, the Federal Trade Commission, or your state Attorney
General.

The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580;
www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The Federal Trade Commission
also encourages those who discover that their information has been misused to file a complaint with them. You can
obtain further information on how to file such a complaint by way of the contact information listed above. You have the
right to file a police report if you ever experience identity theft or fraud. Please note that in order to file a report with law
enforcement for identity theft, you will likely need to provide some proof that you have been a victim. Instances of known
or suspected identity theft should also be reported to law enforcement and your state Attorney General. This notice has
not been delayed by law enforcement.

For California Residents: Visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional
information on protection against identity theft.

For Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky
40601, www.ag.ky.gov, Telephone: 1-502-696-5300.

For Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul Place
Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023. IPS may be contacted by mail at
120 E. Walnut St., Indianapolis, IN 46204,

For New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be told
if information in your credit file has been used against you, the right to know what is in your credit file, the right to
ask for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair
Credit Reporting Act, the consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable
information; consumer reporting agencies may not report outdated negative information; access to your file is limited;
you must give your consent for credit reports to be provided to employers; you may limit “prescreened” offers of credit
and insurance you get based on information in your credit report; and you may seek damages from a violator. You may
have additional rights under the Fair Credit Reporting Act not summarized here. Identity theft victims and active duty
military personnel have specific additional rights pursuant to the Fair Credit Reporting Act. You can review your rights
pursuant to the Fair Credit Reporting Act by visiting www.consumerfinance.gov/f201504_cfpb_summary_your-rights-
under-fcra.pdf, or by writing Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania
Ave. NW., Washington, D.C. 20580.

For New York Residents: The Attorney General may be contacted at: Office of the Attorney General, The Capitol, Albany,
NY 12224-0341; 1-800-771-7755; https://ag.ny.govi.

For North Carolina Residents: Office of the Attorney General of North Carolina, Consumer Protection Division, 9001 Mail
Service Center Raleigh, NC 27699-9001, www.ncdoj.gov, Telephone: 1-919-716-6400, 877-566-7226 (toll free within
NC).

For Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096, www.doj.state.
or.us/, Telephone: 877-877-9392.

For Rhode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Island 02903,
www.riag.ri.gov, Telephona: 4n1.274.4400 1 indar Rhada Island Ilaw vni1 have the rinht ta ahtain any police report filed

in regard to this incident






