Christopher Dilenno 1275 Drummers Lane, Suite 302
Office: 267-930-4775 Wayne, PA 19087
Fax:  267-930-4771

Email: cdiienno@mullen.law

May 5, 2020

VIA FIRST CLASS U.S. MAIL

Consumer Protection Bureau

Office of the New Hampshire Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event

Dear Sir or Madam:

We represent Impact Mobile Home Communities (“Impact MHC”), P.O. Box 457, Cedaredge, CO
81413, and are writing to notify you of a recent incident that may affect the security of the personal
information of approximately four (4) New Hampshire residents. This notice may be
supplemented with any new significant facts learned subsequent to its submission. By providing
this notice, Impact MHC does not waive any rights or defenses regarding the applicability of New
Hampshire law, the applicability of the New Hampshire data incident notification statute, or
personal jurisdiction.

Nature of the Data Event

On July 3, 2019, Impact MHC became aware of suspicious activity relating to an employee email
account, and immediately launched an investigation to determine what may have happened.
Working together with a leading computer forensics specialist, their investigation determined that
an unauthorized individual(s) accessed several employee email accounts between July 1, 2019 and
July 31, 2019. Two of the email accounts were accessed between October 3, 2018 and July 8,
2019.

Because the investigation was unable to determine which email messages in the accounts may
have been viewed or acquired by the unauthorized actor(s), Impact MHC reviewed the entire
contents of the impacted email accounts to identify what personal information was accessible to the
unauthorized actor(s). On February 27, 2020, Impact MHC identified the individuals potentially
impacted by this incident after a thorough programmatic and manual review of the email accounts.
Once they confirmed the individuals who were potentially impacted, Impact MHC worked to
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For More Information: We recognize that you may have questions not addressed in this letter. If you have additional
questions, please contact our dedicated assistance line at 1-833-979-2226, Monday through Friday, 7:00 a.m. to 7:00 p.m.
Mountain Time.

We sincerely regret any inconvenience this incident may cause you. Impact MHC remains committed to safeguarding the
information in our care and we will continue to take steps to ensure the security of our systems,

Sincerely,

Dave Reynolds
President & CEQ, Impact Mobile Home Communities



Steps You Can Take to Protect Your Information

Enroll in Credit Monitoring

As an added precaution, we are offering identity theft protection services through ID Experts®, the data breach and recovery
services expert, to provide you with MyIDCare™., MyIDCare services include: 12 months of credit and CyberScan
monitoring, a $1,000,000 insurance reimbursement policy, and fully managed identity theft recovery services. With this
protection, MyIDCare will help you resolve issues if your identity is compromised.

1. Website and Enrollment. Go to htttp://ide.myidcare.com/impactMHC and follow the instructions for enrollment using
your Enrollment Code provided at the top of the letter. The deadline to enroll in free MyIDCare services is August 4, 2020.

2. Activate the credit monitoring provided as part of your MyIDCare membership. The monitoring included in the
membership must be activated to be effective. Note: You must have established credit and access to a computer and the
internet to use this service. If you need assistance, MyIDCare will be able to assist you.

3. Telephone. Contact MyIDCare at 1-833-979-2226 to gain additional information about this event and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.
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1o protect against the possibility of identity theft or other financial loss, we encourage you to remain vigilant, to review
your financial and other account statements, and to monitor your credit reports for suspicious activity.

Credit Reports. Under U.S. law, you are entitled to one free credit report annually from each of the three major credit
reporting bureaus. To order your free credit report, visit www ~~-ualcreditreport.com or call, toll-free, 1-877-322-8228.
You may also contact the three major credit bureaus directly to request a free copy of your credit report.

o

~nmete Tesa=~ - You have the right to place a “security freeze” on your credit report, which will prohibit a consumer
reporting agency trom releasing information in your credit report without your express authorization. The security freeze
is designed to prevent credit, loans, and services from being approved in your name without your consent. However, you
should be aware that using a security freeze to take control over who gets access to the personal and financial information
in your credit report may delay, interfere with, or prohibit the timely approval of any subsequent request or application you
make regarding a new loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal
law, you cannot be charged to place or lift a security freeze on your credit report. Should you wish to place a security freeze,
please contact the major consumer reporting agencies listed below:

Experian TransUnion Equifax
PO Box 9554 P.O. Box 2000 PO Box 105788
Allen, TX 75013 Chester, PA 19016 Atlanta, GA 30348
1-888-397-3742 1-888-909-8872 1-800-685-1111
""""""" —erian.com/freeze/center.html www.transunion.com/credit- www.equifax.com/personal/credit-
freeze report-services

If you request a security freeze with the above consumer reporting agencies, you may need to provide the following
information:

1. Your full name (including middle initial as well as Jr., Sr., I, III, etc);

2. Social Security Number;

3. Date of birth;

4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five
years;
Proof of current address such as a current utility bill or telephone bill; and
A legible photocopy of a government issued identification card (state driver’s license or ID card, military
information, etc.)
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