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January 30, 2019

Via Email: attorneygeneral@doj.nh.gov
Office  of the  Attome y Ge ne ra l
33 Capitol S tree t
Concord, NH 03301

RE: Ima ge -I-Na tion  Te c hno log ie s , Inc -
Our File  No. 41088.00126

De a r S ir or Ma da m:

We  a re  writing to notify you of a  da ta  se curity incide nt involving 1,433 Ne w Ha mpshire  re s ide nts . We
a re  submitting this  notifica tion on be ha lf of our clie nt, Ima ge -I-Na tion Te chnologie s , Inc.

Na tu re  Of The  S e c urity Bre a c h

Ima ge -I-Na tion Te chnologie s , Inc. is  ba se d in Monroe , North Ca rolina . It provide s  softwa re  a nd re la te d
computer hosting se rvices  to consumer reporting agencies . On December 20, 2018, the  company became aware
tha t it had become  the  victim of a  cybe r intrus ion by which an unknown actor was  able  to obta in unauthorized
access  to its  da tabase  conta ining the  pe rsona l information of individua ls  who had a  consumer report through its
sys tem. As  a  re sult, some  of the  pe rsona l information be longing to New Hampshire  re s idents  may have  been
exposed to others , including the ir firs t and las t names, da tes  of birth, home addresses , and socia l security
numbers . Based upon its  inves tiga tion, Image-I-Na tion Technologies  has  de te rmined tha t the  incident began on
or about November 1, 2018 and tha t its  sys tems were  secure  a s  ofNovember 15, 2018. The  company is  not
aware  of any misuse  of pe rsona l informa tion a ris ing out of this  incident.

We  a nticipa te  tha t the  re s ide nts  involve d in this  incide nt will be  forwa rde d le tte rs  notifying the m of this
incident on Februa ry 6, 2019. A copy of the  form le tte r is  a tta ched he re to.

S te ps  Ta ke n  Re la ting  To  The  Inc ide n t

Upon le a rning of this  incide nt, Ima ge -I-Na tion Te chnologie s  imme dia te ly conducte d a n inve s tiga tion to
de te rmine  how this  incident occurred and who was  impacted. The  company re ta ined a  forens ic IT firm to
conduct an ana lys is  and remedia tion of its  sys tem. It has  a lso reviewed its  inte rna l da ta  management protocols
and has  implemented enhanced security measures  to he lp prevent this  type  of incident from recuning in the
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future. Image-I-Nation Technologies is also notifying the three maj or credit bureaus, Experian, Equifax and
TransUnion, to advise them that personal information may have been improperly accessed and that they should
take appropriate action.

Should you need additiona l information rega rding this  ma tte r, please  contact me .

Ve ry tru l yours ,

6.3 4

DAVID J .  S HANNON

DJS:jl
Encl.



Image-I-Na tion Technologies , Inc.
Return Mail Processing Center
RO. Box 6336
Portland, OR 97228-6336

<<Da're>>

NOTICE OF DATA BREACH

Dear <<Name l\,

Image-I-Nation Technologies, Inc. provides software and related computer hosting services to consumer reporting
agencies. We take the privacy and protection of the personal information provided to us very seriously. We are
writing to inform you of a recent data security incident at Image-I-Nation Technologies that may have involved some
of your personal information. Please review the information provided in this letter for some steps that you may take
to protect yourself against any potential misuse of your information.

What Happened
On December 20, 2018, Image-I-Nation Technologies discovered that there  had been unauthorized access to our
database containing the personal information of individuals who had a consumer report through our system at some
point in the past. Based upon our investigation, we have determined that the incident began on or about November
l, 2018 and that our systems were secure as of November 15, 2018. While we are not aware of any misuse of your
personal information, we have determined that your personal information was hosted within our database during the
time of the incident.

What In fo rmation  Was  Invo lved
Based on our investigation, we have determined that the personal information that was potentially accessed could
have included first and last names, dates of birth, home addresses, and social security numbers.

What We Are  Do ing
Upon discovering this incident, we immediately conducted an investigation to determine how this incident occurred
and who was impacted. We have retained a forensic IT firm to conduct an analysis and remediation of our system. We
have also reviewed our internal data management and protocols and have implemented enhanced security measures
to help prevent this type of incident from recurring. We are also notifying the three major credit bureaus, Experian,
Equifax and TransUnion, to advise them that your personal information may have been improperly accessed and that
they should take appropriate action .

What You Ca n Do
We recommend that you review the enclosed "Information About Identity Theft Prevention" reference guide, which
describes additional steps that you may take  to help protect yourse lf, including recommendations by the  Federa l
Trade Commission.
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Eos : More Information
We sincerely apologize for this incident and regret any inconvenience it may cause you. Should you have questions
or concerns regarding this matter, please contact our call center dedicated to this incident at 877-296-9970 between
9:00 a.m. and 9:00 p.m. Eastern Time, Monday through Friday.

Sincerely,

Phil Chapman
President
Image-I-Nation Technologies, Inc.

I
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In fo rmation  About Iden tity Theft Preven tion

L We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy of your credit report once
every 12 months from each of the three nationwide credit reporting agencies. To order your annual free credit report,
please  visit www.annualcreditreportcom, or ca ll toll-free  1-877-322-8228. You may a lso purchase  a  copy of your
credit report by contacting one or more of the three national credit reporting agencies listed below.

Eq u ifax:
Exp erian :
Trans Uni0n:

P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com
P.O. Box 2002, Allen, TX 75013, 1-888-397-3742, www.experian.com
P.O. Box 2000, Chester, PA 19016, 1-800-888-4213, www.transuni0n.com

If you be lieve  you a re  the  victim of identity theft or have  reason to be lieve  your persona l information has been
misused, you should immediately contact the Federal Trade Commission and/or the Attorney General's office in your
state. You can obtain information from these sources about steps an individual can take to avoid identity theft as well
as information about fraud alerts and security freezes. You should also contact your local law enforcement authorities
and tile  a  police  report. Obta in a  copy of the  police  report in case  you are  asked to provide  copies to creditors to
correct your records. Contact information for the Federal Trade Commission is as follows:

Federa l Trade  Commission, Consumer Response  Center, 600 Pennsylvania  Avenue , NW Washington,
DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

If you are a resident of Maryland, Massachusetts, or North Carolina, you may contact and obtain information
from your state attorney general at:

Maryland Attorney Generalis Ojce, 200 St.
l~888.743-0023 Ol' 1-410-576-6300

Paul P lace , Baltimore , M33 21202, www.oag.sta te .md.us,

One  As hburton P la ce , Boston, MA 02108,Ojice of the Massachusetts Attorney General,
www.mass.gov/ago/contact-us.htm1, 1-617-727-840

North Carolina Attorney Generaflv O]§9ce, 9001
www.ncdoj.gov, 1-919-716-6400 01. 1-877-566-7226

Ma il Service Center, Ra le igh ,  NC 27699,

If you are a resident of Massachusetts,note that pursuant to Massachusetts law, you have the right to file and obtain
a copy of a police report. You also have the right to request a security freeze.

If you are a res ident of Wes t Virg in ia, you have the right to ask that nationwide consumer reporting agencies place
"fraud a le rts" in your file  to le t potentia l creditors  and others  know tha t you may be  a  victim of identity theft, a s
described below. You also have a right to place a security freeze on your credit report, as described below.

Frau d  Alerts : There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that you may be  a  victim of fraud-an initia l a lert and an extended a lert. You may ask that an initia l fraud a lert be
placed on your credit report if you suspect you have  been, or a re  about to be , a  victim of identity theft. An initia l
fraud alert stays on your credit report for one year. You may have an extended alert placed on your credit report if you
have already been a  victim of identity theft with the appropriate  documentary proof. An extended fraud alert stays
on your credit report for seven years. You can place a fraud alert on your credit report by contacting any of the three
national credit reporting agencies .

Credit Freezes : You have the right to put a credit freeze, also known as a security freeze, on your credit file, free of
charge, so that no new credit can be opened in your name without the use of a PIN number that is issued to you when
you initia te  a  freeze . A security freeze  is designed to prevent potentia l credit grantors from accessing your credit
report without your consent. Ifyou place a  security freeze, potential creditors and other third parties will not be able
to get access to your credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay
your ability to obta in credit.

There is no fee to place or lift a  security freeze. Unlike a fraud alert, you must separately place a security freeze on
your credit file at each credit reporting company. For information and instructions to place a security freeze, contact
each of the credit reporting agencies at the addresses below:

Experian  Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.oom

Trans Union Security Freeze, PO BOX 2000, Chester, PA 19016, www.transunion.com

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com
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To request a  security freeze, you will need to provide the following information :

5.

6.

-l. Your full name (including middle  initia l as weil as J r., Sr., Il, III, e tc.)
2. Social Security number
3. Da te  of birth
4. If you have moved in the past five years, provide the addresses where you have lived over the prior five

years
Proof of current address such as a  current utility bill or te lephone biii
A legible photocopy of a government issued identification card (state driver's license or iD card, military
identification, e tc.)
If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft

The credit reporting agencies have one business day after receiving your request by toll-free  te lephone or secure
electronic means, or three business days after receiving your request by mail, to place a security freeze on your credit
report. The credit bureaus must also send written confirmation to you within five business days and provide you with
a unique personal identification number ("PIN") or password or both that can be used by you to authorize the removal
or lifting of the  security freeze .

7.

To lift the  security freeze  in orde r to a llow a  specific entity or individua l access  to your credit report, or to lift
a  security freeze  for a  specified period of time, you must submit a  request through a  toll-free  te lephone number,
a  secure  e lectronic means mainta ined by a  credit reporting agency, or by sending a  written request via  regular,
certified, or overnight mail to the  credit reporting agencies and include proper identifica tion (name, address, and
Social Security number) and the PIN number or password provided to you when you placed the security freeze as
well as the identity of those entities or individuals you would like to receive your credit report or the specific period
oftime you want the credit report available. The credit reporting agencies have one business day after receiving your
request by toll-free telephone or secure electronic means, or three business days after receiving your request by mail,
to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure electronic
means maintained by a  credit reporting agency, or by sending a  written request via  regular, certified, or overnight
mail to each of the three credit bureaus and include proper identification (name, address, and Social Security number)
and the PIN number or password provided to you when you placed the security freeze. The credit bureaus have one
business day after receiving your request by toll-free telephone or secure electronic means, or three business days
after receiving your request by mail, to remove the security freeze.

Fa ir Cred it Rep o rtin g  Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the
accuracy, fairness, and privacy of information in the files of consumer reporting agencies. The FTC has published a
list of the primary rights created by the FCRA (https://www.consumer.ftc.gov/articles/pdf~0096-fair-credit-reporting-act.pdf),
and tha t a rticle  re fe rs  individua ls  seeking more  information to vis it www.ftc.gov/credit. The  FTC's  lis t of FCRA
rights includes:

You have  the  right to rece ive  a  copy of your credit report. The  copy of your report must conta in a ll the
information in your file  a t the  time of your request.
Each of the  na tionwide  credit reporting companies . Equifax, Experian, and TransUnion .- is  required to
provide you with a free copy of your credit report, at your request, once every 12 months.
You a re  a lso entitled to a  free  report if a  company takes adverse  action aga inst you, like  denying your
applica tion for credit, insurance , or empioyment, and you ask for your report within 60 days of rece iving
notice  of the action. The notice  will give you the name, address, and phone number of the credit reporting
company. You are also entitled to one free report a year if you're unemployed and plan to look for a job within
60 days, if you are on welfare, or if your report is inaccurate because of fraud, including identity theft.
You have the right to ask for a credit score.
You have the right to dispute incomplete or inaccurate information.
Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.
Consumer reporting agencies may not report outdated negative information.
Access to your file  is limited. You must give your consent for reports to be provided to employers.
You may limit "prescreened" offers of credit and insurance you receive based on information in your credit
report.
You may seek damages from violators.
identity theft victims and active duty military personnel have additional rights.
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