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Please do not hesitate to contact me if you have any questions regarding this matter.

Sincerely,

. /«%

William R. Daugherty
Partner

Enclosures


















From: Hy-Vee <email@hyvee-t.messages3.com>

Sent: Thursday, Octobe~ ", 2019 4:19 PM

To:

Subject: Test - Important: Notice of Hy-Vee payment card incident

You're receiving this email as a test email. Some contents may not display or behave properly.

This notice explains the incident and what you can do next.

Hello %%NAME%%

Hy-Vee, Inc. values the relationship we have with our customers and understands the
importance of protecting payment card information. We are writing to inform you that
we recently identified and addressed a security incident that may have involved your
information. This notice explains the incident, the measures we have taken, and some
steps you can take in response.

After detecting unauthorized activity on some of our payment processing systems on
July 29, 2019, we immediately began an investigation and leading cybersecurity firms
were engaged to assist. We also notified federal law enforcement and the payment
card networks.

The investigation identified the operation of malware designed to access payment card
data from cards used on point-of-sale ("“POS") devices at certain Hy-Vee fuel pumps,
drive-thru coffee shops, and restaurants (which include our Hy-Vee Market Grilles, Hy-
Vee Market Grille Expresses and the Wahlburgers locations that Hy-Vee owns and
operates, as well as the cafeteria at Hy-Vee's West Des Moines corporate office). The
malware searched for track data (which sometimes has the cardholder name in
addition to card number, expiration date, and internal verification code) read from a
payment card as it was being routed through the POS device. However, for some
locations, the malware was not present on all POS devices at the location, and it
appears that the malware did not copy data from all of the payment cards used during
the period that it was present on a given POS device. There is no indication that other
customer information was accessed.



























10/31/2019 Hy-Vee Data Incident Update

Help & Resources
Contact Hy-Vee (/contact.aspx)
Live Chat (/contact.aspx)
Email Subscriptions (faccount/subscribe.aspx)
My Account (/my-account)
Gift Card Balance Checker (/shop/giftcards_checkbalance.aspx)

Press & Media (fcompany/press-room)

Shopping & Services
Grocery - Aisles Online (/grocery)
Flowers (/shop/Floral-C9.aspx)
Bakery & Cakes (/shop/Bakery-Cll.aspx)
Gifts & Gift Cards (/shop/Gifts-C4.aspx)
Catering (/shop/Catering-Cl0.aspx)
Weddings & Events (shop/weddings.aspx)

Photo Center (https:/hyvee.lifepics.com)

https://www.hy-vee.com/corporate/news-events/announcements/notice-of-payment-card-data-incident-2
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Nondiscrimination Notice (/Docs/1557-Nondiscrimination-Notice_10-17-16.Pdf)

© 2019 Hy-Vee, Inc. All rights reserved.
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