- HSBC Q»

1421 W. Shure Drive, Suite 100
Arlington Heights, IL 60004

November 2, 2018

VIA FEDEX

Office of the Attorney General
Attn: Security Breach Notification
33 Capitol Street

Concord, NH 03301

RE: Notification of Data Security Breach Incident

Dear Attorney General:

We are writing to provide you with written notification regarding the nature and circumstances of a
breach of customer data that occurred at HSBC Bank USA, National Association (“HSBC").

Between October 4, 2018 and October 14, 2018 we became aware that online accounts were
being accessed by unauthorized users. On October 23, 2018 we determined that 21 New
Hampshire residents were impacted. We suspended online access to the accounts as soon as
they were identified. The customer information that may have been accessible online included full
name, mailing address, phone number, email address, date of birth, account numbers, account
types, account balances, transaction history, payee account information and statement history
where available.

On October 15, 2018 we enhanced the authentication process for HSBC Personal Internet
Banking by adding an additional layer of security. This additional layer requires the customer to
enter additional personal information along with the password to gain online access to their
account.

HSBC takes this very seriously and deeply regrets that this incident occurred. HSBC will notify the
impacted New Hampshire residents by November 9, 2018 with a letter explaining the incident.
HSBC is offering a complimentary one-year subscription to Identity Guard®, a credit monitoring
and identity theft protection service. This program is provided by Intersections Inc., a leading
global provider of consumer and corporate identity risk management services. It provides essential
monitoring and protection of not only credit data, but it also monitors internet chat rooms and
newsgroups, and alerts customers if their social security number, credit cards and bank account
numbers are found in unsecure online locations. A copy of the customer notice template is
enclosed.















***If you are not able to enroli online, please call the toll-free number <<Field_44>>.



