HOURGLASS

1 ELECTRIC AVE VENICE CALIFORNIA 90291
T 310 392 7799 « F 310 392 7790

February 14, 2019

To: U.S. State Attorney General and Consumer Protection Office Distribution List
Re: Notice of Data Breach

Dear Sir or Ma’am:

Hourglass is a luxury beauty brand, headquartered in Venice, California, known for its innovation and its cruelty-
free products. At Hourglass, we understand the importance of privacy and security, including prompt response
to security incidents. | am writing to inform you of a regent matter where certain personal information provided
to Hourglass in connection with purchases on our online site may have been subject to unauthorized access by
an unauthorized third party. This incident may have affected the personal information of individuals who are
residents of your state (see Exhibit A).

After learning of a potential issue with our e-commerce website, we began an investigation and subsequentty
learned that, from approximately July 3, 2018 to January 30, 2019, unauthorized third-parties had the ability to
access information of customers who had made a purchase on our website. Information collected as part of our
online checkout process may have been impacted, including name, address, email, credit card number, CCV,
expiration date, phone number, and product purchase details.

Hourglass Cosmetics has taken steps with the advice and guidance of its external experts to secure its
ecommerce website, including by taking steps to remove the code that facilitated the unauthorized scraping of
data during the check-out process. In addition, Hourglass Cosmetics has undertaken a review of patching and
multiple security scans. Hourglass Cosmetics is also in the process of transitioning the Site to a new platform.
In addition, Hourglass has reported this matter to U.S. law enforcement and its payment processor.

Attached for your references is a copy of the written notice being used to advise potentially affected customers
of this incident.

Should you have any questions or concerns, please contact me at 310-900-0833.

Sincerely,

Robert Sorensen
General Counsel

HOURGLASSCOSMETICS.COM
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Approximate number of potentially affected residents in New Hampshire: 44
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Hourglass is contacting you to inform you that certain personal information you provided to us in connection with a
recent purchase on our online site may have been subject to unauthorized access. We wanted to provide you with
information about what happened, how we have responded, and how we can further help.

What Happened?

After learning of a potential issue with our e-commerce website, we began an investigation and subsequently iearned
that, from approximately July 3, 2018 to January 30, 2019, unauthorized third parties had the ability to access certain
information relating to purchases made on our website. You are receiving this letter because our records indicate that
you placed an order via the Hourglass website that may have been affected.

What Information Was Involved?

The types of data potentially impacted include name, address, email, credit card number, CCV, expiration date,
phone number, and product purchase details. This information is collected as part of our online checkout process,
but we do not store credit card information for our customers.

What We Are Doing.

Hourglass understands the importance of security and privacy to our customers. Upon learning of the security
issue, we initiated an investigation and engaged outside cybersecurity experts to assist us in securing our website
from further unauthorized activity. We are also reviewing our security measures to identify further ways to improve
our security and protect your information. Hourglass has reported this matter to law enforcement and offered its full
cooperation. Our payment processor has been notified. Please see below for information on steps you can take to
protect yourself.

What You Can Do.

We encourage you to consider taking the following precautions:

» We urge you to remain vigilant against threats of identity theft or fraud and to regularly review and monitor
your account statements and credit history for any signs of unauthorized transactions or activity. Report any
unauthorized activity on your credit or banking accounts to your credit or banking providers immediately

» |f you suspect you are the victim of identity theft or fraud, you have the right to file a report with the police or law
enforcement. In addition, you may contact the FTC or your state attorney general to learn more about the steps
you can take to protect yourself against identity theft. Attachment A following this letter has more information
about steps you can take to protect yourseif against identity theft or fraud.

1241 Electric Avenue, Venice, CA 90291

nrivacv@hotiralasscosmatics.com



* Be alert for “phishing” emails from someone who acts like they know you and requests sensitive information over
email, such as passwords, Social Security numbers, or bank account information.

For More Information.

If you would like more information, please call 1-877-617-6603, Monday through Friday from 8:00 a.m. to 5:30 p.m.
Central Time. '

Sincerely,
Candice Chan
Director of E-Commerce









