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Attorney General Gordon MacDonald
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33 Capitol Street

Concord, NH 03301

Re: Incident Notification
Dear Attorney General MacDonald:

We are writing on behalf of our client, Honeybee Health (“Honeybee”), to notify you of a
security incident involving New Hampshire residents.

On November 19, 2019, Honeybee learned that a small number of its customers
experienced unauthorized charges on their payment card after they used the card to make a
purchase at honeybeehealth.com (the “Website”). Honeybee immediately launched an internal
investigation, and a leading computer forensic firm was hired to assist. The investigation
identified that unauthorized code was added to the Website’s checkout page on November 16.
The code was removed from the Website as soon as it was found on November 19. On November
28, Honeybee was reviewing the Website code and discovered that the unauthorized code had
re-appeared. The script was again removed the same day. Shortly thereafter, on December 2,
Honeybee found a similar script on the Website. The code was removed the same day.

The unauthorized code was designed to copy information entered during checkout and
send the information to an unauthorized person. That information included the name, billing
and shipping address, and payment card number, expiration date, and security code (CVV) of
certain Honeybee customers that made a purchase between November 16-19, November 23-29,
and on December 2, 2019. if the customer also provided the name of other medications he or
she is taking, medical conditions that he or she may have, or the name and contact information
of his or her provider, that information may have also been obtained by the unauthorized person.
The code did not copy order information that was not typed into a text field during the checkout
process.
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