
Ice Miller 
LEG A L COUN SEL 

November 12, 2018 

VIA U.S. MAIL 

Consumer Protection and Antitrust Bureau 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 

Dear Sir or Madam: 

One American Square . Suite 2900 Indianapolis, IN 46282-0200 

RECEIVED 

NOV 19 2018 

CONSUMER PROTiECT(pR~ER'S DIRECT NUMBER (3 12) 726-2504 

DI RECT FAX: (3 12) 726-2695 
EMAIL : Nicholas. Merker@icemill er.com 

Ice Miller LLP represents B.T.C.E., Inc. d/b/a HomeBrewlt.com ("HomeBrewlt"). We 
are writing to notify you of a security incident involving the personal information of seven (7) 
New Hampshire residents. 

On or about March 7, 2018, HomeBrewlt discovered that on or about September 26, 
2017, an unauthorized party was able to gain access to its hosting company's environment and 
execute malicious code on its website, HomeBreWit.com. Although the hosting company assured 
HomeBrewlt that the breach had been secured, on ot about October l ; 201:8 the·hosting.cqmpany 
informed HomeBrewlt that they had failed to detect a second set of malicious code which had 
been installed on the website on September 26, 2017. Because the hosting company did not 
initially identify or remove this second set of malicious code, it remained on the website until or 
about October 1, 2018: As a result of the hosting company' s failure to detect and remove the 
second set of malicious code, certain data remained exposed during that time frame . The 
compromised data may have included the name, address, and payment card information of seven 
(7) New Hampshire residents. 

After HomeBrewlt discovered the incident, it advised the affected customers about the 
incident and the steps they can take to protect themselves from any harm that may result from the 
incident. HomeBrewlt has added security enhancements to the website to block points of entry 
the attackers used. The hosting company has implemented more robust monitoring tools to 
identify this type of breach and stop it from happening in the future. Furthermore, the hosting 
company has used third party tools to confirm that the site has now been entirely cleansed of 
malicious code. HomeBrewlt also has hired an outside penetration testing company to test the 
security measures of the site. HomeBrewlt continues to work with the hosting company to 
evaluate further security measures that can be added, and is even considering changing 
providers .'· HomeBrewlt's investigation into the incident is ongoing, and HomeBrewlt will 
continue.to implement security enhancements as needed. We have no reason to believe that- the 
personal i'nfortnation involved has been used to engage in identity theft. 

Please direct any questions or requests for additional information to me. 

Ice Miller LLP icemiller.com 
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Enclosure: Template Notification 

Sincerely, 

ICE MILLER LLP 

Nicholas R. Merker 



Attachment A 
Template Notification 
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Date 

Name 
Address 
Address 
Add ress 

Dear: 

NOTICE OF DATA BREACH 

Please read this letter in its entirety. 

What happened? 
I am writing to inform you of a security incident involving the hosting company of our website . We were 
initially made aware of this situation on March i h, 2018 . Our hosting company identified that an 
unauthorized party was able to gain access to its environment and execute malicious code on our website, 
HomeBrewlt.com. 

Although we were assured the breach had been secured, on October 1st, 2018 it was discovered that there 
was a second set of malicious code not previously identified which has led to sensitive customer information 
being exposed. This latest code had a sophistication not seen before, and thus was not detected by the 
monitoring controls put in place by the hosting company. 

What information was involved? 
You are receiving this letter because you placed an order on our website using a credit card between March 
ih and October J st, 2018 and may have had your data compromised . The compromised data may have 
included your name, address and payment card information . In particular, we believe that your Credit Card 
number ending in XXXX may have been compromised . This number in conjunction with your billing address 
can potentially be used to make unauthorized purchases on your credit card. 

While we have no evidence that any of your personal information was misused in any manner, we are 
taking appropriate precautionary measures to ensure your financial security and help alleviate concerns 
you may have. 

What are we doing to address this situation? 
Upon identifying the initial breach back in March, our hosting company immediately quarantined the primary 
piece of malicious code, and stopped any further leaking of information . Additional security enhancements 
were added to our website to block points of entry that the attackers used. The hosting company also 
implemented more robust monitoring tools to identify this type of breach and stop it from happening in the 
future . However, a secondary piece of malicious code has now been discovered . This code was added to the 
site around the same time of the initial breach, and the security enhancements added did not prevent this 
infection because the code was already there . We have been working closely with our hosting company to 
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deal with the situation, and are confident all malicious code has been removed from the site . The hosting 
company utilized a 3'd party tool to help them confirm that the site has been cleansed of malicious code. We 
are working with the hosting company to evaluate further security measures that can be added, and are even 
considering changing providers . 

Because we value you as our customer, we are providing you with access to a dedicated fraud specialist via a 
toll -free number (1-800-405-6108) to assist you with any questions you may have concerning this matter. 
These services will be provided by CyberScout, a company that specializes in identity theft education and 
resolution. Please supply the fraud specialist with the following unique code when you call. <code> 

In addition, we are offering you a promotional code that will save you $10.00 on your next order. The code 
can be redeemed with an order on our website www.Homebrewit. com, or via a Phone order by calling us at 
574-295-9975. PROMOTIONAL CODE: <promo code goes here> 

What you can do 

We urge you to notify your issuing bank of this incident to inform them that your account may be at an 
increased risk for fraud so that your bank can flag your account. We also encourage you to monitor your 
accounts closely for any suspicious activity (future and past transactions within the last 7 months) and to 
notify your financial institution immediately if you notice any unauthorized transactions. 

You may want to consider th e following: 

To protect yourself from possible identity theft, consider placing a fraud alert on your credit file. A 
fraud alert helps protect against the possibility of an identity thief opening new credit accounts in your 
name. When a credit granter checks the credit history of someone applying for credit, the credit 
granter gets a notice that the applicant may be the victim of identity theft. The alert notifies the credit 
granter to verify the identity of the applicant. If you choose to place a fraud alert, you will need to 
contact one of the three major credit agencies directly at: 

Experian (1-888-397-3742) 
P.O. Box 4500 
Allen, TX 75013 
www.experian.com 

Equifax (1-800-525-6285) 
P.O. Box 740241 
Atlanta, GA 30374 
www.equifax.com 

TransUnion (1-800-680-7289) 
P.O. Box 2000 
Chester, PA 19016 
www.transun ion .com 

Also, should you wish to obtain a credit report and monitor it on your own: 

• IMMEDIATELY obtain free copies of your credit report and monitor them upon receipt for any 
susp icious activity. You can obtain your free copies by going to the following website : 
www.annualcreditrepo rt .com or by calling them toll -free at 1-877-322-8228. (Hearing impa ired 
consumers can access the ir TDD service at 1-877-730-4204.) 

• Upon receipt of your credit report, we recommend that you review it carefully for any suspicious 

activity. 

• Be sure to promptly report any suspicious activity to Quality Wine & Ale Supply/HomeBrewlt.com . 

Other important information 
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You can obtain more information about identity theft and ways to protect yourself from the Federal Trade 
Commission (FTC) . The FTC has an identity theft hotline: 877-438-4338; TIY: 1-866-653-4261. They also 
provide information on line at www.ftc.gov/idtheft, or via postal mail at : 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 

For more information 
If you have any questions for us, please do not hesitate to call us at 574-295-9975 between 10-5 p.m. 
Eastern Time, Monday through Friday. You can also email us at customerservice@homebrewit .com . 

Again, I am truly sorry about this situation. As a business owner, father of one (soon to be two!), and a credit 
card user myself, I understand how serious this is and the hassle this creates for you . 

If for any reason you feel safer doing business with us over the phone, please do! We completely understand. 
Our phone orders go through a backend process that is protected by administrative passwords, so it is very 
secure. We can be reached at 574-295-9975. We will be glad to help you out! 

We apologize for any inconvenience that this situation has caused . 

Sincerely, 

BRYAN JOHNSON 
Second Generation Owner and President 
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A dditional Important Information 
For residents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: It is reco mm end ed by s tate law th a t yo u 
remain vig ilant for incidents of fraud and identity theft by reviewing cred it card acco unt s tatements and mon ito rin g your 
credit report for unauthori zed acti v ity. 

For residents of Illinois, Iowa, Marv/and, Missouri, North Carolina, Oregon, and West Virginia: 
It is requ ired by state laws to in form you th at you may obta in a copy of yo ur cred it repor t, free of charge, w heth er o r no t 
you s uspect any unauth o ri zed ac ti vity on your acco unt. You may obta in a free copy of yo ur credit report by co ntact ing 
any one o r more o f th e fo ll ow in g nat iona l consu mer reportin g age ncies: 

Equifax 
P.O. Box 74024 1 
Atlanta, GA 30374 
1-800-685-1 111 
WW\¥.equi fax .com 

Experian 
P.O. Box 22 104 
Allen, TX 750 13 
l-888··397-3742 
www.experi an.com 

TransUnion 
P.O. Box 2000 
Ches ter, PA 19022 
!-800-888-42 13 
www.trans uni on.com 

You may also obtain a free copy of your credit report online at www.arniualcreditrepo1t.com, by calling toll-free 1-877-322-8228, or by 
mailing an Annual Cred it Report Request Fann (available at www.annualcredio·eport.com) to: Annual Credit Report Request Service, 
P.O. Box 105281 , Atlanta, GA, 30348-5281. 

For residents of Iowa: 
State law adv ises you to repo rt any suspected id entity th eft to law en fo rce ment o r to the Iowa Atto rn ey General. The 
Iowa Attorney Ge nera l ' s Office ca n be reached at : 

Iowa Attorn ey Genera l 's Office, Director of Co ns um er Protecti on Divi s ion , 1305 E. W alnut st re et, Des Moines, IA 
503 19, (5 15 ) 28 1-5 926 , www. iowaattorneygeneral.gov 

For residents of New Mexico : 
New Mexico Co nsumers I-l ave the Right to Obta in a Security Freeze or Submit a Declaration of Removal. 

You may obta in a security freeze on yo ur credit report to protect your pri vacy and ens ure that cred it is not granted in your 
name without your knowledge. You may submit a declaration of removal to remove in fo rm ati on placed in your cred it report 
as a result of being a victim of identity theft. You have a ri ght to pl ace a security freeze on your credit report or submit a 
dec lara ti on of removal pursuant to the Fa ir Credit Report ing and Identity Security Act. 

The security freeze will prohibit a consumer reportin g agency from re leasi ng any inform ati on in your credit report without 
your express au thorizat ion or approval. 

Th e security freeze is des igned to prevent credit, loa ns and servi ces from being approved in your name without your consent. 
When you pl ace a security freeze on your credit report, yo u will be provided with a persona l identifi cation number, password 
o r s imil ar device to use if yo u choose to remove th e freeze on yo ur credit report or to temp orar ily authorize the re lease of 
yo ur credit report to a spec ifi c party or parties or fo r a specifi c pe ri od of tim e afte r the freeze is in place . T o remove th e 
freeze or to provide authorizati on fo r the temporary re lease of your credit report, yo u mu st contact the consum er reportin g 
agency anci prov!d'e all of he followin g: 

{1) the unique personal ident ifi cat ion number, password or similar device provided by th e consumer reportin g agency; 

(2) proper identification to verify your identity; 

(3) inform ation regarding the third party or parties who are to receive th e credit report or the period of time for 

which the credit report may be relea sed to users of the credit report; and 

(4) paym ent of a fee, if applicable. 

A consumer reporting agency that receives a req ues t from a consumer to li ft temporari ly a freeze on a credit report shal l 
compl y with the request no later than three bus iness days after receiving the request. As of September I , 2008, a consumer 
reporting agency sha ll comp ly with the req uest within fifteen minutes of rece iving the reques t by a sec ure e lec troni c method 
or by te lephone . 

A security freeze does not appl y in all c ircumsta nces, such as where yo u have an ex ist ing account re lat ionship and a copy of 
your credit report is requested by yo ur exist in g creditor or its agents for certain types of account review, coll ect ion, fraud 
contro l or s imil a r acti vities ; for use in se ttin g or adj ust ing an insu rance rate or c la im or insurance underwriting; fo r certa in 
governm enta l purposes; and fo r purposes of prescrcening as defi ned in the federa l f' a ir Cred it Reporting Act. 

If you are active ly seeking a new credit, loa n, utili ty, te lephone or insura nce accou nt, you should understand that th e 
procedures in volved in li ftin g a security freeze may s low your own app li cat ions fo r credit. You should plan ahead and lift a 
freeze, e ither completely if yo u are shopping around or specificall y fo r a certain cred itor, w ith enough advance notice befo re 
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you app ly for new cred it fo r the li fting to take effect. You should contact a consumer reporting agency and req uest it to lift 
the freeze at leas t three bus iness days before apply ing. As of September I , 2008 , i f you contact a co nsumer reportin g agency 
by a secure e lectroni c me thod or by te leph one, the co nsum er reportin g agency sho ul d lift th e freeze w ithin fiftee n minutes . 
You have a ri ght to bring a c ivil ac ti on aga in st a co nsumer reportin g agency th at v io la tes yo ur ri ghts under th e Fa ir Credit 
Reporting and Ident ity Secur ity Act" . 

For residents of Oregon: 
State laws advi se yo u to report any suspected id entity the ft to law enforcem ent, as well as th e Federal T rade Commiss ion. 
Contact information for th e Oregon Departm ent of Justice is as follows : 

Oregon Department of Ju sti ce, I I 62 Court Street NE, Salem, OR 97301 , (503) 378-432 0, www. do j.s tate .or.us 

For residents of Marv/and, North Carolina, and Illinois: 
You can o bta in info rm ation from the Ma ryland and orth Caro lin a O ffices o f th e Attorn eys Ge nera l and the Federa l 
Trade Commiss ion abo ut fra ud a ler ts, sec uri ty free zes , and steps you ca n take toward preve ntin g ide nti ty theft. 

Maryland Office of the 
Attorney General 
Consumer Protecti on Di vis ion 
200 St. Paul Pl ace 
Baltimore, MD 2 1202 
1-888-743 -0023 
www.oag.state.md.us 

For residents of Massachusetts: 

North Carolina Office of the 
Attorney General 
Co nsum er Pro tectio n Divis ion 
9001 Mail Service Center 
Raleigh, NC 27699-9001 
1-877-566-7226 
www .ncdoj .com 

Federal Trade Commission 
Co ns um er Res ponse Ce nte r 
600 Penn sylva ni a Avenue, W 
Was hin g ton, DC 20580 
1-877-IDT HEFT (43 8-433 8) 
www .ftc. gov/bcp/ed u/ mi cros ites/ idtheft 

State la w req uires yo u be in fo rm ed of your ri ght to o bta in a poli ce repo rt w ith res pect to this in c id ent. If you a re the 
v ic tim of id ent ity theft, yo u a lso have the ri ght to fi le a po li ce repo rt and ob ta in a copy of it 

For residents of Rhode Island: 
You have a ri ght to fil e or obtain a po li ce repo rt re la ted to thi s in c id ent. You may a lso obta in in fo rm ati on about 
prevent in g and avo idin g id entity th eft from the Rh ode Is land Office of th e Attorney Gene ra l: 

Office o f th e Attorn ey Ge nera l, 150 So uth Main Stree t, Prov id ence, RI 029 03, (4 01 ) 274 -4400 . 

For residents of all states: 
Fraud Alerts: You can place fraud alerts with the three credit bureaus at one of the three major credit bureaus by phone and also 
via Experian ' s or Equi fax ' s website. A fra ud alert tell s cred itors to fo llow certain procedures, including contacting you, before 
they open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may 
de lay you when you seek to obtain credit. The contact in fo rmation fo r all three credit bureaus is be low. 

Monitoring: You should always rcrnain vigilant and mon itor your accounts for suspicious or un usual octi vity. 

Security Freeze: You al so have th e ri ght to pl ace a sec urity freeze on yo ur c redit report. A sec uri ty fr eeze, a lso known 
as a credit free~e, is intended to prevent cred it, loans and services from be ing approved in you.r name without your consent. 
With a security freeze in p lace, no new credit ca n be opened in yo ur name w itho ut the use of a Pl numb er th at is iss ued 
to you w hen you in iti ate a freeze . A secur ity freez e is des igned to prevent potential cred it granto rs from access in g your 
c redit report w ith ou t your conse nt. If yo u pl ace a securi ty fr eeze, po tenti a l credito rs and oth er third parti es w ill not be abl e 
to get access to your credit report unl ess you temp oraril y l ift the freeze. A s of September 21 , 2018 , the re is no cha rge to 
pl ace a security free'ze on yo ur credit repo rt. To p lace a security freeze on you r credi t report, you need to make a se para te 
reques t to each co nsum er reportin g agency. You m ay make th a t re qu es t by certifi ed mail , overni ght mail , or regul ar 
stamped mail , or by fo ll owin g the instru cti ons fo und at th e webs ites li sted be low. T he fo ll owin g inform ati on mu st be included 
when requ es ting a security freeze (n ote th at if you a re reques tin g a credit report fo r your spouse, thi s in fo rmati on must be 
provid ed for him/he r as we ll ) : (I) full name, with middl e initi a l and any su ffixes; (2) Soc ia l Sec urity number; (3) date o f 
birth; (4) current address and any previous addresses for the pas t five yea rs; and (5 ) any a pplicabl e in c id e nt report o r 
co mpl a int w ith a law en fo rce me nt age ncy or th e Reg ist ry o f Moto r Vehi c les . The request mus t a lso in c lud e a copy of a 
governm ent-i ss ued identifi ca ti on card and a copy of a recent utility bill or ban k or in surance sta tement. It is essential that 
each copy be leg ibl e , di spl ay your name and current ma ilin g address, and the da te of iss ue . You may obta in a security 
freeze by contacti ng any one o r more of the fo ll ow ing natio na l co ns umer repo rt ing age nc ies: 

Equifax Sccudty Freeze 
P.O. Box 105788 
Atl anta , GA 30348 
https://vvww. freeze.eq ui fax.com/Freeze/ jsp/S !' !' P 
ersonalIDinfo. jsp 
(800) 685-1111 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 750 13 
https://www.experi an.com/ freeze/center.html 
(888) 397-3 742 

TransUnion (FVAD) 
P.O. Box 2000 
Ches ter, PA 19016 
h ttps ://freeze .trans uni on. com 
(800 ) 909-8872 



Consumer Protection and Antitrust Bureau 
Office of the Attorney General 
November 12, 2018 
Page 9 

Once you have submitted your request, the credit reporting agency must place the security freeze no later than I business 
day after receiving a request by phone or secure electronic means, and no later than 3 business days after receiving a 
request by mail. No later than five business days after placing the freeze , the credit reporting agency will send you 
confirmation and information on how you can remove the freeze in the future. More information can also be obtained by 
contacting the Federal Trade Commission listed above. 

C\ 1273663.1 

• 


