
WILSON ELSER 

Attor ey General Joseph A. Foster 
Office iof the Attorney General 
33 Ca itol Street 
Conco d, NH 03302 

Re: Data Security Incident 

RECEIVED 

JUL 1 7 2017 

CONSUMER PROTE~N"Y J. Bautista 
l)'14.lS12. 7839 (direct) 

Gregory.Bautista@wilsonelser.com 

Dear ttorney General Foster: 

We re~resent Harvest Bible Chapel d/b/a Walk in the Word Ministries ("WITW"), located in Elgin, 
Illinoi ~, with respect to a potential data security incident described in more detail below. WITW takes the 
securi and privacy of the information in its control very seriously, and is taking steps to prevent a 
simila incident from occurring in the future . 

1. Nature of security incident. 

On M jlY 30, 2017, WlTW was notified by its third-party e-commerce provider that an unknown 
individual may have gained access to the payment information used to make donations to WITW on its 
websitt . WITW immediately took action to ensure the third-party vendor' s system was fixed and secure. 
At the same time, WITW commenced an investigation to determine what information may have been 
access d. WITW determined that the unknown individual may have accessed payment information, 
includ~g donor names, addresses, telephone numbers, credit/debit cards or checking account information. 
WITW also notified law enforcement, and is cooperating with their investigation. 

2. Number of New Hampshire residents affected. 

Appro imately sixty-seven (67) New Hampshire residents were affected by this incident. Notification 
letters to these individuals were mailed on July 13, 2017, by first class mail. A sample copy of the 
notific tion letter is included with this letter. 

3. Steps taken relating to the potential incident. 

WIT is taking steps to prevent a similar event from occurring in the future, and to protect the privacy 
and se · urity of donor information. These actions include working with the third-party vendor to address 
vulnerf bilities in its payment processing system, moving its website to a separate server with increased 
securio/., and adding an additional layer of continuous security monitoring. WITW is also providing 
notice to the credit reporting agencies. 
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4. Contact information. 

WIT remains dedicated to protecting the sensitive information in its control. If you have any questions 
or nee additional information, please contact me at Gregory.Bautista@wilsonelser.com or (914) 872-

7839. 

Very truly yours, 

2355 9lv.1 
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WAL~ORD 
WITH JAMES i ACOONALO 

<<Member irstName>> <<MemberMiddleName>> <<MemberlastName>> 
<<Address >> 
<<Address >> 
<<City>>, <State>> «ZipCode» 

Dear <<M mberFirstName» <<MemberlastName>>, 

«Date» (Format: Month Day, Year) 

I am writin to inform you that our third-party e-commerce provider had a data security incident which directly affected 
certain W lk in the Word Ministries ("WITW") donors. This may have resulted in the disclosure of your name and 
payment in ormation. 

On May 3 , 2017, we were notified by our third-party e-commerce provider that an unknown ind ividual may have 
accessed your credit card, debit card , or checking account information used to donate to WITW on our website. 
Because j e take the security of your personal information very seriously, we are bringing this information to your 
attention ~s quickly as prudently possible, so you can take action along with us to hopefully eliminate any potential 
harm. Whf n WITW became aware of the incident, we immediately took action to ensure the third-party vendor's 
system wa fixed and secure. At the same time we commenced an investigation to determine what information may 
have been accessed. We also have notified law enforcement and are cooperating with their investigation. 

We deternrined that the unknown individual may have accessed payment information, including name, address , 
telephone. lnumber, credit/debit card, or checking account information depending on the form of payment you used 
on our wel:i>site. Out of an abundance of caution, please consider reviewing your past and current card statements for 
unusual o suspicious activity and, if any is found, report it to your bank or credit card Company. Additional tips for 
protecting your information can be found on the reverse side of this letter. 

We want t ' assure you that we have taken steps to prevent a similar event from occurring in the future and to protect 
the privac and security of your information. We have worked with the third-party vendor to address the vulnerabilities 
in its pay I ent processing system , moved our website to a separate server with increased security, and now have 
an additio al layer of continuous security monitoring. All of the steps we have taken are to further enhance security 
in order t prevent a similar event from occurring in the future , thereby protecting the privacy and security of your 
informatio going forward . 

Please kn w that the protection and security of your personal information is our utmost priority, and we sincerely 
apologize for any inconvenience or concern th is matter may cause you . WITW's third-party e-commerce provider 
has assur d us that their system is now secure and you may cont inue your support of WITW. 

We are he e for you . If you have any questions or concerns, please call our Director of Operat ions at 847-931-1258, 
Monday ttilrough Friday, 7:00 a.m. to 5:00 p.m. (Central). 

Sincerely, 

*~ Janine N Ison 
Executive Director, Walk in the Word 

9741DK ·0717 



Additional Important Information 

For residen~s of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: 

It is recomrriended by state law that you remain vigilant for incidents of fraud and identity theft by reviewing credit card account 
statements and monitoring your credit report for unauthorized activity. 

For reside~~s of Illinois, Iowa, Maryland, Missouri, North Carolina, Oregon, and West Virginia: 

It is require by state laws to inform you that you may obtain a copy of your credit report, free of charge, whether or not you 
suspect an unauthorized activity on your account. You may obtain a free copy of your credit report from each of the nationwide 
three credit eporting agencies. To order your free credit report, please visit www.annualcreditreport.com, or call toll-free at 
1-877-322- 228. You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form 
(available at jhttps://www.consumer.ftc.gov/articles/0155-free-credit-reports) to: Annual Credit Report Request Service, P.O. Box 
105281, Atl ~nta , GA, 30348-5281 . 

For resider ts of Iowa: 

State law ac vises you to report any suspected identity theft to law enforcement or to the Attorney General. 

For residents of Oregon: 

State laws c dvise you to report any suspected identity theft to law enforcement, including the Attorney General, and the Federal 
Trade Comnission . 

For resider ts of Maryland, Rhode Island, Illinois, and North Carolina: 

You can ob 'ain information from the Maryland and North Carolina Offices of the Attorneys General and the Federal Trade 
Commissio] about fraud alerts , security freezes , and steps you can take toward preventing identity theft. 

Maryland ~ffice of the Rhode Island Office of the North Carolina Office of the 
Attorney G~neral Attorney General Attorney General 
Consumer rotection D1 v1sion Consumer Protection Consumer Protection Division 
200 St. Pau Place 150 South Main Street 9001 Mail Service Center 
Baltimore, lo 21202 Providence RI 02903 Raleigh, NC 27699-9001 
1-888-743- 023 1-401-274-4400 1-877-566-7226 
www.oag.s 'ate.md.us www.nag.n .gov www.ncdoj.com 

Federal Tr de Commission 
Consumer ~esponse Center 
600 Penns~lvania Ave, NW 

~:~~~~6~0H I' ~+:(i~i~40338) 
www.ftc .gof/bcp/edu/microsites/ idtheft 

For reside~ts of Massachusetts: 

It is require ' by state law that you are informed of your right to obtain a police report if you are a victim of identity theft 

For reside1ts of all states: 

Fraud Aler s: You can place fraud alerts with the three credit bureaus at one of the three major credit bureaus by phone and also 
via Experia 
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·s or Equifax's website. A fraud alert tells creditors to follow certain procedures, including contacting you, before they 
open any n:Jw accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may 
delay you hen you seek to obtain credit. The contact information for all three credit bureaus is below. 

Monitorin : You should always remain vigilant and monitor your accounts for suspicious or unusual activity. 

Security FJ
1
eeze: You also have the right to place a security freeze on your credit report. A security freeze is intended to prevent 

credit, loan and services from being approved in your name without your consent. To place a security freeze on your credit 
report, you need to make a request to each consumer reporting agency. You may make that request by certified mail, overnight 
mail, or reg lar stamped mail, or by following the instructions found at the websites listed below. The following information must 
be include when requesting a security freeze (note that if you are requesting a credit report for your spouse, this information 
must be pr0vided for him/her as well): (1) full name, with middle init ial and any suffi xes; (2) Social Security number; (3) date of 
birth; (4) current address and any previous addresses for the past fi ve years; and (5) any applicable incident report or complaint 
with a law ] nforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a government-issued 
identification card and a copy of a recent utility bil l or bank or insurance statement. It is essential that each copy be legible, 
display you~ name and current mailing address, and the date of issue. The consumer reporting agency may charge a small fee 
to place, lifk, or remove a freeze, but is free if you are a victim of identity theft or the spouse of a victim of identity theft, and you 
have subm ~tted a valid police report relating to the identity theft incident to the consumer reporting agency. You may obtain a 
security fre
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eze by contacting any one or more of the following national consumer reporting agencies: 

Equifax S~curity Freeze Experian Security Freeze TransUnion (FVAD) 
P.O. Box 1~5788 P.O. Box 9554 P.O. Box 2000 
Atlanta, G~30348 Allen, TX 75013 Chester, PA 19022 
www.equif .x.com/help/credit-freeze/en_cp www.experian.com/freeze www.transunion .com 
800-525-6 ' 85 888-397-3742 888-680-7289 

More inforr 1ation can also be obtained by contacting the Federal Trade Commission listed above. 


