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[ am writing with important information regarding a recent security incident. The privacy and security of the personal
information we maintain is of the utmost importance to H. Carson Smith, IV, P.C. We wanted to provide you with
information about the incident, explain the services we are making available to you, and let you know that we
continue to take significant measures to protect your information.

We recently learned that on October 2, 2018, an unauthorized individual may have obtained access to a firm email
account. We immediately launched an investigation in consultation with outside cybersecurity professionals who
regularly investigate and analyze these types of situations to analyze the extent of any compromise of the email
account and the security of the emails and attachments contained within it.

We devoted considerable time and effort to determine what information was contained in the affected email account.
Based on our comprehensive investigation and document review, which concluded on March 6, 2019, we discovered
that the compromised email account contained your full name and Social Security number, and may have also
contained your driver’s license number and/or passport number.

To date, we are not aware of any reports of identity fraud or improper use of your information as ad  :t result of
this incident. Out of an abundance of caution, we wanted to make you aware of the incident, explain the services we
are making available to help safeguard you against identity fraud, and suggest steps that you should take as well. To
protect you from potential misuse of your information, we are offering you a one-year membership in myTrueldentity
provided by TransUnion Interactive, a subsidiary of TransUnion. For more information on identity theft prevention
and myTrueldentity, including instructions on how to activate your one-year membership, please see the additional
information provided in this letter.

This letter also provides other precautionary measures you can take to protect your personal information, including
placing a Fraud Alert and/or Security Freeze on your credit files, and/or obtaining a free credit report. Additionally,
you should always remain vigilant in reviewing your financial account statements and credit reports for fraudulent or
irregular activity on a regular basis.

Please accept our apologies that this incident occurred. We are committed to maintaining the privacy of personal
information in our possession and have taken many precautions to safeguard it. We continually evaluate and modify
our practices and internal controls to enhance the security and privacy of your personal information.

If you have any further questions regarding this incident, ple edicated and confidential toll-free
response line that we have set up to respond to questions at This response line is staffed with

professionals familiar with this incident and knowledgeable on what you can do to protect against misuse of your
information. The response line is available Monday through Friday, 8:00 AM to 8:00 PM CST.

Sincerel

H. Carson Smith, IV
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— OTHER IMPORTANT INFORMATION —
1. Enrol” _in Complimentary 12-Month Credit Monitoring.

As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service
(myTrueldentity) for one year provided by TransUnion Interactive, a subsidiary of TransUnion®, one of the three
nationwide credit reporting companies.

Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit report and
credit score. The daily credit monitoring service will notify you if there are any critical changes to your credit file
at TransUnion, including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that provides assistance in the
event your identity is compromised to help you restore your identity and up to $1,000,000 in identity theft insurance
with no deductible. (Policy limitations and exclusions may apply.)

2. P--—ag -7~ “*~*on You  “edit File.

Whether or not you choose to use the complimentary 12-month credit monitoring services, we recommend that you
place an initial 90-day “Fraud Alert” on your credit files, at no charge. A fraud alert tells creditors to contact you
personally before they open any new accounts. To place a fraud alert, call any -~ - of the three major credit bureaus
at the numbers listed below. As soon as one credit bureau confirms your fraud aiert, they will notify the others.

Equifax Experian TransUnion LLC
P.O. Box 105069 P.O. Box 2002 P.O. Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
www.equifax.com www.experian.com www.transunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289

3. Consider Placing a Security Freez¢ ~—— Your 7 7™ e,

If you are very concerned about becoming a victim of fraud or identity theft, you may request a “Security Freeze”
be placed on your credit file, at no charge. A security freeze prohibits, with certain specific exceptions, the consumer
reporting agencies from releasing your credit report or any information from it without your express authorization.
You may place a security freeze on your credit report by contacting all three nationwide credit reporting companies at
the numbers below and following the stated directions or by sending a request in writing, by mail, to al' **~3e credit
reporting companies:

Equifax Security Freeze Experian Security Freeze TransUnion Security Freeze

PO Box 105788 PO Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19016
https://www.freeze.equifax.com http://experian.com/freeze http://www.transunion.com/securityfreeze
1-800-349-9960 1-888-397-3742 1-888-909-8872

In order to place the security freeze, you’ll need to supply your name, address, date of birth, Social Security number
and other personal information. After receiving your freeze request, each credit reporting company will send you a
confirmation letter containing a unique PIN (personal identification number) or password. Keep the PIN or password
in a safe place. You will need it if you choose to lift the freeze.

If your personal information has been used to file a false tax return, to open an account or to attempt to open an
account in your name or to commit fraud or other crimes against you, you may file a police report in the city in which
you currently reside.
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