GIOMARE GROUP

TELECOM CONSULTING
& ENCINEERING

May 26, 2023

Office of the New Hampshire Attorney General
Department of Justice (Consumer Protection)
33 Capitol Street

Concord, NH 03301

To Whom It May Concern:

Pursuant to your state’s law, we are notifying your office of a data breach that affected several New
Hampshire residents when an unauthorized third-party gained access to a locked file cabinet containing
Human Resources documents. Soon after the event occurred, GioMare Group sent affected individuals
the attached data breach notice, which provides a brief description of the incident and instructions on
how to monitor their accounts and credit report for unusual activity. A summary of the key facts is set
forth below.

What Happened: Sometime between May 8, 2023 and May 18, 2023, a locked file cabinet in our office
located at 51 Webb Place, Suite 110, Dover, NH 03820 was broken into. There is no indication that any
files or documents were removed from the cabinet.

Type of Information: The folders contained documents that included

The Company’s Response: Upon discovery, GioMare Group immediately initiated comprehensive efforts
to remediate the incident. These efforts include increased security measures to prevent such an event
from recurring. Locks have been changed, local police have been notified and all individuals with
information in the file cabinet received the attached notice on May 25, 2023.

Please contact us if vou have anv questions.
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Finance/HR Manager
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From: Human Resources

Sent: Thursday, May 25, 2023 4:26 PM

To: Human Resources

Subject: Notification of Data Breach

Attachments: Information about Identity Theft Protection.pdf

Good afternoon,

We are writing to inform you about a situation that may have exposed some of your personal information. We
take the protection of your information very seriously and are contacting you directly to explain the
circumstances, steps we are taking in response, and resources we are making available to you.

What Happened?

Sometime this month (May 2023) a locked file cabinet was broken into, in our Dover, NH office. At this time,
there is no indication that any documentation was taken from the office. Nevertheless, we are providing this
notice out of an abundance of caution since your information was available to the individual who broke into the
file cabinet. The rest of the office was fully intact; this file cabinet seems to be the only thing targeted.

What Information Was Involved?
Information that may have been accessed includes

What We Are Doing

Upon discovery of the break-in, we notified local police, and they will be working with the building management
to view security footage. All unnecessary documents have been shredded and the locks on the office have been
changed to avoid any future incidents. The New Hampshire Attorney General will be notified of the data breach
today.

What You Can Do
We want to make sure you are aware of steps you may take to guard against potential identity theft or fraud.

Please review the attached “Information about Identity Theft Protection” for information about what you can
do.

For More Information
If you have further questions or concerns about this matter, please don’t hesitate to reach out to

. If anyone
has any information about this incident that may help with an arrest, please contact us as soon as possible.

We sincerely regret any inconvenience or concern caused by this incident.

Thanks,

Finance/HR Manager
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