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The privacy and security of the personal information we maintain is of the utmost importance to The Frederick Gunn
School. We are writing with important information regarding a recent data security incident at Blackbaud, a third-party
service provider, which may have involved some of the information that you provided to Frederick Gunn. Blackbaud is a
software and service provider that is widely used for accounting and academic purposes, as well as for fundraising and
alumni or donor engagement efforts at schools world-wide. Frederick Gunn uses one or more Blackbaud applications, and
Blackbaud experienced an incident impacting those applications. We want to provide you with information about the
incident, explain the services we are making available to you, and let you know that we continue to take significant
measures to protect your information.

What Happened?

Blackbaud initially notified Frederick Gunn of a security incident that impacted its clients across the world. Blackbaud
reported to us that they identified an attempted ransomware attack in progress on May 20, 2020. Blackbaud informed us
that they stopped the ransomware attack and engaged forensic experts to assist in their internal investigation. That
investigation concluded that the threat actor intermittently removed data from Blackbaud’s systems between February 7,
2020 and May 20, 2020. According to Blackbaud, they paid the threat actor to ensure that the data was permanently
destroyed.

On September 29, 2020 Blackbaud provided information to Frederick Gunn in which they identified instances where
sensitive personal information which Blackbaud previously assured Frederick Gunn had been encrypted, was in fact not

encrypted in Blackbaud’s databases.

What We Are Doing.

Once we were informed of the issue, we immediately initiated an internal investigation. As a part of our investigation, in
addition to demanding detailed information from Blackbaud about the nature and scope of the incident, we engaged
outside experts experienced in handling these types of incidents to help determine the impact to our stakeholders and
appropriately notify them.

W -+ Information Was Involved.

On December 10, 2020, following an extensive review and analysis of the data at issue, we determined that the
information removed by the threat actor may have contained some of your personal information, specifically your full
name and Social Security number.















