11

SpencerlFane’

RECEIVED
DEC 11 2023

December 1, 2023 CONSUMER PROTECTION
New Hampshire Department of Justice

1 Granite Place South

Concord, NH 03301

Re: Notification of Data Security Incident

Dear Office of the Attorney General:

We are writing on behalf of FordHarrison LLP in connection with the data security incident described
below. FordHarrison LLP is a law firm with the following principal address: 271 17th Street NW, Suite
1900, Atlanta, GA 30363.

On August 31, 2023, FordHarrison LLP, learned that information of certain individuals had been impacted
by a data security incident in which FordHarrison computer files were taken from its computer environment.
This incident was the result of a malicious cyber attack. FordHarrison determined the unknown actor may
have gained access to its systems as early as late January of 2023. However, it took FordHarrison some
time to determine the extent of the incident and who or if anyone was affected. FordHarrison identified the
individuals impacted by this incident between September 29, 2023, and November 13, 2023.

Upon learning of the incident, FordHarrison immediately launched an extensive investigation in
coordination with third-party computer forensic specialists to determine the nature and scope of the incident
and worked quickly to secure its systems. FordHarrison also promptly notified federal law enforcement.

At the time of the event the following information may have been affected:

FordHarrison is providing affected individuals with access to credit monitoring and fraud assistance
services at no charge. These services will be provided by Cyberscout through Identity Force, a TransUnion
company specializing in fraud assistance and remediation services.

Upon learning of the malicious activity, FordHarrison promptly took steps to further secure its systems and
investigate the event. As part of its ongoing commitment to the privacy of personal information in its care,
FordHarrison reviewed existing policies and procedures and implemented additional administrative and
technical safeguards. FordHarrison also worked with third-party subject matter specialists to further
enhance the security of its systems and prevent future attacks.

FordHarrison mailed notification letters to 26 residents of your state on December 1, 2023. A sample copy
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of the notification letter is enclosed.

Enclosures: Notice of Data Breach
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Respectfully,
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Ford Mamrison LLP

PO w128 FORDHARRISON

Dearborn, MI 48120-0996 271 17th Street, NW | Sulle 1900

Atiants, Georgis 30063
Tel 404-888-3800 | Fau 404-888-3863

Decamber 01, 2023

Notice of Data Breach
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What Happened

We are writing to inform you of an incident that may have imvolved your personal information. On August 31, 2023,
FordHarrison LLP, learncd that & data security incident in which certain computer files were downloaded from
FordHarrison LLP's computer environment as a result of a malicious cyber attack may have impacted your
information.

We immediately launched an extensive investigation in coordination with third-party computer forensic specialists o
determine the nature and scope of the event and worked quickly to secure our systems and investigate what happened.
We also promptly notificd federal law enforcement. At this point in our ongoing investigation, we determined an
unknown actor gained access to our systems as carly as January 30, 2023, and certain files on our systems werc
sccessed and downloaded by the unknown threat actor.

What |nformation Was lnvelved

We are in the process of performing a comprehensive review of the contents of the affected systems to determine
what information could have been contained in the impacted files. At the time of the event the following information

may have been affected: cs, S
i L

What We Are Doing

We take the confidentiality, privacy, and security of information in our pessession scriously, and we have security
measures in place to help protect information in our systems. Upon leaming of the malicious activity, we prompily
took sicps to further secure our systems and investigate the event. As pan of our ongoing commitment to the privacy
of personal information in our care, we reviewed our existing policies and procedurcs and implemented additional
administrative and technical safeguards to further secure the information in our systems. We also worked with
third-party subject matier specialists o further enhance the socurity of our systems and prevent future attacks, and we
have notificd law enforcement of this incident.

In response to the incident, we are providing you with access to Single Bureas Credit Monitoring/Single Bureau
Credit Report/Single Bureau Credit Score scrvices at no charge. These services provide you with alents for ]

from the date of caroliment when changes occur to your credit file. This notification is sent to you the
same day that the change or update takes place with the burcau. Finally, we are providing you with proactive fraud
assistance to help with any questions that you might have or in cvent that you become a victim of fraud  These
services will be provided by Cyberscout through Mdentity Force, & TransUnion company specializing in fraud




To enroll in Credit Monitoring services at no charge, please log on to httpa://secure.ideatityforce.com/benefit/fhilp
Mnmwmwmmﬁcm-chbmm

In order for you to reccive the monitoring services described above, you must covoll within 90 days from the date of
this letter. The enrollment requires an internet connection and e-mail account and may not be available to minors
under the age of 18 ycars of age. Plcasc notc that when signing up for monitoring services, you may be asked to
verify personal information for your own protection to confirm your identity.

What You Can Do

The events that have occurred do not amtomatically mean that you arc a victim of identity theft. However, we
encourage you lo remain vigilant, to continually review your credit report, bank sccount activity, and bank statements
for irrcgularitics or unauthorized items, and to immediately report any unmuthorized charges to your financial
institution. We also encourage you to enroll in the free identity protection services.

What is FordHarrisen LLP

FordHamison LLP is a labor and employment law firm with locations in cighteen states. [f you received this letter,
FordHarrison LLP received your information as part of a lawsuit, business transaction, or other legal process.

For Mare Informatien
You will find additional information on the enclosed Protect Your Information document.

We value your privacy and sincerely regret any inconvenicnce this matier may cause. Our relationship with you, your
confidence in our ability to safeguand your personal information, and your peace of mind are very important to us.

arc available for 90 days from the date of this letter, to assist you with questions regarding this

Representatives
incident, between the hours of 8:00 am. o 8:00 pm Eastern time, Monday through Friday, excluding holidays.
Please call the help line at 1-833-603-3838 and supply the fraud specialist with your unique code listed above.

Sincerely,

John L. Monroe
JLM




Protect your Informmtion

L. Review your credit reports. We rccommend thet you remain vigilant by roviewing sccount statements and
monitoring credit reports. Under federal law, you also are entitled every 12 manths to one free copy of your eredit
report from cach of the threc mmjor crodit reporting companics. To obtain a froe annual crodit report, go to
www.snnualcreditreport com or call 1-877-322-8228. You may wish to stagger your roquests so that you receive a free
report by one of the three credit bureaus every four months.

You should also know that you have the right to file a police report if you ever experience identity frand. Please note
that in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to
provide some kind of proof that you have been a victim. A police report is often required to dispute fraudulent items.
You can report suspected incidents of identity theft to local law enforcement or to the Attarncy General

3. Place Fraud Alerts with the three credit burcaus. If you choose to place a fraud alert, we recommend you do this
after activating your credit monitoring. You can place a fraud alert at onc of the three major credit burcaus by phone
and also via Experian’s or Equifax’'s website. A fraud alent tells creditors to follow certain procedures, inchuding
contacting you, before they open any new accounts or change your existing accounts. For that reason, placing a frand
alert can protect you, but also may delay you when you seck to obtain credit. The contact information for all three
bureaus is as follows:

Credit Burenss

Equifax Frand Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.O. Bax 105069 P.O. Box 9554 P.O. Bax 2000

Atlanta, GA 10348-5069 Allen, TX 75013 Chester, PA 19022-2000
www alerts oquifax.com Www.experian.com WWw transunion.com

It is necessary 10 contact only ONE of these bureaus and usc only ONE of these methods. As soon as onc of the three
burcaus confirms your fraud alort, the others are notified 10 place alerts on thar records as well. You will reccive
confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for your review. An
imitial fraud alert will last for one year.

Please Note: No one is allowed to place 2 frand alert on your credit report except you.

4. Security Freeze. By placing a security fioeze, someone who fraudulently acquires your poarsonal identifying
information will not be able to use that information to open new accounts or borrow money in your name. You will need
to contact the throc national credit reporting burcaus listed above to place the freeze. Kecp in mind that when you place
the frecze, you will not be able to borrow moncy, obtain instant credit, or get a new credit card until you temporarily lift
or permanently remove the freeze. There is no cost to freeze or unfrecze your crodit files.

Pursuant to federal law, you cannot be charged to place or lift a credit frocze on your credit report. To request a

Full name (including middle initinl as well as Jr., Sr., [LUL ctc.);

Social Sccurity number;

Date of birth;

Addresses for the prior two to five years;

Proof of current address, such as a current utility bill or telephone bill;

A legible photocopy of a government-issued identification card (state driver’s license or ID card, ere.); and

A copy of cither the police report, investigative report, or complaint to a law enforcement  agency concerning
identity theft if you are a victim of identity theft.

NPBA W~




S. You can ebtain sdditional infermation about the steps you can take to avoid identity theft from the following
sgencics. The Federal Trade Commission also encourages those who discover that their information has been misused

w file & complaint with them, at https-//www.identitytheft gov/.

California Residents: Visit the California Office of Privacy Protection (http//www.ca gov/Privacy) for additional

Kentucky Residents: Office of the Attorncy General of Kentucky, 700 Capitol Avenuc, Suite 118 Frankfort, Kentucky
40601, www.ag ky.gov, Telephone: 1-502-696-5300.

Maryland Residents: Office of the Attorncy General of Maryland, Consumer Protection Division 200 St. Paul Place
Baltimore, MD 21202, www.oag state md us/Consumer, Telephone: 1-888-743-0023.

New Mexico Residents: You have rights pursuant to the Fair Crodit Reporting Act, such as the right 1o be told if
information in your credit file has been used against you, the right to know what is in your credit file, the right to ask
for your credit scorc, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit
Reposting Act, the consumer reporting agencies must correct or delcte inmccurate, imcomplete, or unverifiable
information; consumer reporting agencics may not report ouldated negative information; access to your file is limited;
you must give your consent for credit reports to be provided 1o employers; you may limit “prescreened™ offers of credit
and insurance you get based on information in your credit report; and you may sock damages from a violstor. You may
have additional rights under the Fair Credit Reporting Act not summarized here. Identity theft victims and active doty
&ymmmmwmmuﬁ.mmm You can review your rights

to Fair Cta&t Rq,uh‘ Act by visiting

Cah’ umln& FehllTralkaoooPﬂuyhmAme Washington, D.C. 20580.

North Carvlins Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center,
Ralcigh, NC 27699-9001  www.ncdoi gov, Telephone: 1-919-716-6400.

Oregon Residents: Oregon Departmemt of Justice, 1162 Court Strest NE, Salem, OR 97301409,
www.doj state.or.us/, Telephone: 877-877-9392.

Rbode Island Residents: Office of the Attorney General, 150 South Main Street, Providence, Rhode Island 02903,
www.riag ri.gov, Tclephone: 401-274-4400.

All US Residents: [dentity Theft Clesringhouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer gov/idtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-4261.





