Fidelity

INVESTMENTS

January 11, 2018

Office of the Attorney General

New Hampshire Department of Justice
33 Capitol Street

Concord, NH 03301

To Whom It May Concern:

Pursuant to RSA 359-C:20, we are writing to notify you of an unauthorized disclosure of personal
information involving one New Hampshire resident.

From November 24, 2017 to December 7, 2017, due to an error by Fidelity, information about
the resident’s account was inadvertently sent to a third-party which offers financial data
analytics services to financial advisors, including financial advisors which do business with
Fidelity. As a result of our error, another financial advisor had the ability to access the account
information through this financial data analytics vendor. The information about the resident’s
account was sent in a secure manner, and we have no evidence of misuse of this information
by either the third-party analytics firm or the financial advisor. Data concerning the resident
included name, Fidelity account number, Social Security number, date of birth, account
balances and history.

Fidelity initially became aware of the matter on December 8, 2017 when our service provider
who sends the data on our behalf had an inquiry regarding the data. We reviewed the data,
noted the error and corrected it, prior to the data being sent that day. The account information
is no longer being sent to the third-party nor is it accessible to the other financial advisor.
Additionally, the third-party firm was cooperative in deleting the data from its system. Fidelity
researched the matter and reviewed the list of potentially impacted accounts. By December
26, 2017, we confirmed the actual impacted accounts.

This incident impacted one New Hampshire resident. We notified the resident by letter on
January 11, 2018. A copy of the letter is attached.

If you have any questions, please contact me at 617-392-1224.

Sincerely,

Wollboon I Qecsef

William G. Duserick
Chief Privacy Officer
Fidelity Investments
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