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March 25, 2020

Attorney General Gordon J. MacDonald Via email and regular USPS mail
Office of the New Hampshire Attorney General

Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

attorneygeneral@doj.nh.gov

Re: Notice of Information Security Incident
Dear Attorney General MacDonald:

On behalf of Farm Family Casualty Insurance Company (“Farm Family”), | am sending this letter to notify
the New Hampshire Attorney General of an incident involving a compromised email system that was recently
reported to Farm Family by a third party service provider, ESIS, Inc. (“ESIS”), on March 18, 2020. ESIS provides
claims adjustment services for workers compensation policies issued by Farm Family. This incident also involves
one of ESIS’s subcontractors, Insurance Recovery Group (“IRG”).

Upon notification, we promptly began an internal investigation and will be interviewing ESIS about the
incident. At this point, we have been told that IRG discovered suspicious activity in its email system on or about
January 2, 2020 and that some of the affected emails were sent by ESIS and contained personal information of
certain worker’s compensation claimants. It is our understanding that these emails contained information of
approximately twenty-five (25) New Hampshire residents including the resident’s name and social security
number. Without prior notice to or involvement of ESIS or Farm Family, IRG provided notice of the incident and
remediation services, including identity monitoring services through ID Expert, to the individual claimants that
may have been impacted. IRG also notified state regulators and the Federal Bureau of Investigation before
involving or notifying ESIS or Farm Family.

While we have no evidence that the information of the New Hampshire residents has been or is likely
to be either accessed or misused, we plan to send these residents a notification letter with a description of the
incident and advice on how to minimize the risk of fraud and protect personal information from misuse. We
anticipate sending this letter within the next two weeks. If you have any questions about the incident, please
feel free to contact the Chief Corporate Compliance Officer, Dwain A. Akins, at
dwain.akins@americannational.com or (409) 621-7739.

Sincerely,

Laura E. Hughes, FLMI, AIRC
Associate Legal Counsel, Corporate Relations & Compliance

CC: Dwain A. Akins, SVP, Chief Corporate Compliance Officer
J.D. Johnson, EVP, Corporate Business Process Officer and CIO
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