
Amelia M. Gerlicher

AGerlicher@perkinscoie.com

D. +1.206.359.3445

F. +1.206.359.4445

March 2, 2022

State of New Hampshire
Department of Justice
Office of the Attorney General Gordon J. MacDonald
33 Capitol Street
Concord, NH 03301
attorneygeneral@doj.nh.gov

RE: Notification of Security Incident

Dear Mr. MacDonald:

I am writing on behalf of Expedia Group, Inc., to inform you of a recent incident that may have 
involved access to consumer credit card information. Expedia provides booking services for 
hotels across several websites, including Expedia.com, Hotels.com, and others. On February 14, 
Expedia discovered that an unauthorized user had fraudulently gained access to certain hotel 
reservations on Expedia backend systems. Under some circumstances, these records include 
credit card information used to process the reservation or related fees. It is possible that the actor 
used their access to the reservation records to obtain this credit card information.

Expedia has terminated the fraudulent activity and has taken additional steps to enhance its 
protocols to detect and disable such activity. In light of this incident, it is notifying affected 
customers, including approximately one believed to live in New Hampshire, beginning
Wednesday, March 2, 2022.

Please contact me at the above address with any questions or concerns regarding this incident.

Sincerely,

Amelia M. Gerlicher



From: 

To: 

Subject: 

Expedia.com 

Important Information about your prior Expedia Group booking

Date: 

Re: Notice of Security Incident 
Card ending in xxxx 

Dear Traveler, 

We are writing to let you know of an issue discovered recently that may have resulted in 
unauthorized access to your credit card information. 

What Happened? 
An unauthorized user fraudulently gained access to certain bookings made through an Expedia 
Group brand between March 24th, 2021 and February 14th, 2022. Under some circumstances, 
these records include credit card information used to process the reservation or related fees. We 
believe that the actor may have used their access to the reservation records to obtain this credit 
card information. 

What Information Was Involved? 
Your name, email address, and credit card number were potentially accessed. The system does 
not store the card security code or your billing address. 

What Are We Doing? 
We removed the actor from the system and continue to review account protocols to detect and 
discourage such activity. As an additional benefit to affected customers, we are offering a 
membership to a credit monitoring service. Instructions for activating this service are below. 

What You Can Do 
Even though to date we have not received any reports of actual misuse of any information as a 
result of this incident, we recommend that you monitor your credit card transaction records and 
report suspicious activity to your credit card company. Additional steps to protect your personal 
information are below. 

You may also contact us at 1-800-397-3342. 

On behalf of Expedia Group, we regret any inconvenience this may cause you. 

Sincerely, 
Expedia Group Customer Service 

Additional Information 










