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Attorney General John Formella 
Consumer Protection Bureau 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 033012 

Re: Notice of Potential Breach of Security in Personal Information 

Dear Attorney General Formella: 

This firm is legal counsel to ExaGrid Systems, Inc. (“ExaGrid”), a technology company based in 
Westborough, Massachusetts. Pursuant to New Hampshire law, we are writing to notify you of a 
data security incident potentially involving approximately 29 New Hampshire residents.  

I. The Parties  

ExaGrid is the entity which experienced the data security incident. On or about April 29, 2021 
select members of ExaGrid’s upper management received an email stating that “ContiLocker 
Team” is responsible for the incident.  

II. Nature of the Data Security Incident  

On or about April 28, 2021, ExaGrid employees reported inability to access certain files located 
on their company-provided laptop computers. On or about April 29, 2021, ExaGrid learned it 
was the victim of a ransomware attack. On that date, the threat actor, by electronic 
correspondence, indicated to ExaGrid it had infiltrated ExaGrid’s network, downloaded, and 
encrypted data. The treat actor demanded payment in exchange for deletion of the copied data.  

It is believed the data copied by the threat actor relate to confidential business records of 
ExaGrid.  

ExaGrid is a “business to business” company and does not handle personal data of any 
customers. It is currently believed the only personal data of any individual on the ExaGrid 
network would be that of current or former employees of ExaGrid, contained in a password-
protected Human Resources file. Such data include past and present employee names, residential 
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addresses, phone numbers, Social Security Numbers, and dates of birth. At this time, we do not 
have evidence that any such data were actually obtained by a third party. 

On April 30, 2021, ExaGrid retained the consulting firm Kivu Consulting, Inc. (“Kivu”) to 
address the incident, including by conducting a forensic investigation of the cause and scope of 
the incident. The forensic investigation is ongoing. We are not aware of any instances of identity 
theft, fraud, or financial losses to any potentially affected individuals.  

III. New Hampshire Residents Potentially Affected 

As known at the time of this notification, the number of individuals residing in New Hampshire 
who may be potentially affected by this incident is approximately 29. Notification of the data 
security incident will be sent on May 14, 2021 via First Class Mail. A copy of the notice to 
potentially affected individuals is attached hereto.  

ExaGrid has also taken steps to prevent similar incidents from occurring in the future. Such 
preventative measures include a review of its Written Information Security Plan (“WISP”), 
which was maintained at the time of the incident, to determine whether revisions are necessary, 
and introduction of multi-factor authentication for use of its network. 

IV. Steps Taken by ExaGrid and Plan Relating to the Incident  

Upon learning of the incident, ExaGrid immediately took its servers offline and began work to 
remove the ransomware from its systems. From the time ExaGrid first learned of the incident, it 
has been in communication with its antivirus protection vendor, Sophos, Inc., to ensure its 
network is operating properly and free of ransomware or malware. ExaGrid is in the process of 
bringing up its network with two factor authentication and will require each employee to change 
their network access password before getting back on the network. Additionally, ExaGrid 
reported the incident to its insurer, engaged the services of the law firm Freeman, Mathis & 
Gary, LLP, engaged the services of third-party digital forensic analysis and negotiations 
company, Kivu, and reported the incident to the Federal Bureau of Investigation.  

V. Other Notification and Contact Information 

If the Office of the Attorney General has any additional questions or requires further 
information, please direct all questions and inquiries to: Ben Dunlap, Freeman, Mathis & Gary, 
LLP, 60 State Street, Suite 600, Boston, MA 02109, (617) 963-5973, bdunlap@fmglaw.com.  

We believe this provides you with all information necessary for your purposes and to comply 
with New Hampshire law. However, if anything further is needed, please contact me. 

Very truly yours, 

Ben Dunlap 
Enclosure 
cc: Thomas G. Hay, Esq. 
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