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Template Notification
May 5, 2017
[NH RESIDENT NAME)
[ADDRESS]

[CITY, STATE ZIP)
Dear [NH RESIDENT]:

At Equian, we take the privacy and security of our employees’ information seriously. We are
writing to inform you that, despite our best efforts, Equian has been the victim of unauthorized
access to our company information.

On or about March 29, 2017, we discovered that on August 23, 2016, an unauthorized third party
may have received access to 2015 W-2 tax information for current and former Equian employees
through a phishing email scam. Unfortunately, these types of attacks are becoming
commonplace and hackers are growing more sophisticated. The information contained in the W-
2 tax forms included employees’ first and last names, addresses, and Social Security numbers.

After we discovered the attack, we advised the affected employees about the incident and the
steps they can take to protect themselves from any harm that may result from the incident. We
are currently assessing the security measures we have in place to minimize the chances that a
similar incident will occur in the future. Our own investigation into the incident is ongoing, and
we will continue to implement security enhancements as needed.

Although Equian has no reason to believe that your tax information has been used to engage in
identify theft, we would like to provide you with twelve (12) months of credit monitoring and
identify theft protection services with a third-party service provider, Experian, at no cost to you.
If you believe there was fraudulent use of your information as a result of this incident and would
like to discuss how you may be able to resolve those issues, please reach out to an Experian
agent. If, after discussing your situation with an agent, it is determined that fraud resolution
support is needed then an Experian Fraud Resolution agent is available to work with you to
investigate and resolve each incident of fraud that occurred from the date of the incident
(including, as appropriate, helping you with contacting credit grantors to dispute charges and
close accounts; assisting you in placing a freeze on your credit file with the three major credit
bureaus; and assisting you with contacting government agencies to help restore your identity to
its proper condition).

Please note that this offer is available to you for one-year from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located
at www.experian.com/fraudresolution. You will also find self-help tips and information about
identity protection at this site.
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While Fraud Resolution assistance is immediately available to you, we also encourage you to
activate the fraud detection tools available through ProtectMyID® Elite as a complimentary one-
year membership. This product provides you with superior identity detection and resolution of
identity theft. To start monitoring your personal information please follow the steps below:

e Ensure that you enroll by Your code will not work after this date.)
e Visit the ProtectMylD webstte t~ envoll: www.protectmyid.com/enroll
e Provide your activation code

If you have questions about the service, need assistance with fraud resolution that arose as a
result of this incident or would like an alternative to enr¢line in PratactMuIN npline, please
contact Experian’s customer care team at 77.441_A047 by Be prepared
to provide engagement number as proor oI euigibuity tor the fraud
resolution services by Experian.

ADDITIONAL  DETAILS REGARDING YOUR 12-MONTH PROTECTMYID
MEMBERSHIP:

A credit card is not required for enrollment in ProtectMyID.

You can contact Experian immediately regarding any fraud issues, and have access to the
following features once you enroll in ProtectMyID:

e Experian credit report at signup: See what information is associated with your
credit file.

e Active Surveillance Alerts: Monitors Experian, Equifax and Transunion files for
indicators of fraud.

e Internet Scan: Alerts you if your information is found on sites containing
compromised data.

e Address Change Alerts: Alerts you of changes to your mailing address

e Fraud Resolution: Identity Theft Resolution agents are immediately available to
help you address credit and non-credit related fraud.

e ExtendCARE: You receive the same high-level of Fraud Resolution support even
after your ProtectMyID membership has expired.

e $1 Million Identity Theft Insurance*: Provides coverage for certain costs and
unauthorized electronic fund transfers.

e Lost Wallet Protection: Get help replacing credit, debit, and medical insurance
cards.

There are additional actions you can consider taking to reduce the chances of identity theft or
fraud on your account(s). Please refer to www.experian.com/fraudresolution for this
information.

We also recommend that you consider filing IRS Form 14039 immediately. IRS Form
14039 permits the reporting of any event involving your personal information that may at some
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future time affect vour federal tax records. You can obtain IRS Form 14039 from the following
website: You may wish to print the form and mail
or fax it according to the nstructions. In most cases, in response to such a submission, the IRS
will confirm your identity and begin monitoring your federal tax account. In some cases, you
may also be issued a unique Identity Protection Personal Identification Number (IP PIN) for tax
filing purposes. The IP PIN is a unique six-digit number that verifies your identity at the time
your taxes are filed. If you wish. vou mav visit the following website to reauest an IP PIN to use
when you file your taxes:

Additionally, we advise you to remain vigilant for incidents of fraud and identity theft by
periodically reviewing your account statements and monitoring free credit reports. If you would
like to learn more about the steps you can take to protect against identify theft or fraud, please
review the enclosed “Important Identify Theft Information™ materials.

The security of your information is important to Equian, and the safety and well-being of our
employees is our highest priority. We apologize for any inconvenience this incident may cause
you and thank you for your understanding and cooperation. Please feel free to contact me to
learn more about the incident, inquire about the personal information we maintain about vou, or
request any type of assistance. You may reach me at 502-214-1194 o1

Sincerely,

Daniel T. Gibson
General Counsel and Chief Administrative Officer

Enclosure:  “Important Identity Theft Information”
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Important I#~~+ty Theft Information

You can help protect yourself from identity theft or other unauthorized use of personal
information by taking some simple steps.

Remain vigilant. We recommend you remain vigilant for possible incidents of fraud and identity
theft by reviewing your account statements and monitoring free credit reports. Credit reports can
be obtained at:

Equifax
1-800-685-1111
www.equifax.com

Experian
1-888-397-3742
WWw.experian.com

TransUnion
1-800-916-8800
WWwWw.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor
inquiries that you did not initiate or do not recognize. Look for information, such as home
address and Social Security number, that is not accurate. If you see anything you do not
understand, call the credit reporting agency at the telephone number on the report. We
recommend you remain vigilant with respect to reviewing your account statements and credit
reports, and promptly report any suspicious activity or suspected identity theft to us and to the
proper law enforcement authorities, including local law enforcement, your state’s attorney
general and/or the Federal Trade Commission (“FTC”). More information is available on the
FTC’s web site, at You can also call the FTC at (877) IDTHEFT
(438-4338) or write to the ¢ 1 C at the tollowing address:

Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580

If you are a resident of Maryland or North Carolina, you may reach your state’s attorney general
using the contact information below to learn more about preventing identity theft:

Maryland Office of the Attorney General North Carolina Attorney General’s Office
200 St. Paul Place 9001 Mail Service Center

Baltimore, MD 21202 Raleigh, NC 27699

1-888-743-0023 1-877-5-NO-SCAM (566-7226)
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Add fraud alerts to your credit file. You can add a fraud alert to your credit report file to help
protect your credit information at no charge. A fraud alert can make it more difficult for someone
to get credit in your name because it tells creditors to follow certain procedures to protect you,
but it also may delay your ability to obtain credit. To place a fraud alert in your file, call one of
the three nationwide credit bureaus. As soon as that bureau processes your fraud alert, it will
notify the other two bureaus, which will also place fraud alerts in your file.

Place a security freeze on your credit report. You may have the right to put a credit freeze,
also known as a security freeze, on your credit file, so that no new credit can be opened in your
name without the use of a PIN number that is issued to you when you initiate a freeze. A credit
freeze is designed to prevent potential credit grantors from accessing your credit report without
your consent. If you place a credit freeze, potential creditors and other third parties will not be
able to get access to your credit report unless you temporarily lift the freeze. Therefore, using a
credit freeze may delay your ability to obtain credit. In addition, you may incur fees to place, lift
and/or remove a credit freeze. Credit freeze laws vary from state to state. The cost of placing,
temporarily lifting, and removing a credit freeze also varies by state, generally $5 to $20 per
action at each credit reporting company. Unlike a fraud alert, you must separately place a credit
freeze on your credit file at each credit reporting company. Because the instructions for how to
establish a credit freeze differ from state to state, please contact the three major credit reporting
companies as specified below to find out more information about the process:

Equifax
P.O. Box 105788
Atlanta, GA 30348
www.equifax.com
1-888-766-0008

Experian
P.O. Box 9554
Allen, TX 75013
WWWw.experian.com
1-888-397-3742

TransUnion LLC
P.O. Box 2000
Chester, PA 19022
WWW.transunion.com
1-800-680-7289

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or
one of the national credit reporting agencies listed above.

Report potential tax fraud to the appropriate state agency. In addition to filing IRS Form
14039, you can report potential tax fraud to the appropriate agency within the state in which you
file taxes.
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If you file taxes in Oklahama von can rennrt natential tax fraud to the Oklahoma Tax
Commission at

If you file taxes i treoon von can renart natantial v fraud to the Oregon Department of
Revenue at

If you file taxes i rennsyivania. vou can renort notentia] tax fraud to the Pennsylvania
Department of Revenue at

If you file taxes in South Carotina. vou can renart notential tav frand ta tha Qangth Carolina
Department of Revenue at

If you file taxes in Tennessee. von ¢an rennrm notennial tay trand ta tha Tannacaan Mawawqpant of
Revenue at

TE VOI FIIE Tancm tre s 6nian wenns oons Foraar musianiias 1oy Teana T ThA § avan § noeseses | ap ot
L1 UL LIV WAL T YV AL VLTI LA BT WA TH MU 1AV TrAIIA TR ThRA W/ iannmnee I)epartment Of
Revenue at
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