


eleqtronic copies of th.e database report that he had in his possession, or he has delivered all
copies and/.or t?lectronlc files to personnel of Enterprise Bank. Aside from the instances described
above, he (i) did not further download, transfer or copy, (ii) did not allow anyone else access to,

and (iii) has not retained, in any format, any client personal information contained in the database
report.

In addition to working on identifying and notifying all of the Investment Advisory clients that
have been impacted, Enterprise Bank is in the process of notifying; the Massachusetts and New
Hampshire Division of Banks, the Massachusetts, New Hampshire, Connecticut, New York and
Vermont Attorney Generals, the Massachusetts Office of Consumer A ffairs and Business
Regulation, the New York Division of State Police, New York State Division of Consumer
Protection, the Federal Reserve Bank of Boston, and the Federal Deposit Insurance Corporation.

A formal notification to all customers affected will be mailed on December 29, 2014. Enterprise
Bank will also inform the three national consumer reporting agencies of the incident.

Customers will be provided with the following information and guidance:

e A recommendation that the customer review investment account statements and
immediately report any suspicious activity to the Bank;

e A description of fraud alerts and an explanation of how the customer may place a fraud
alert in the customer’s consumer reports;

e A recommendation that the customer periodically obtain credit reports from each
nationwide credit reporting agency and information relating to how to have fraudulent
transaction deleted;

e An explanation of how the customer may obtain a credit report free of charge;
Information about the FTC’s online guidance regarding steps a consumer can take to
protect against identity theft and the FTC address and toll free telephone number that can
be used to obtain identity theft guidance and report suspected incidents of identity theft;

e A one year subscription to an Identity Theft product from Deluxe free of charge;

Management is in the process of reviewing and assessing procedures that will help prevent the
occurrence of this type of unauthorized access in the future. Initial steps will include additional
training for employees, and Investment Advisory procedures will be enhanced. Changes as a
result of this incident will be reported to the Board’s Enterprise Investment Advisory, Banking
Technology Steering and Audit Committees.






