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March 27, 2017 

Attorney General Joseph A. Foster 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03302 

Re: Data Security Incident 

Dear Attorney General Foster: 
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Gregory J. Bautista 
914 .872.7839 (d irect) 

Gregory. Bautista@wi Ison el ser. com 

We represent Easy Breathe, Inc. ("Easy Breathe"), located in Los Angeles, California, with 
respect to a recent potential data security incident described in more detail below. Easy Breathe 
takes the security and privacy of the information in its control very seriously, and is taking steps 
to prevent a similar incident from occurring in the future. 

1. Nature of the security incident. 

On February 10, 2017, Easy Breathe learned that an unknown individual may have accessed 
customer credit and debit card information used to make purchases at its online store. Easy 
Breathe immediately took action to secure its system and commenced an investigation to 
determine what information may have been accessed. Easy Breathe determined that the 
unknown individual may have accessed customer payment card information, including name, 
address, telephone number, and credit/debit card information. No customer health information 
(for example, Social Security number insurance member ID number, etc.) was present or at risk. 

2. Number of New Hampshire residents affected. 

A total number of three hundred and thirty (330) residents of New Hampshire were affected by 
this security incident. Notification letters to these individuals were mailed on March 27, 2017, 
via first class mail. A sample copy of the notification letter is included with this letter. 
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3. Steps taken relating to the incident. 

Easy Breathe has taken steps to prevent a similar event from occurring in the future, and to 
protect the privacy and security of customer information. These steps included engaging TT 
experts who have assisted Easy Breathe in securing its website, addressing possible 
vulnerabilities, and implementing continuous security monitoring of its website. Easy Breathe is 
also offering potentially impacted individuals identity repair services for one year, at no cost to 
the individual through AllC!ear ID. Notice has also been provided to the credit reporting 
agencies. 

4. Contact information. 

Easy Breathe remains dedicated to protecting the sensitive information in its control. If you have 
any questions or need additional information, please do not hesitate to contact me at (9 ! 4) 872-
7839 or Gregory.Bautista@wilsonelser.com. 

Please let us know if you have any questions. 

Very truly yours, 

Wilson Elser Moskowitz Edelman & Dicker LLP 

Gregory J. Bautista 
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easy breathe.com 
It's supposed to be this easy 

Processing Center • P.O. BOX 141578 •Austin, TX 78714 
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JOHN Q . SAMPLE 
1234 MAIN STREET 
ANYTOWN US 12345-6789 

Dear John Sample: 

March 27, 2017 

We are writing to infonn you of an incident at Easy Breathe, Inc. ("Easy Breathe") that may have resulted in the 
disclosure of your name and payment card information. We take the security of your personal information very seriously, 
and sincerely apo logize for any inconvenience this incident may cause. This letter contains information about steps you 
can take to protect yourself. 

On February 10, 2017, we learned that an unknown individual may have accessed yom credit or debit card infonnation 
used to make purchases at our online store. We immediately took action to secure our system and commenced an 
investigation to determine what information may have been accessed . We determined that the unknown individual may 
have accessed customer payment card information, including name, address, telephone number, and credit/debit card 
information. None of your health information (for example, social security number, insurance member ID number, etc.) 
was present or at risk. 

We recommend that you check your current and past credit or debit card statements for unusual or suspicious activity, and 
if any is found, report it to your bank or credit card company. Additional tips for protecting your information can be 
found following this letter. 

As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months at no 
cost to you. The following identity protection services start on the date of this notice and you can use 
them at any time during the next 12 months. 

AllClear Identity Repair: This service is automatically avai lable to you with no enro llment required. If a 
problem arises, simply call 1-855-801-1258, provide your Reference Code Redemption Code, and a 
dedicated investigator will help recover financial losses, restore your credit and make sure your identity is 
returned to its proper cond ition. 

We want to assure you that we have taken steps to prevent a similar event from occurring in the future , and to protect the 
privacy and security of your information. We have engaged IT experts who have ass isted us in securing our website, 
addressed possible vulnerabilities, and implemented continuous security monitoring of our website. 

Please know that the protection and security of your personal information is our utmost priority, and we sincere ly regret 
any inconvenience or concern this matter may cause you. If you choose to visit Easy Breathe again, we'd like to offer you 
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25% off your next order with the coupon code EASY25. If you have any questions or concerns, please call l-855-801-
1258, Monday through Saturday, 6:00 a.m. to 6:00 p.m. (Pacific). 

Sincerely, 

... 

Nicholas Weiss 
Chief Executive Officer 



Additional Important Information 

For residents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: 
It is recommended by state Jaw that you remain vigilant for incidents of fra ud and identity theft by review ing cred it card account statements 
and monitoring your credit report for unauthor ized activity. 

For r esidents of Illinois, Iowa, Marv/and, Missouri, North Carolina, Orer:on, and West Virr:inia: 
It is required by state Jaws to in fo rm you th at you may obta in a copy of yo ur credit report, free of charge, w heth er o r not you susp ect 
any unauthorized ac tivity on yo ur account. You may ob tain a free copy of your c redit repor t from each of the nationwide three credit 
reporting agencies . To order yo ur free credit report, please visit www.annual creditreport.com , o r ca ll to ll- free at 1-877-322-8228. You 
can a lso order yo ur annual free credit repo rt by mailing a co mpl eted A nnua l Credit Report Requ est Form (ava il ab le at 
http s: //www.cons um er. ftc.gov/artic les/O 15 5 -free-c redit-reports ) to: Annual C redit Report Request Service , P.O. Box I 05281, At lanta, 
GA, 30348-528 1. 

For r esidents of Iowa: 
State law advises you to report any suspected identity theft to law enforcement or to the Attorney Genera l. 

For residents of Oregon: 
State laws advise you to report any suspected identi ty theft to law enforcement, incl uding the Attorney General, and the Federa l Trade 
Com mi ss ion. 

For residents of Marv/and, Rhode Island, Illinois, a nd North Carolina: 
You can obta in in formation from the Maryland and North Carolin a Offices of the Atto rneys General and the Federal T rade Commission about 
fraud a lerts, security freezes, and steps you can take toward preventing identity the ft. 

Maryland Office of the 
Attorney General 
Consumer Protection Di vision 
20 0 St. Paul Pl ace 
Ba ltimore, MD 2 1202 
1-888-743 -0023 
www.oag.state .md.us 

For residents of Massachusetts: 

Rhode Island Office of th e 
Attorney General 
Consum er Protection 
150 South Main Street 
Providence, RI 02903 
1-401-274-4400 
www.riag. ri. gov 

North Carolina Office of th e 
Attorney General 
Consumer Protection Di vision 
900 I Mail Service Cen ter 
Raleigh, NC 27699-900 I 
1-877-566-7226 
www. ncdoj.com 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvani a Ave, NW 
Washington, DC 20580 
1-877 -IDTHEFT (438-4338) 
www.ftc.gov/bcp/edu/microsi tes/ 
id theft 

It is required by state Jaw that you are in formed of your ri ght to obtain a police report if you are a vict im of identity theft. 

For residents of all states: 

Fraud Alerts: You can place fraud a lerts w ith the three credit bureaus at one of the three major credi t bureaus by phone and also via Ex perian' s 
or Equifax's website. A fraud a lert tells c reditors to follow certain procedures, including contacting you, before they open any new accounts 
or change your ex isting accounts. For that reason, placing a fraud alert can protect you, but also may delay you when you seek to obta in credit. 
The contact in fonnation for a ll three credit bureaus is below: 

Monitoring: You should always remain vigil ant and monitor you r accounts for susp ic ious or unusual activity. 

Security Freeze: You also have the right to pl ace a securi ty freeze on your credit report. A security freeze is intended to prevent credit, l oans 
and services from being approved in your name without your consent. To place a security freeze on your cred it report, you need to make a 
request to each consumer reporting agency. You may make that request by certified mail , overn ight mail , or regu lar stamped mai I, or by 
fo ll owing the instructions found at the webs ites li sted below. The fo llowing informat ion mu st be included when requesting a security freeze 
(note that if you are requesti ng a credit report fo r your spouse, this information must be provided for him/ her as well ):(!) full name, with 
middl e init ia l and any suffixes; (2) Soc ial Security number; (3) date of birth; (4) current address and any prev ious addresses fo r the past five 
yea rs ; and (5) any applicab le in c ident report or complai nt with a law enforcement agency or th e Registry of Motor Vehic les . The request must 
a lso include a copy of a government-i ssued identification card and a copy of a recent utility bill or bank or in surance statement. It is essenti a l 
that each copy be legibl e, di spl ay your name and current mailing address, and th e date of issue. The consum er reporting agency may charge a 
small fee to p lace, li ft, o r remove a freeze, but is free if you are a victim of identity theft or the spouse of a victim of identity theft, and you 
have submitted a va lid police report re lating to the identity theft inc ident to the consumer reporting agency. You may ob ta in a secu ri ty freeze 
by contacting any one or more of the fo llowing national consumer reporting agencies: 

E quifax Security Freeze 
P.O. Box 105788 
Atlanta , GA 30348 
www .eq ui fax.co m/help/credit-freeze/en cp 
800-525-6285 

Experian Security Freeze 
P.O . Box 9554 
Allen, TX 750 I 3 
http: //www . experian. com/freeze 
888-397-3742 

TransUnion (FVAD) 
P.O. Box 2000 
Ches ter, PA 19022 
www. transuni on.com 
888-680-7289 

More information can also be obtained by co ntacting the Federal Trade Commission listed above. 
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