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August 30, 2018

Via Email: attorneygeneral@doj.nh.gov
Attorney General Joseph Foster
Office of the Aftomey General
33 Capitol Street
Concord, NH 03301

RE: Dutch Gardens USA
Our File No. 41105.00124

Dear Attorney General Foster:

Pursuant to N.H. Rev. Stat. Ann. § 359-C:20(I)(b), we are writing to notify you of a data security
incident involving 130 New Hampshire residents. We are submitting this notification on behalf of our client,
Richard Owen Nursery, Inc. d/b/a Dutch Gardens USA ("Dutch Gal'dens").

Nature Of The Security Breach

Dutch Gardens is a producer and distributor of home gardening products based in Bloomington, Illinois.
On or about August 6, 2018, Dutch Gardens became aware that its website had become infected with Malware.
Dutch Gardens has determined that its website may have been infected during the period of September 29, 2017
until July 3 l, 2018. As a result, some of the personal infonnation belonging to New Hampshire residents may
have been exposed to others, including their first and last names, addresses used, credit card information, email
addresses and phone numbers.

The residents involved in this incident will be forwarded letters notifying them of this incident on
September 5, 2018. A copy of the form letter is attached hereto .

Steps Taken Relating To The Incident

Upon learning of the Cyber-attack, Dutch Gardens took steps to address this incident promptly after it
was discovered, including undertaking an internal investigation of the matter to determine how this incident
occurred and who was impacted. Dutch Gardens conducted an analysis and remediation of its system to ensure
that it is now secure. It is also in the process of reviewing internal policies and data management protocols and
have implemented enhanced security measures to help prevent this type of incident from recurring in the fUture.
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Should you need additional in1i>rmation regarding this matter, please contact me.

Very truly yours,

D L 5  I

DAVID J. sllAnnon

DJ Szj l

Tfncl .



Company Logo

Return Mail Pmccssing Center
P.(). Box 6336
P<)rtla\1d OR 97228-6336

<<Name l>>
<<Namc 2>>
<<Addrcss ]>>
<<Addrcss 2>>
<<City>><<State>><<Zip>>
<<CouM1y>>

<<Da1C>>

NUTICE OF I)ATA BREACII

Dear <<Namc l>>:

We are writing to intbrm you of a potential data breach at Dutch Gardens USA ("I)utcl1 Gardens ) that
may have involved some of y(vur personal ixlfbrmaliorl. Althuug,I1 a breach of information has not been
confirmed, in the best imcrcsts of our customers, and in an abundance of caution alxd security, we
believed it was necessary to lake prudent precautions and to notify you of this incident.

l`hc privacy and protection of our customers' personal inlbrmation is a matter that we lake vcrv seriously.
~9

What Happened
On 01 about August 6, 2018: Dutch Gardens became aware that its website had bcccnnc infected with
Malware resulting in the pmcnmtial conqnromise of some of its customers' pets<)nal intimation, including
yours. Dutch (gardens has determined that its website may have been infected during the period of
September 29, 2017 until July 3 l , 2018.

\Vhat Information Was Involved
Based on our investigation of this matter. we have determined that the personal information that my have
been compromised included first and last names, addresses used, credit card inibrmatiun, email addresses
and phone numbers.

What We Are Doing
Upon discov<:IiI1g this issue, ac imrncdiaiely conducted an investigation to determine how this incident
occurred and who was impacted. We ccmductcd an analysis and remediation of our system to ensure
that it is now secure. We arc also in the process of i*cvicwi.ng_ our internal policies and data lTlzlIll21gclT16I]l
protocols and have implcincnted cnhailccd security measures to help prevent this type ofincidcnt from
reeuiling in the iiiturc.

We sincerely apologjxe for this incident and regret any inconvenience it may cause you. Should yea have
questions or CollccIll1s regarding this matter, please do not hesitate to contact our customer service
department at l-8()()-944-225().

Sincerely,

%d/"éf ml aiff MY/

Maarten van den foulard
Dirccteur, Dutch Gardens



Information about Identity Theft Prevention

We recommend that you regularly review statements f?om your accounts and periodically obtain your credit
report from one or more of the national credit reporting companies. You may obtain a free copy of your credit
repoll online at www.annualereditreport.com, by calling toll-fiee 1-877-822-8228, or by mailing, an Annual
Credit Report Request Form (available at www.annualcreditrepotteom) to: Annual Credit Report Request
Service, I'.O. Box 105281, Atlanta, GA, 30348-5281. You may also purchase a copy of your credit report by
contacting one or more of the three national credit reporting agencies listed below.

P.(). Box 740241, Atlanta, Gcmgia 30374-0241, 1-800-685-111 1,
www.cquifEu4.coln

Experian: I).O. Box 9532, Allen, TX 75013, l-888-397~3742, www.expcrian.com
'l l̀'ansUniun: l'.O. Box 1000, (.,̀ l1cste1, PA 19022, 1-80--888-4213, w.ww.traI1sur1ion.com

When you receive your credit reports, review them carclillly. Look The z1cc<>Lu1ts or creditor inquiries that you
did not initiate or do not recognize. I,ook Rn' information, such as home address and Social Security nllmber,
that is not accurate. If you sec anything you do not understand, call the credit reporting agency at the
telephone number on the report.

Equifax:

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and
promptly report any suspicious activity or suspected identity theft to the proper law enforcement authorities,
including local law en llircerneilt your states attorney general and/or the Federal Trade Commission ("}."I(i").
You may contact the I."lC or your state's regulatory authority to obtain additional inlimnation about avoiding
identity theft.

Federal Trade Commission, (bnsumcr Rcspoltse Center
6()0 Pennsylvania Avemlc, NW, Washington, DC 20580, I-877-ll)1llM£IT (/138-4338),
www. etc . gov/idthcii

For residents of Maryland: You may also obtain inlbrnlation about preventing and avoiding identity
thai firm the Maryland Office of the Attorney (}e11c1'al:

Maryland Office of the Attorney (lcncral, Consumer Protection Division
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.sL1tc.111(l.11s

For residents of North Carolina:You may also obtain iniiwmation about preventing and avoiding
identity theft 1iom the North Carlina Attomcy (}encral's ()t̀ iicc:

North Carolina Attorney Gene1'al's OfTicc, Consumer l'rotcction Division
9001 Mail Service Center, Raleigh, NC 27699-900 l , I-877-5-NO-SCAM. ww'w.I1e<i¢j.gov

You may was to order copies Rf ymlr credit rcpons and check Fm any bills that you do nut recognize. If you
find anything, suspicious, call the credit reporting agency al the phone number 011 the report. Keep a copy of
this notice for your records in ease of future problems with your records. If you are a California resident, ac
suggest that you visit the web site of the CalifOrnia Ofiiee of Privacy Proteetioim at www.privaey.ea.gov to find
more information about your privacy.

Fraud Alerts: There arc also two types of iiaud alerts that you can pluck on your credit report to put your
creditors on notice that you may be a victim of fraud: an initial alert and an extended alit. You may ask that
an initial fraud alert be placed on your credit report if you suspect you have been, or are about to be, a victim of
identity theft. An initial fraud alert stays on your credit report for at least 90 days. You may have an extended
alert placed on your credit rcpoit if you have already been a victim of identity theft with the appropriate



documentary proof. An extended fraud alert stays on your credit report ion 7 years. You can place a fraud Alan
nm your credit report by calling the toll-frcc fraud number of ally of the three national credit reporting agencies

listed below.

IEqui£'1x:
Expudan :
Tr;u1sUnion:

I -888-766-0008, www.cql1ii2\x.cm11
I-888-397-3742, www.cxpcrial1.com
1-800~680-7289, fraudiransuni(m.c<>n1

Credit Frcems: You may have the right to put a credit freeze, also known as a security freeze, on your credit
file, so that no new credit can be opened in your name without the use of a PIN number that is issued to you
when you inidatc a Mme. A erWil freeze is designed to prevent potential credit grantors from accessing, your
credit report without your consent. lfyou place a credit reeve, potential creditors and other third parties will
not be able to get access to your credit report unless you temporarily lift the freeze. lherellore, using a credit
lrcczc may delay your ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a
credit freeze. Credit freeze laws vary from state to state. The cost otplaeing,, temporarily lifting, and
removing a credit freeze also varies by slate, generally SO to $20 per action at each credit reporting company.
Unlike af/'aud alert, you must separately place oz creditfreezc 0/1 your credit./Ile of each credit reporting
C()ll7[)(II1)l e
three lnztjor credit reporting companies as specified below to find out more infOrmations

Since the iustmctions tr how to establish a credit freeze differ Hom state to state, please contact the

Fquifax:
Iixperiamz
I 'ranslJnion l.,l,C:

P.(). Box 105788, Atlanta, GA 30348, v\ww.cq11iihx.oo1n
l'.O. Box 9554, Allen, 'l"X 75013, www.expcIian.con\
l'.O. Box 2000, (Ihestcr. PA, 19022-2000, licczc.transunion.c(>m

You can obtain more infolwn8tioll about f`raud alerts and credit freezes by contacting the l".IIC or one of the
national credit rcpmling agelwics listed above.


