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Attn: Security Breach Notification 
Office of the Attorney General 
Consumer Protection Bureau 
33 Capitol Street 
Concord, NH 03301 

Re: Incident Notification 

Dear Attorney General Gordon MacDonald: 

I write on behalf of Dunkin Brands Inc. ("DBI") . On or after October 31 , 2018, DBI 
learned from a security vendor that third parties that obtained usernames and passwords from 
security breaches of other companies were using this information to attempt to log into Dunkin' 
DD Perks accounts . Although DBI did not experience a data security breach of its own internal 
systems and its security vendor stopped most of the attempted logins, third parties may have 
been able to access DD Perks accounts if users had the same username and password as those 
used in compromised accounts from other companies' security breaches. 

DBI immediately launched an internal investigation and has been working with its 
security vendor to remediate this event and to help prevent this kind of event from occurring 
in the future . DBI forced a password reset that required all of the potentially impacted DD 
Perks account holders to log out and log back in to their account using a new password. DBI 
also has taken steps to replace any DD Perks stored value cards with a new account number, 
but retaining the same value that was previously present on those cards. DBI also reported the 
incident to law enforcement. 

Based on the investigation, DBI believes that there may have been access to the following 
notice-triggering information of New Hampshire residents: first and last name, email address 
(username), and 16-digit DD Perks account numbers and DD Perks QR Codes. 

On November 28, 2018, DBI will begin notifying those individuals who may have been 
affected by this incident via U.S. mail where possible or other authorized delivery method. For 
users for whom DBI has an email address and not a mailing address, this notification is being 
provided via email. 










