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New ~ampshire 

I 
July 28, 2017 

New Hampshire Attorney General 
33 Capitol Street 
Concdrd, NH 03301 

Re: NOTICE OF DATA BREACH 
PLEASE READ CAREFULLY 

Dear ~ ir or Madam: 

10402 Harwin Dr, 
Houston TX, 77036 

https://www.directron.com 

RECEIVED 

JUL 3 1 2017 

CONSUMER PROTECTION 

Recently, Directron discovered that our information technology system was accessed by an unauthorized 
third p~ rty , and we regret to inform you that the personal information of 3 New Hampshire residents may 
have IJ~en affected. We have notified our New Hampshire customers of this potential access to their 
person \ I information . 

What ~appened? 

On or about February 12, 2017 - April 4, 2017, transactions that our New Hampshire customers initiated on 
the Directron website may have been compromised and information regarding such transactions may 
have b~en transmitted to an unauthorized third party. We discovered this unauthorized activity on or 
about May 9, 2017 and engaged a leading technology security firm to conduct a forensic audit of this 
matter.
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At this time, we are reasonably certain that the unauthorized activity stopped on or about May 10, 
2017. 

What Information Was Involved? 

The infdrmation that may have been accessed included names, credit card information , CW codes, bill ing 
and shipping addresses, email addresses, and your Directron website user name and password. 

What We Are Doing 

We take) our obligation to safeguard our customers' personal information very seriously. As stated , we have 
engaged a technology security firm to assist us in determining the source and extent of the unauthorized 
access. \ If any additional significant developments occur, we will notify customers as soon as possible. 
Additionrlly, we have implemented measures to prevent a recurrence of th is data breach and protect the 
privacy Of our valued customers. 

We also \are working with the technology security firm to notify the m~jor credit card companies. Therefore, 
our cust0mers may receive a notice from their credit card company regarding this incident. 

As requi ted by law, we inform you that this breach did not require a law enforcement investigation and that 
this notic

1
e was not delayed due to law enforcement. 



New r ampshire 

For , ore Information 

Above all , we at Directron value our relationships with our customers and the trust that they place with us. 
We b~lieve that we have successfully blocked any further access via the method used to compromise these 
transactions and will continue to review and strengthen our information technology systems and protocols 
in an pngoing effort to enhance security. If you have any questions or concerns regarding this matter, please 
call our information line anytime: (713) 933-1011 or contact us at facts@d irectron .us. 
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Attac~ed is a sample copy of the notice being sent to our New Hampshire resident customers. Attached to 
the notice is a Personal Information Security Guide that provides information for our customers on 
protedting their personal information. The Guide provides information on the right to request a police report, 
how t6 request a security freeze, and information that customers must provide when requesting a security 
freezd. We have also posted a copy of the Personal Information Security Guide, as well as fees required 
by crJdit reporting agencies in order to place a security freeze on your credit report, on our website at 
https:ftwww.directronfacts.com. 

Since;ely, 

Julia iu , President 
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VIA EMAIL AND REGULAR FIRST CLASS MAIL 

(Nam~) 
(Address) 
(City, State, Zip) 

Re: NOTICE OF DATA BREACH 
PLEASE READ CAREFULLY 

Dear C:Customer: 

10402 Harwin Dr, 
Houston TX, 77036 

https://www.directron.com 

Recen\tly, Directron discovered that our information technology system was accessed by an unauthorized 
third p rty, and we regret to inform you that your personal information may have been affected. 

On or about [transaction date(s)], a transaction you initiated on the Directron website may have been 
compr<Dmised and information regarding your transaction may have been transmitted to an unauthorized 
third p~rty . We discovered this unauthorized activity on or about May 9, 2017 and engaged a leading 
technology security firm to conduct a forensic audit of this matter. At this time, we are reasonably certain 
that th, unauthorized activity stopped on or about May 10, 2017. 

What Information Was Involved? 

The infL mation that may have been accessed included names, credit card information, CW codes, billing 
and shipping addresses, email addresses, and your Directron website user name and password. 
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What We Are Doing 

We take our obligation to safeguard your personal information very seriously. As stated , we have engaged 
a techn~logy security firm to assist us in determining the source and extent of the unauthorized access. If 
any adqitional significant developments occur, vve will notify you as soon as possible. Additionally, we have 
implemented measures to prevent a recurrence of this data breach and protect the privacy of our valued 
custom! rs. 

We also
1 
are working with the technology security firm to notify the major credit card companies. Therefore, 

you ma~ receive a notice from your credit card company regarding this incident. 

As requif ed by law, we inform you that this breach did not require a law enforcement investigation and that 
this notice was not delayed due to law enforcement. 



NeJ Hampshire 

What You Can Do 

We \eeply regret that this incident could affect you and are alerting you about this issue so you can take 
step~ to protect yourself. The attached Personal Information Security Guide provides information on 
protebting your personal information. The Guide provides information on your right to request a police 
repo~, how to request a security freeze, and information that you must provide when requesting a security 
freeze. We have posted a copy of the Personal Information Security Guide, as well as fees required by 
credi reporting agencies in order to place a security freeze on your credit report, on our website at 
https:Y/www.directronfacts.com. 

For ~ore Information 

Above all, we at Directron value our relationships with our customers and the trust that you have placed 
with ys. We believe that we have successfully blocked any further access via the method used to 
compromise these transactions and will continue to review and strengthen our information technology 
syste+ s and protocols in an ongoing effort to enhance security. If you have any questions or concerns 
regarging this matter, please call our information line anytime: (713) 933-1011 or contact us at 
facts · directron.us. 

Thank you for your continued support and for being a Directron customer. 

Sinceri'y, 

Julia L"u, President 

PERSONAL INFORMATION SECURITY GUIDE 
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.............. _.. ... _. ___________ ~~-



New Hampshire 

Review Your Account Statements and Order a Credit Report. In today's world, we all need to remain vigilant 
by regularly reviewing account statements and monitoring free credit reports. Under U.S. law, all citizens 
are e~titled to one free credit report annually from each of the three nationwide consumer reporting 
agenc es. To order your free credit report, visit www.annualcreditreport.com . 

Chan e Your Password. In the coming weeks, you will be prompted to change your password when you 
accesc!: Directron's website. We also recommend that you change your password for any other account in 

h. h I th . ·1 d W IC ,you use e same or a s1m1 ar passwor 

Credit Bureau Information 

Equi1
1
ax Experian TransUnion 

PO BOX 7 40241 PO BOX 4500 PO BOX 2000 
Atlanta, GA 30374-0241 ALLEN TX 75013 Chester, PA 19016 
1-888L 766-0008 1-888-397-37 42 1-888-909-8872 

'f I experian.com transunion.com equ1 ax.com 

Right tb Obtain a Police Report. You can also remain vigilant by contacting law enforcement in the event of 
actual f r suspected identity theft. Call your local police department immediately. Report your situation and 
the potential risk for identity theft. The sooner law enforcement learns about the theft, the more effective they 
can be.I 
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Fraud Alerts and Security Freezes. You can obtain additional information about fraud alerts and security 
freezes from the Federal Trade Commission (FTC) and the nationwide credit bureaus. You can add a fraud 
alert to your credit report file to help protect your credit information. A fraud alert can make it more difficult 
for someone to get credit in your name because it tells creditors to follow certain procedures to protect you, 
but it also may delay your ability to obtain credit. You may place a fraud alert in your file by calling just one 
of the three nationwide credit bureaus listed above. As soon as that bureau processes your fraud alert, it 
will notify the other two bureaus, which then must also place fraud alerts in your file . In addition, you can 
visit thJ credit bureau links below to determine if and how you may place a security freeze on your credit 
report tCD prohibit a credit bureau from releasing information from your credit report without your prior written 

authoril
1

ation: 

• Equifax security freeze: www.freeze.equ1fax.com/Freeze/jsp/SFF PersonallDlnfo.jsp 
• Experian security freeze: www.experian.com/consumer/security freeze.html 
• ~ransUnion security freeze: www.transunion .com/personal-credit/credit-disputes/credit­

freezes.oage 
• ate that there can be varying fees associated with a security freeze request. Information on those 

ees is available at the links above, and on our website at https://www.directronfacts.com . 

For A ditional Information: 

~the Federal Trade Commission website at: 
wwwJtc,goy, k.fill 1-877-ID-THEFT, or wrjte to thjs address: 
Federal Trade Commission 
600 Pennsylvania Avenue NW 
Washington, DC 20580 
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