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BANA NG AT WL RATE OF LIFE

Dear

Our members rely on Direct Federal to maintain the privacy and security of their personal information. This is a
responsibility we take seriously — investing financial, staff, and other resources in creating and maintaining strong
information technology. This letter will address a recent data security incident at Direct Federal.

What Happe =7

On October 12, 2020, our cyber-security systems identified an unauthorized user accessing one of our servers. Direct
Federal’s IT team was aware of the situation less than an hour after it began. The team was able to quickly take steps
to ensure that no others could access the system. The unauthorized access was terminated, and any future threats

of this unauthorized access were eliminated. Once the immediate concern was addressed, our IT team worked
collaboratively with external cyber-security experts to further secure our systems. Based on that work, we are confident
that ongoing operations remain safe and secure. While Direct Federal was able to quickly identify, address, and resolve
the issue, we do believe a limited amount of member information may have been visible to the unauthorized party.

A a1

formation ~T T - . 2d?

To understand what information may have been accessed during this situation, Direct Federal began a prompt and
thorough investigation. After an extensive, multi-week forensic investigation and manual document review by external
cyber-security experts, the investigation concluded that the files accessed without authorization contained member
information. Specifically, on November 11, 2020 we discovered that some of the accessed files contained your name,
address, and Direct Federal member number. Social Security numbers and dates of birth were =~* ‘ncluded in the files.

What Can You Dg?

At this time, we have no evidence that any of your information has been stolen or misused. However, we believe it is
important that you be aware of this issue in case you want to take additional precautionary measures such as:

« Promptly reviewing your financial account statements for fraudulent or irregular activity

+ Placing a fraud alert and/or security freeze on your credit files; you can do this for free with any of the major credit
monitoring services "~ :perian, TransUnion, and Equifax)

+ Obtaining a free credit report (available from any of the providers noted above)
See attached for more information on each of these steps.

What Steps Has Direct Federal Taken?

Direct Federal took a number of steps to ensure that no fundamental changes were made to our network. We also
updated our manual security protocols and enhanced our technology driven security systems and services. We
recognize that good data security requires ongoing vigilance and will continue to invest in the types of systems that
allowed us to quickly identify and contain this issue. Direct Federal pledges to continue our longstanding and extensive
effort to safeguard information.

Please note that no employee from Direct Federal Credit Union will ever call you and ask for your Social Security
number. We remain fully committed to both maintaining the privacy of your personal financial information and to sharing
information with you in a timely, transparent manner.



For More Inf- —ation

If you have any further questions regarding this incident, please call our response line at _ The response
it is avaitable Monday through Friday, [N

Sincerely,









