
WILSON ELSER 

February 25 , 20 19 

Sent Via Regular Mail 

Attorne General Gordon MacDonald 
Office of the Attorney General 
33 Cap ito: St eet 
Concord, New Hampshire 03302 

Re : Data Securi ty Incident 

Dear Attorney General MacDonald: 

RE Efve·o 

FEB 2 8 2019 

CON ur, 

Gregory .J. Bautista 
9 14.872. 7839 (direct) 

Gregory.Bauti sta@wi lsonelser.com 

We represent DiPardo Eremic & Co. CPA ' s ("DiPardo Eremic") with respect to an incident invo lving the 
potential exposure of certain personal informat ion described in detail below. 

1. Nature of the possible security breach or unauthorized use or access 

On October 10, 20 18, Di Pardo Erem ic di scovered that some c li ents had tax returns filed by an unknown, 
unauthorized third party. Upon learning of thi s, DiPardo Eremic immedi ate ly contacted their tax 
preparation software provider and engaged computer expe1ts to investigate whether their systems were at 
risk . Although a full examination of their systems has not identified evidence of compromise to clients' 
information, it is possible that personal information, including names, Social Security numbers and tax 
info rmat ion may have viewed or accessed by an unknown and unauthorized third party . Accordingly, 
Di Pardo Eremic is provid ing this notification as a courtesy to the Office of the New Hampshire Attorney 
General. 

2. Number of New Hampshire residents potentially affected 

Approx imately two (2) New Hampshire residents were affected in this potential incident. Di Pardo Eremi c 
sent the potentially impacted individuals letters notify ing them of this incident on February 25 , 2019. A 
copy of the notification sent to the potentially impacted individuals is included with thi s letter, which 
informs these New Hampshire residents about the 12 months of cred it monitor.ing and identity theft 
protection services that is being offered to them. 

3. Steps DiPardo Eremic has taken or plans to take relating to the potential incident 

Upon learning of this issue, Di Pardo Eremic immediately engaged computer expe1ts to investigate if its 
system were at risk, and has been cooperating with the fRS in its invest igations. Di Pardo Eremi c has also 
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taken steps to continue to secure clients' information and their software provider has implemented enhanced 
encryption protection for all of their clients. 

4. Other notification and contact information. 

If you have any additional questions, please contact me at Gregory.Bautista@wilsonelser.com or (914) 872-

7839. 

Very Truly Yours, 

Wilson Elser Moskowitz Edelman & Dicker LLP 

Gregory J. Bautista 
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February 25 , 20 19 

Fi rst nameJllast name] 
[S treet_Address] 
[C ity] [State Jr Zip] 

Dear [First Name][Last name]: 

We are writing to inform you of an incident invo lving unauthorized access to your personal information, including your name, 
address, Social Security number and related tax information. We take the security or yo ur information very seriously and sincerely 
regret any inconveni ence thi s may cause you. This letter contains information about what occuned, steps you can take to protec t 
your in fo rmation and resources we are mak ing ava ilable to help you do that. 

On October I 0, 2018, we di scovered that a small handful of our clients had tax returns filed by an unknown, unauthorized third 
party. We immediate ly contacted our tax preparation so ftware provider and engaged forensic cyber experts to investigate the 
source or this ac tivity, the magnitude of the fraudulentl y fil ed returns and whether our systems were at ri sk. In addition, we 
promptly submitted on your behalf a Form 14039, Identity Theft Affidavit, which informs the TRS of the fraudulent activity. As 
you are aware, we requested that you sign another copy of this fo rm and we submitted it aga in to the rRS, along with those who 
had not fil ed their 20 17 returns. 

Because we va lue you and the safety of yo ur in formation , out of an abundance of caution, we have arranged with CyberScout, 
an identity theft educa tion and resolution specialist, to provide you with Single Bureau Credit Monitoring and Triple Bureau 
Credit Report ' services at no cost to you. These services provide you with alerts for 12 months from the date of enrollment 
when changes occur to your Experian credit fil e. Thi s notification is sent to you the same day that the change or update takes 
place with the bureau. In add ition, we arc providing you with proacti ve fraud ass istance to help with any ques tions that you might 
have or in event that you become a victim of fraud. To enroll in these free se rvices, please log on lo 
https://www.myidmanager.com and follow the instructions provided. When prompted , please provide the fo llowing unique 
code to rece ive serv ices: <CODE HER E> 

We assure you that we have taken steps to secure our systems with the latest security protocols and are pleased to report that our 
swift ac tion has stopped the issuance of unauthorized refunds. Thi s includes changing our IRS EF IN numbers and resetting 
employees ' access credentials for our computers and tax prepara tion so ftware. In add ition , our software supplier has implemented 
enhanced encryption protection for all of their clients to ensure that best practices to safeguard personal information are being 
fo llowed. 

We sincerely regret any inconvenience that this incident may cause you, and remain dedicated to protecting yo ur persona l 
information . Should you have any ques tions or concerns, or to obtain additional information about the free services described 
above, please ca ll the CyberScout help line at I -800-405-6 I 08 and provide the fraud specialist with your unique code. 

Ir you desire to contact us directly to aid you in this matter, or if you have any questi ons that we have not answered previously, 
please don ' t hes itate to reach out to us. We are here to service you in all matters, and especiall y in protec ting your information . 

Sincerely, 
DiPardo Eremic & Co. CPA's 
Daniele R. DiPardo CPA 

1 These services req uire an internet connection and e-mail accoun t and may not be ava il ab le lo minors under the age of 18 years of age. Pl eose note 
that when signing up for mon itoring services, yo u may be asked to verify personal information fo r your O\\~l protection to confim1 you r identity. 
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Additionol Important Information 

For residents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina : It is recommended by state law that you remain vigilant 

for incidents of fraud and identity theft by rev iewing credi t card account statements and monitoring your credit report for unauthorized 
activity . 

For residents of Illinois, Iowa, Maryland, Missouri, North Carolina, Oregon, and West Virginia : 
It is requ ired by state laws to inform you t hat you may o btain a copy of yo ur cred it report, free of charge, whet her or no t yo u suspect 
any unauthorized act ivity on yo ur account. You may obtai n a free copy of your credit repor t from each of the t hree nationwide credit 
reporting agencies. To order yo ur free cred it report, please vis it www.annualcreditreport.com, or cal l to ll-free at 1-877-322-8228. You can also 
order your annual free credit re port by mai ling a completed Annua l Credit Report Request Form (available at 
https://www.consumer.ftc.gov/art icles/0155-free-credit-reports) to: Annua l Credit Report Request Service, P.O. Box 105281, Atlanta , GA, 30348-
5281 . 

For residents of Iowa: 
State law advises you to report any suspected identity theft to law enforcement or to t he Attorney General. 

For residents of Oregon: 
State laws advise yo u to report any suspect ed ide nt ity theft to law enfo rcement, including the Attorney Gen eral, and the Federal Trade 
Commiss ion. 

For residents of Maryland, Rhode Island, Illinois, and North Carolina: 
You can obtain inform at ion from the M aryl and and North Carolina Offices of the Attorney Gen era l and the Federal Trade Commiss ion 

about fraud alerts, security freezes , and st eps you can take toward preventing identity theft . 

Maryland Office of the 
Attorney General 
Consumer Protectio n Division 

200 St . Paul Place 
Baltimore, MD 21202 
1-888-743-0023 
www.oag.stat e. md .us 

For residents of all states: 

Rhode Island Office of the 
Attorney General 
Consumer Protection 
150 Sout h Main Street 
Providence RI 02903 
1-401-274-4400 
www.riag.ri.gov 

North Carolina Office of the 
Attorney General 
Consumer Protection Division 
9001 Mai l Service Center 
Raleigh, NC 27699-9001 
1-877-566-7226 
www.n cdo j.com 

Federal Trade Commission 

Consumer Response Center 
600 Pennsy lvania Ave, NW 
Washington, DC 20580 

1-877-IDTH EFT (438-4338) 
www.ftc.gov/idtheft 

Fraud Alerts: You can place fraud alerts with the three credit bureaus by phone and on li ne with Equifax 
(https ://assets .eq uifax.com/assets/personal/Fra ud _Alert_Request_Form.pdf) or Experian (https://www.experian.com/fraud/ center . html) . A fraud 
alert tells creditors to fo llow certain procedures, including contacting you, before they open any new accounts or change your exist ing accounts. Fo r 
that reason, placing a fraud alert can protect you, but also may delay you when you seek to obtain credit. As of September 21, 2018, init ial fraud 
alerts last for one year. Victims of identity theh can also get an extended fraud alert for seven years. The phone numbers for all three credit bureaus 
are at the bottom of this page. 

Monitoring: You shou ld always rema in vigi lant and monito r your accounts fo r suspicious or unusual activity. 

Security Freeze : You also have the r ight to place a securi ty freeze on your credit report. A security freeze is intended to prevent credit, loans, and 
services from being approved in your name without your consent. To place a security freeze on your credit report, you need to make a request to 
each consumer repo rting agency. You may make that request by certified mail, overn ight mai l, regular stamped mail, or by fol lowing the inst ructions 
found at the websites listed below. The following information must be included when request ing a security freeze (note that if you are request ing a 
credit report for you r spouse or a minor under the age of 16, th is information must be provided for him/her as well): (1) full name, with middle init ia l 
and any suffixes; (2) 1Social Security number; (3) date of birth; (4) current address and any previous addresses for the past five years; and (5) any 
applicable incident report or complaint with a law enfo rcement agency or the Registry of Motor Veh icles. The request must also include a copy of a 
government-issued identification card an d a copy of a recent utility bill or bank or insurance statement. It is essential that each copy be legible, 
di splay your name and current mailing address, and the date of issue. As of September 21, 2018, it is free to place, lih, or remove a security freeze. 
You may also place a security freeze for children under the age of 16. You may obtain a free security freeze by contacting any one or more of the 
following nat ional consumer reporting agencies : 

Equifax Security Freeze 

P.O. Box 105788 
Atlanta, GA 30348 
www .freeze.equifax.com 
800-525-6285 

Experian Security Freeze 

P.O. Box 9554 
Allen, TX 75013 
www.experian .com/freeze 
888-397-3742 

TransUnion (FVAD) 

P.O. Box 2000 
Chester, PA 19022 
freeze. transunion .com 
800-680-7289 

More informat ion can also be obta ined by co ntacting the Fede ral Trad e Commission listed above. 
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