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May 7, 2018 

New Hampshire Department of Justice 
Gordon J. MacDonald, Attorney General 
33 Capitol Street 
Concord, NH 03301 

Re: Report of Data Breach 

To the New Hampshire Department of Justice: 

Suite 800 
19 19 Pennsylvania Avenue N.W. 
Washington, D.C. 20006-3401 

Christin McMeley 
202-973-4264 tel 
christinmcmeley@dwt.com 

I represent DigiPen Institute of Technology ("DigiPen"), located at 9931 Willows Road NE, 
Redmond, WA 98052. Pursuant to N.H. Rev. Stat. § 359-C:20(I)(b), I am writing to notify you 
of an unauthorized disclosure of personal information involving one (1) resident of New 
Hampshire. We expect notice of this incident to be mailed to the affected individual on or about 
May 7, 2018. 

On April 25, 2018, an authorized DigiPen employee inadvertently emailed a spreadsheet 
containing certain students' personal information to a recipient that was not authorized to access 
that information (as opposed to the email ' s intended recipient). The spreadsheet included each 
student's full name, Social Security numbers, student ID, and the program in which the student 
was enrolled. DigiPen discovered the error on April 30, 2018 and immediately initiated an 
investigation to determine what happened and who may have been affected. Additionally, 
DigiPen promptly contacted the email recipient to request that the information be returned and/or 
destroyed (to date, no response has been received). 

Although there is no indication that the New Hampshire resident ' s information has been 
misused, DigiPen has arranged to provide one year of credit monitoring and identity theft 
protection services from AllClear ID at no cost to the potentially affected individuals. DigiPen 
continues to seek contact with the unintended recipient to request that the information be 
permanently deleted and to confirm that the information has not been, and will not be, shared 
with any third parties. DigiPen is also in the process of implementing additional measures with 
respect to security, including reviewing and updating their internal protocols regarding the 
storage and transfer of personal information, as well as additional user education designed to 
prevent the recurrence of a similar incident. 

Please contact me should you have any questions. 

~~ 
Christin McMeley, 

Enclosure: Representative sample notification letter to the New Hampshire resident. 
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Re: Notice of Datn Breach 

Dear•••••• 

9931 Willows Road 
Redmond, WA 98052 

Phone (425) 558-0299 
Toll-Free (866) 478-5236 
FAX (425! 558-0378 

www.digipen.edu 

May 7. 2018 

We arc writing to infom1 you of an incident that may have resulted in the unau thorized acquisition of your 
perso1rnl infornrntion and, in an abundance of caution. ure providing you with identity protection services, 
as described below. 

What Happened'? 

On April 25, 2018, an authorized DigiPcn employee inadvertently emailed a spreadsht:et conta ining 
certain students' personal information to H recipient that was nol authorized to nccess tha t information (as 
opposed to the email's intended recip ient). We di scovered the error on April 30, 2018 and immediately 
initiated an investigation to detcnninc whal happened and what may have been affected. We currently 
have 110 evidence to suggest tlwt your infom1m io11 has been acquired or used for an unauthorized purpose, 
but we wanted to inform you of this incidcni as soon as possible out of an abundance of caution. 

What Information Was In volved'? 

ll is possible that the following persorn1! information may have been acquired without m1thoriz .. 1tio11 as a 
result of Lhis incident: full name, Social Security number, student ID, and the program in which you 
emo!led. 

What \:Ve Arc Doing. 

We are seeking contact with the unintended emai l recipient to request that the information be permanently 
deleted and to confinn tha1 the i11fomrn1ion has not been, and will no t be, shared with any thi rd parlit'S. 
Addiriomtll y, we are in the process of implcmt:nling .idditional measures with respect to security, 
im:foding by reviewing our internal protocols regarding the storage and sharing of personal in formation, 
and wil l provide addi1 ional user cducatio11 designed io prevent the recurrence of a simi lar inuclvcrtent 
disclosure. 

As an added precaution, we have arrnnged lo have Al!Clcar TD protect your iden! it y for 12 months at no 
cost to you . The following idcn!ity protectio n services start on the elate of this notice and you can use 
them at any time during the next 1. 2 months. 
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AllC!f!ar identity Repair: This se rvice is automatically avai lable lo you with no enrollment required. If a 
problem arises, simply call 1-877 -676-0379 and a dedicated investi gator will help recover financia l 
losses , reslNe your cred it nnd make sure yollr idcnti1y is returned to its proper condition. 

AllC/enr Fraud Alcn.1· wirlt Credir Mwliwring. This service offers the ability lo set, renew, and remove 
90-day fraud alerts on yom credit !ile to help protect you from credit fraud. In 11ddition. ii provides credit 
monitoring services. a once annua l c1·edit score and credit report. nnd fl $1 million identity theft iJJwrance 
policy. To enroll in this service, you will need to provide your personal information 10 AllClear ID. You 
may sign up on line at emoll.allt:learid.com using the following redemption code: ••••• 

Please note: Following enrollment, add it .ionnl s1eps are required by you in order to activate your phone 
alerts and ihmd alerts, and to pull your credil score and credit fi le. Addit ional step~ nrny be required in 
order to activale your monitoring oplion:;. 

What You Can Do. 

In addition to <:nrolling in \he services described above, further information about how lo guard against 
identit y !heft appears on the next page. 

For More lo formation. 

For further information, or should you have nny questions, ple11~e contact Marshnll Traverse, Dean of 
Student s at 425-629-5034. 

We deep ly regret any inconvenience thi s may cause you, 

~m1i ~ ___ _:-ft:; 
Jason Chu 
Chief Operating Officer - Intemational 
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Steps You Can Take To Fm·thcr Protect Your Information 

Review Yo ur Account Statements and '.\'otlfy Law Enforcement uf Suspicious Activity. As a precautionary 
measure, we recommend that you remain vigilant by reviewing yom account stn tcmen is and credit reports 
closely. lf Y('\J detect nny sus picious activi ty on an aL~co unt, you should promptly notify 1'1e finuncial ins1illl li on 
or company wi1h which the accnunc is maintained. You also should promptly repon any frau dulent ac tivity or 
any st1spccted incidence of idcn1i iy thcft 10 proper Jaw enforcement autho1i1ies; your state attorney general, 
nnd/or the Federa.I Trnde Commission (FTC). 

Obtain a Copy of Your Cred it Report. You may olw1 in a free copy of your credi t report frnm ench of 1he 
three major credit reporting agencies once every 12 months by visiting h1tp :i/\\"1Yw. nn11uakreditr~l!2IJ.,£!lli!!, 
en I ling loll-free 877-322-8223, or by completing an Annua l Cred it R<~JX>rt Request Form and mailing ii 10 
Annull l Credi I Report Request Servi.;e, P.O. Box 105281, A1lan111, GA 30348 . You cun print this fonn at 
b11ps: '' "-:'.~~'.:Jl!l !ll!J.L~':J~~;,g[l1_:'2illl!1->-:J2.!ll!'.~:i:.J~D:'.~lll~ililrllil!J.u.LrnH. You olso can co1Hnc:t one or che follov.·in g thn:•c 
n<ltional credit rep(' rting agcncit,s: 

TransUnion 
P.O. Box I 000 
Chester. PA 19016 
1-877-322-8228 
\1·ww.trnnsun io11 .co111 

Experian 
P.O. Box 9532 
,\llcn, TX 75013 
1-888-397-3 742 
www.experian.com 

Equifax 
P.O. Rox l 05851 
Atlanta , GA 30348 
1-800-525-6285 
www. equ i fax . com 

Free Annual Report 
P.O. Box I 05281 
Atlanln , GA 30348 
1-877-322-8228 
an nun lcredi 1report .com 

Place a Fraud Alert m1 \'()Ur Credit Report. You may want to consider placing a fraud alert on your cn::di1 
repo11. An initial fraud alert is free and wi ll stay on your cred il file for at lea~t 90 days. The alert infonns 
credilt>rs of possible fraudnlent uclivily within your report and requests thllt the creditor conlac1 you prior to 
establishing any accounts in your n11mc. To place a fraud alert on yom credit report, contacl any of the three 
credit reporting ugcncics identified above. Additional informution is uvaila ble at 
!ill.J.i.: l/www.n111'1 u U).L'fl' eiil ~91!l!l:t .com. 

Place a Sccurit~· Freeze on Your Credit File. In some US sta tes, you ha\'C the right 10 put a secllrity freeze 
on your credit fik. This wil l prevent nc·N credit from being opened in your name withou t !he use of a PIN 
number ihn l is issued lo you when yoll initiate the freeze . A sei.:urity freeze is designt•d IO prevent polcntial 
creditors from accessing your credit report without your consent. As 11 result , using a security freeze may 
interfere with or del<1y your ability to obta in credit. You must separately place a security freeze on your credi t 
fil e with e~1ch consumer reporting agency. lf you reques t a security freeze from a consumer reporting agency 
there may be a fee up 10 $10 to place, Jill or remove 1he security freeze . In order to place a security freeze, you 
may be required lo provide the con~u1rn~r rqwrting agency wi th information thili iclcntiiies you including your 
full name, Soci al Security number, d11 te of bi rth. current and previous addresses , n copy of your state-issued 
idt!ntificmion card, and a rect•nt util ity bill, bank slu teincnt or insurance stn lernenL 

Additional Free Resources on Iden tity Thdt: You can obtain infonnation from the consumer reporting 
ugl!ncies, Federal Trude Comm ission or from your respec1ivc s1a1e i\llomey General about steps you c:u n tuke 
toward preventing iden tity 1hef1. You may report suspec ted identity th eCt to local law enforcement, including 
10 the Federal Trade Commission or to the Allorney General in your state. Residents of North Carol ina cun 
obinin more i11fo111ia tio11 from their Attorney General using the contact information below. 

Fedrrul Tr:Hle Commission 
600 Pennsylvania Ave, NW 
Washington, DC 20580 
consumer. fie.gov, and 
www.fte.gov/idthefl 
1-877-438 -4338 

North Carolina Attorney General 
9001 Mail Service Center 
Raleigh, NC 27699 
ncdoj.gov 
l -877-566-7226 
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