Deltek goymore

Headquarters

2291 wWood Oak D

Herndon, VA 2017

April 10, 2014

Office of the Attorney General

Attn: Attorney General Joseph Foster
33 Capitol Street

Concord, NH 03301

Via UPS

Dear Attorney General Foster:

I am writing to inform you of a security incident involving Deltek’s GovWin 1Q website that resulted in
unauthorized access to certain personal information related to New Hampshire residents.

On March 13, 2014, Deltek discovered that we, along with a number of U.S. governmental agencies,
were one of thousands of organizations that were subject to a sophisticated cyber attack. We have
learned that a hacker gained unauthorized access to our GovWin 1Q website and was able to obtain
certain personal information about New Hampshire residents.

Deltek is cooperating with law enforcement’s investigation into this matter, and | am pleased to report
that the individual believed primarily to be responsible has been arrested. While we have received no
indication that any information that was unlawfully accessed has been misused, Deltek is nonetheless
offering affected individuals a free one-year membership to TransUnion Monitoring

At this time, we believe the incident resulted in the unauthorized access to the personal information (as
defined under N.H. Rev. Stat. Ann. § 359-C:20) of 53 New Hampshire residents. The personal
information that we believe was accessed includes:

¢ Name, billing address, telephone number, and business e-mail address

e Credit card number and expiration date used to make purchases on GovWin IQ’s eCommerce
system for reports, documents, and event registrations

For some customers, access may have also included their GovWin 1Q username and password. We
have emailed customers whose username and password were compromised, and are requiring them
to reset their passwords.

Deltek has remedied the security vulnerability that we believe the hacker exploited in order to gain
unauthorized access to our GovWin IQ system, and has increased the overall security of GovWin 1Q,
including by reviewing and improving our data security procedures and changing our practices for
handling personal information. We also have hired one of the nation’s premier cybersecurity forensic
firms to conduct a detailed investigation of this matter and to make recommendations for how we can
minimize the chances that this will happen again in the future. In addition, we have taken steps to
notify credit card companies of the impacted credit cards.
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We are in the process of notifying those whose personal information was impacted, and plan to mail
notice letters to New Hampshire residents on or around April 9, 2014. Please contact me at (703) 885-
9357 with any questions or concerns you may have.

Sincerely,

AN

Robert Walton
SVP and General Counsel
Deltek, Inc.



