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January 18, 2019

Notice of Data Breach

Dear [N —

Data Facts is a national and international provider of background screening solutions. Recently, Data Facts processed
your background check on behalf of [l Regrettably, we are writing to inform you about an incident involving certain
information provided to us during the background check process.

What Happened? On November 5, 2018, we confirmed that one of our employee email accounts was accessed by an
unknown party. That account contained personally identifiable information provided to us by clients for the purpose of
conducting a background check. Although we do not have any evidence that private information was exported or
misused, we could not rule out the possibility that emails and/or attachments in the account may have been viewed by
the unauthorized party.

What Information Was Involved? Immediately upon becoming aware of the incident, Data Facts took steps to block
access to the account, and hired a leading forensics firm to help investigate. Through that investigation, we determined
that an unauthorized party may have viewed emails in the affected account containing your personal information, which

may have included some or all of the following: [ EEGcGcININGEGEEE

What We Are Doing. Data Facts takes this incident very seriously and, as part of our ongoing efforts to help prevent
something like this from happening in the future, we are re-educating our employees on cyber best practices and
enhancing existing security measures by implementing two-factor authentication for remote email access. We sincerely
regret that this incident occurred and apologize for any concern this may cause you.

What You Can Do. Further, Data Facts is offering 12 months of complimentary credit monitoring and identity theft

protection services through AllClear ID. Please see the attached information for instructions on how to activate the
monitoring services.
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