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My firm represents OAK Americas LLC, a global manufacturing company headquartered 
in Charlotte, North Carolina . 

On December 16, 2019, a malicious program was inadvertently installed on a legacy 
server. It remained passive until March 14, 2020, when it began installing encryption software on 
certain networks. Late in the evening on March 15, 2020, the attackers began encrypting folders 
on the server. The attack has been designated a ransomware attack. Within 24 hours, OAK 
Americas isolated and shut down the infected systems. After coordinating with law enforcement 
and working with an independent cybersecurity company, there is no indication that data was 
removed from the affected systems. 

In response to the attack, OAK Americas worked with law enforcement, an independent 
cybersecurity company, and a law firm . It has offered the services described in the attached letters 
to all affected persons, all of whom were either current or former employees. OAK Americas has 
also followed the recommendations of the cybersecurity firm to increase security, including but 
not limited to increased password security requirements for administrative accounts, eliminating 
certain domain mailboxes to minimize opportunities for attacks, deploying next generation 
endpoint protections on all systems, isolating legacy system, initiating dark web monitoring , and 
increasing restrictions on remote access to corporate servers. 

Attached are the two template notifications being sent to affected persons in New 
Hampshire. Those notifications will be sent through U.S. Mail by the end of the week (June 5, 
2020) . Please direct any follow-up inquiries to Sarah Hutchins, sarahhutchins@parkerpoe.com, 
704.372.9000. 
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John Doe 
123 Anystreet Dr 
Anytown, NY 12345 

11'lll••11•1'11'·l1l'··1•'1'''1'·l'll'll••llll•l 1111 •1•111'1l•••I 

Re: Notice of Data Breach 

Dear John Doe, 

June 2, 2020 

DAK Americas is writing to noti fy you of a recent data security incident that may have exposed some of your 
personal info rm ati on. While there is currently no ev idence that your information has been misused as a result of 
thi s incident, we are providing you with info rmation about the incident, our response to it, and info rmat ion re lated 
to what you may do to better protect your personal info rmati on, should you fee l it appropriate to do so. 

What Happened? On March 15 , 2020, we became aware ofunu sua l act iv ity re lating to certa in corporate systems. 
We identified the attack and w ithin 24 hours had conta ined the breach. We immediate ly began an investi gation 
with the ass istance of third-party vendors and law enfo rcement to help us close off the improper access and assess 
the impact of any potenti al data breach. The investigation determined that a certa in legacy virtual server was 
accessed w ithout authorizati on and infected w ith ransomware. It is poss ible that over 3,000 individua ls' perso nal 
info rmation may have been affected by the incident, w hi ch inc ludes current and fo rmer employees. Based on the 
results of an independent di gita l forens ics team, we do not be lieve that personal info rmation was viewed or 
removed by the unauthorized acto r, but out of an abundance of caution we immedi ate ly began a thoro ugh rev iew 
of the contents of the server to determine whether sensitive info rmation was present at the time of the inc ident. 

What Information was Involved? Our investi gat ion determined that at the time of the incident the infec ted 
server contained info rmat ion including employees' names, driver's li cense or state identificati on numbers, 
Socia l Security numbers, and salary information. 

What A re We Doing. Info rm ation, privacy, and securi ty are among our highest priorities. DAK A mericas has 
strict security measures in place to protect info rmation in our care. Upon learning of thi s incident, we quickly 
took steps to investigate and confirm the security of our systems, and in an abundance of caution we qui ckly 
disabled access to the affected server. We hired a cybersecuri ty firm to conduct a globa l inves tigation into how 
the incident occurred and ass ist our team w ith understanding the scope of the impact. We also engaged Parker 

Poe, a law firm we work w ith, and cooperated w ith law enfo rcement offic ia ls who a lso investigated the incident. 

We be li eve we have cut off the threat. As part of our ongo ing commitment to the security of info rmation, we 
implemented increased security measures, conducted additi onal employee tra ining, initiated dark web monitor ing, 
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and are current ly rev iewing our po li cies and procedures relating to data securi ty . Additiona lly, we are also 
prov iding re levant regulatory notices. 

While, to date, we have no ev idence of actual or attempted misuse of your information as a res ul t of this incident, 
we are notify ing you so that you may take fu rther steps to better protect your personal info rmation should you 
fee l it is appropriate to do so . We secured the services of NortonL ifeLock, Inc. to prov ide identity and credi t 
monitoring services at no cost to you for twenty-four (24) months. For more info rmation on these services, 
p lease rev iew the enclosed "Steps You Can Take to Protect Yo ur Informat ion. 

What Can You Do. We encourage yo u to remain vig ilant against incidents of identity theft and fraud, to review 
your account statements , and to moni tor your cred it reports for suspicious acti vity fo r the next twelve (12) to 
twenty-fo ur (24) months. To take advantage of this moni toring, yo u must enroll. You may rev iew the 
information contained in the attached "Steps You Can Take to Protect Your Info rmation." You may enro ll in 
LifeL ock Defend er Preferred™ to rece ive the identity and credit monitoring services we are maki ng 
available to you as we are unable to enro ll in these services on yo ur behalf. 

For More Information. We understand that you may have questions about thi s incident that are not add ressed 
in this letter. If yo u have addit ional questions, please call our call center at (866) 775-2037 (to ll free) , 
available 24/7. 

OAK Americas takes the privacy and security of the personal informat ion in our care seri ously. Please let us know 
if you have any questions. 

~ ;n f"'P Y'P l '1 

A/.cahlhlb>t- f· :s~)t4_, 

N . Bammon G. Simmons 
Senior Director - Human Resources 
DAK Americas LLC 
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Steps You Can Take to Protect Your Information 

Complimentary Credit Monitoring and Identity Protection Services 

DAK Ameri cas has retained NortonLifeLock, Inc. to provide twenty-four (24) mo nths of complimentary LifeLock Defender™ 
Preferred identi ty theft protection. 

To activate your membership on line and get protection at no cost to yo u: 

1. In your web browser, go directly to www.LifeLock.com. Cli ck on the yellow "START MEMBERSHIP" button (do not attempt 
registration from a link presented by a search eng ine). 

2 . You will be taken to another page where, below the FOUR protection plan boxes, you may enter the Promo Code: 
 and c li ck the "APPLY" button. 

3. On the next screen, enter your Member ID: and cli ck the "APPLY" button. 

4 . Your complimentary offer is presented . C li ck the red "START YOUR MEMBERSHIP" button. 

5 . Once enro llment is completed, you will receive a confirmation email (be sure to fo llow ALL directi ons in this email). 

Alternatively, to activate your membership over the phone, please call : (866) 775-2037. 

You will have until July 31" , 2020 to enroll in this service. 

Once you have completed the LifeLock enro llment process, the service will be in effect. Your LifeLock Defender™ Preferred 
membership includes : 

../ Primary Identi ty A lert Systemt 

../ 2417 Live Member Support 

../ Dark Web Mo nitoring" 

../ Norton™ Securi ty De luxe2 (90 Day F ree Subscription) 

../ Sto len Funds Re imbursement up to $25,0oottt 

../ Pe rsona l Ex pense Compensation up to $25,000ttt 

../ Coverage for Lawyers and Expe rts up to $ 1 million ttt 

../ U .S-based Identity Restoratio n Team 

../ Annua l T hree-B ureau Credi t Re ports & Credit Scores'" 
The credit scores provided are VantageScore 3.0 c redit sco res based on Equifax , Expe ri an and Tran sUnion respecti ve ly. Th ird 

parties use many d ifferent ty pes of credit scores and are li ke ly to use a d ifferent type of credit score to assess yo ur 

creditworthiness . 

../ T hree-B ureau C red it Monitoring'" 

../ USP S Address C hange Verification Notifi cat ions 

../ F ictit ious Identity Monitoring 

../ C redit, C hecking and Sav ings Account Activity A le rtst" 

'Your plan includes credit repo rts, scores, and/or credit monitoring features ("Credit Features"), two req ui rements must be met to receive said features: (i) your 
identity must be successfull y ve rifi ed with Eq ui fax; and (ii) Equifax must be ab le to locate you r credit fi le and it must contain suffi cient cred it hi story in format ion. IF 
EITH ER OF THE FOREGOfNG REQU IREMENTS AR.E NOT MET YOU WILL NOT RECEIVE CREDrT FEATURES FROM ANY BUR.EAU. If your plan also 
includes Cred it Features from Experian and/or TransUnion, the above verification process must also be successfully completed with Experian and/or TransUnion, as 
app li cable. If verificat ion is successfully completed with Eq ui fax, but not with Experian and/or TransUnion, as appli cab le, yo u wi ll not receive Credit Features from 
such bureau(s) until the verificat ion process is successfull y completed and until then you will only rece ive Credit Features fro m Equifax. Any cred it monitoring from 
Exper ian and TransUnion wi ll take several days to begin after your successful plan enro llment. 
No one can prevent all identity theft or cybercrime. 
2 Norton Security Online provides protection against viruses, spyware, malware, and other on line threats for up to 5 PCs, Macs, Android devices. Norton acco unt 
featu res not supported in this edition of Norton Securi ty Online. As a result, some mobile features for Android are not ava ilable such as anti-theft and mobile contacts 
backup. iOS is not supported. 
1 Life Lock does not monitor all transactions at all businesses. 
**These featu res are not enabled upon enro llment. Member must take action to get their protection. 
ttt Re im bursement and Expense Compensation, each with lim its of up to $25,000 for Defender Preferred. And up to $ 1 mill ion for coverage for lawyers and experts 
if needed . Benefits under the Master Po licy are issued and covered by United Specialty Insurance Company (State National Insurance Company, Inc. for NY State 
members). Policy te rms, cond itions and excl usions at: LifeLock.com/Iegal. 

Mo nitor Accounts 

We encourage yo u to remain v ig il ant agai nst inc idents of identity theft and fra ud, to review your account state ments, and to mo nitor your cred it re po rts 

for suspicious acti v ity . U nde r U.S. law you are e ntitl ed to o ne free cred it repo rt annua ll y from each of the three majo r credit re porting bureaus. To 



orde r yo ur free credit report, visit www.annualcreditrepo1i.com or call , toll - free, 1-877-322-8228. You may a lso co ntac t the three major credit bureaus 
directly to request a free copy of your cred it report. 

Yo u have the right to p lace a "security freeze" on your cred it report, which w ill prohibit a consumer repo rting agency from re leas ing information in 
your cred it report without your express authorization. The security freeze is designed to prevent credit, loans, and services from being approved in your 
name without your consent. However, you should be aware th at using a security freeze to take contro l over who gets access to the personal and financia l 
informatio n in your credit repo rt may delay, interfere w ith, or prohibit the timely approva l o f any subsequent request or application you make regarding 
a new loan, cred it, mortgage, o r any other account invo lv ing the ex tens ion of credit. Pursuant to federal law, you cannot be charged to place or li ft a 
security freeze on your credit report. Should you w ish to p lace a security freeze , please contact the major consumer reporting agenc ies li sted below: 

Experian 
P.O. Box 9554 
A llen, TX 750 13 
1-888-397-3742 
www.experian.com/freeze/center.htm l 

TransUnion 
P.O. Box 160 
Wood lyn, PA 19094 
1-888-909-8872 
www.transunion.com/cred it-freeze 

In o rder to req uest a security freeze, you will need to provide the fo llowing informat ion: 

I. Your full name (including middle in itial as we ll as J r. , Sr., 11, Ill, etc.); 
2. Social Securi ty number; 
3. Date of birth ; 

Equifax 
P.O. Box 105 788 
Atlanta, GA 30348-5788 
1-800-685 -1111 
www.egu ifax.com/personal/credit­
report-serv ices 

4. If you have moved in the past fi ve (5) years, provide the addresses where you have li ved over the prior fi ve years; 
5. Proof of current address, such as a current utility bi ll or te lephone bi ll ; 
6. A legible photocopy ofa government-i ssued identification card (state driver ' s license or ID card, mili tary identification, etc.); 
7. lfyou are a victim of identity theft, include a copy of e ither the po lice report, investigative report, or complaint to a law enforcement agency 

concerning identity theft. 

As an alternative to a security freeze, you have the right to place an initi al or ex tended " fraud a lert" on your fil e at no cost. An initia l fraud alert is a !­
year alert that is placed on a consumer's credit fi le. Upon see ing a fraud a lert d isp lay on a consumer's credit fi le, a busin ess is requi red to take steps to 
verify the consumer's identity before extending new credit. lf yo u are a vict im of ident ity theft, you are entitled to an extended fraud alert, which is a 
fraud alert lasting seven years. Should you w ish to place a fraud alert, please contact any one of the agencies listed be low: 

Experian 
P.O. Box 9554 
Allen, TX 75013 
1-888-397-3742 
www.experian.com/fraud/center. html 

Additional Information 

Trans Un ion 
P.O. Box 2000 
Chester, PA 190 16 
1-800-680-7289 
www.transunion.com/ fraud -victim­
reso urce/place-fraud-a lert 

Equifax 
P.O. Box 105069 
Atlanta, GA 30348 
1-888-766-0008 
www.equifax.com/personal/credit-report­
serv ices 

You can further educate yourself regarding identi ty theft, fraud alerts, security freezes, and the steps you can take to protect yo urse lf by contacting the 
consumer reporting agencies, the Federal Trade Commiss ion, or your state Attorney General. 

The Federal Trade Commiss ion can be reached at: 600 Penn sy lvan ia Avenue NW, Washington, DC 20580, www. identitytheft.gov, 1-877-ID-THEFT 
(1-877-438-4338); TTY: 1-866-653-426 1. The Federal Trade Conuniss ion also encourages those who discover that their in fo rmation has been misused 
to fil e a complaint with them. You can obta in furthe r info nnation on how to fil e such a complain t by way of the contact information li sted above. You 
have the right to fil e a po li ce report if you ever ex pe rience identity theft o r fraud. P lease note that in o rder to file a report with law enforcement for 

identity theft, you w ill like ly need to provide some proof that you have been a victim. Instances of known or suspected identity theft should also be 
reported to law enfo rcement and your state Attorney General. Thi s notice has not been de layed by law enforcement. 

For North Carolina residents, the Attorney GeneraJ can be contacted at: 900 1 Mail Serv ice Center, R aleigh, NC 27699 -900 1; 1-877-566-7226 or 1-
9 19-716-6400; or www.ncdo j.gov . 

For Mary land residents, the Attorney Genera l can be contacted at: 200 St. Paul Place, 16th Floor, Baltimore, MD 21202; 1-410-528-8662 ; or 

v ... ww.oag.state.md.us. 

For New York residents, the Attorney General may be co ntacted at: Office of the Attorney General, The Capitol, Albany, NY 12224-034 1; 1-800-77 1-
7755 ; https://ag.ny.gov/. 

For Iowa residents: you are advised to report any suspected identi ty theft to law enforcement or to the Iowa 

Attorney General, Consumer P rotection Division, https://www. iowaattorneygeneral.gov/fo r-consumers, 1-888-777-4590 . 
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John Doe 
123 Anys treet Dr 
Anytown, NY 12345 
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Re: Notice of Data Breach 

Dear John Doe, 

June 2 , 2020 

OAK Americas is writing to notify you of a recent data security incident that may have exposed some of your personal 
information. While there is currently no evidence that your info rmation has been misused as a result of this incident, we are 
providing you with information about the incident, our response to it, and information related to what you may do to better 
protect your personal information, should you feel it appropriate to do so. 

What Happened? On March 15, 2020, we became aware of unusual act ivity relating to ce1iain corporate systems. We 
identified the attack and within 24 hours had contained the breach. We immediately began an investigation with the 
assistance ofthird-party vendors and law enforcement to help us close off the improper access and assess the impact of any 
potential data breach. The investigation determined that a certain legacy virtual server was accessed without authorization 
and infected with ransomware. It is possible that over 3,000 individuals' personal information may have been affected by 
the incident, which includes current and former employees. Based on the results of an independent digital fore nsics team, 
we do not believe that personal informat ion was viewed or removed by the unauthorized actor, but out of an abundance of 
caution, we immed iate ly began a thorough review of the contents of the server to determine whether sensitive information 
was present at the time of the incident. 

What Information was Involved? Our investigation determined that at the time of the incident the infected server 
contai ned information including employees ' names, driver ' s license or state identification numbers, Social Security 
numbers, and salary information. 

What Are We Doing. Information, privacy, and securi ty are among our highest priorities. DAK Americas has strict security 
measures in place to protect informat ion in our care. Upon learning of this incident, we quickly took steps to investigate 
and confirm the security of our systems, and in an abundance of caution we quickly disabled access to the affected server. 
We hired a cybersecurity firm to conduct a global investigation into how the incident occurred and assist our team with 
understanding the scope of the impact. We also engaged Parker Poe, a law firm we work with , and cooperated with Jaw 
enforcement officials who also investigated the incident. 

We believe we have cut off the threat. As part of our ongoing comm itment to the security of information, we implemented 
increased security measures, conducted add itional employee training, initiated dark web monitoring, and are currently 
reviewing our policies and procedures relating to data securi ty. Additionally, we are also providing relevant regulatory 
notices . 
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While, to date, we have no evidence of actual or attempted misuse of your infonnation as a result of this incident, we are 

notifying you so that you may take further steps to better protect your personal information should you feel it is appropriate to 

do so. We would like to remind you that one of your employee benefits is access to LifeLock Identity Theft Protection. For 

more information on these services, please review the enclosed "Steps You Can Take to Protect Your Information." 

What Can You Do. We encourage you to remain vigilant against incidents of identity theft and fraud , to review your 

account statements, and to monitor your credit reports for suspicious activity for the next twelve (J 2) to twenty-four (24) 

months. You may review the information contained in the attached " Steps You Can Take to Protect Your Information." 
Make sure you are enro lled in LifeLock Identity Theft Protection to receive the identity and credit monitoring services we 

have made avai lable to you as we are unable to enroll in these services on your behalf. 

For More Information. We understand that you may have questions about this incident that are not addressed in this 

letter. If you have additional questions, you may contact Cheryl R. Hoskins, Senior Corporate Benefits Representative for 

DAK Americas either by emai l (Cheryl.hoskins@alpekpolyester.com) or phone (704-940-7562). 

DAK Americas takes the privacy and security of the personal infonnation in our care seriously. P lease let us know if you 

have any questions. 

Sincerely, 

;tJ.c~n- f· s~~ 
N. Bammon G. Simmons 
Senior Director - Human Resources 

DAK Americas LLC 
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Steps You Can Take to Protect Your Information 

LifeLock Identity Theft Plans 

Yo u were already offered L ifeLock Identity Theft Protection through our benefit offering! 
LifeLock' s proprietary technology can detect a w ide range of identity threatst and if there ' s a problem, a 
ded icated, U.S.-based Identity Restoration Speciali st w ill personally handle your case from start to finish and 
help fix it. Th is serv ice includes free credit and identity monitoring serv ices. It ' s all backed by our Million Dollar 
Protection™ Packagettt, to he lp you keep what's yours, yours. 

If you wou ld like to update your current L ifeLock election, please login to the HR, Benefits & Pay Portal at 
https://workforcenow.adp.com today to enroll. 

No one can prevent a ll identity theft. 
t LifeLock does not monitor a ll transactions at all businesses. 

Ht Reimbursement and Expense Compensation , each with limits of up to $ 1 million for Benefit E li te and U ltimate Plus and up to 
$25,000 for Junior. And up to $1 million for coverage for lawyers and experts if needed, for all plans. Benefits provided by Master 
Policy issued by United Specialty Insurance Company (State National Insurance Company, Inc. for NY State members). Policy terms, 
conditions and exc lusions at: LifeLock .com/ legal. 

Monitor Accounts 

We enco urage you to remain vigilant against incidents of identity theft and fraud , to review your account 
statements, and to monitor your cred it reports for susp ic ious activity . Under U.S. law you are ent itl ed to one free 
credit report annually from each of the three major cred it reporting bureaus. To order your free credit report, visit 
www.annualcreditrepo1t.com or call , toll-free, 1-877-322-8228. You may also contact the three major cred it 
bureaus directly to request a free copy of yo ur credit report. 

You have the right to place a "security freeze" on your credit report, whi ch wi ll prohibit a consumer reporting 
agency from releasing information in your credit report without your express authorization. The securi ty freeze 
is designed to prevent credit, loans, and serv ices from being approved in your name without yo ur co nsent. 
However, you should be aware that us ing a security freeze to take control over who gets access to the personal 
and financial information in your cred it report may delay, interfere w ith, or prohibit the timely approva l of any 
subseq uent request or app li cation you make regarding a new loan, credit, mortgage, or any other accou nt 
involving the extension of credit. Pursuant to federa l law, you cannot be charged to place or lift a security freeze 
on your credit report. Should yo u wish to place a security freeze, please contact the major consumer reporting 
agenc ies li sted below: 

Experian 
P.O. Box 9554 
A ll en, TX 75013 
1-888-397-3742 
www .experian.com/freeze/center.htm I 

Trans Union 
P.O. Box 160 
Woodlyn , PA I 9094 
1-888-909-8872 
www.transunion.com/credit­
freeze 

Equifax 
P.O. Box 105788 
Atlanta, GA 30348-5788 
1-800-685-1111 
www.eq uifax.com/personal/credit­
report-services 

In order to request a security freeze , you wi ll need to provide the fo llowing information : 

1. Your full name (including middle initial as we ll as Jr. , Sr. , II, III, etc.) ; 
2. Social Security number; 



3. Date of birth; 
4 . If you have moved in the past five (5) years, p rovide the addresses where you have lived over the prior 

fi ve years; 
5. Proof of current add ress, such as a current utility bill or te lephone bill ; 
6. A legible photocopy of a government-i ssued identification card (state driver ' s license or ID card , mili tary 

identification, etc.); 
7. If you are a v ictim of identity theft, include a copy of either the police report, investi gative report, or 

complaint to a law enfo rcement agency concerning identity theft. 

As an a lternative to a security freeze, you have the right to place an initial or extended "fraud alert" on yo ur fil e 
at no cost. An initia l fraud alert is a I-year alert that is placed on a consumer's credit fil e. Upon seeing a fraud 
a lert display on a consumer' s credit fil e, a business is required to take steps to veri fy the consumer's identity 
before extending new credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which 
is a fraud alert lasting seven years. Should yo u w ish to place a fraud alert, please contact any one of the agencies 
li sted below: 

Experian 
P.O. Box 9554 
Allen, TX 7501 3 
1-888-397-3742 

Trans Union 
P .O. Box 2000 
Chester, PA 1901 6 
1-800-680-7289 

www.experian.com/fraud/center.html www.transuni on.com/fraud-

Additional Information 

victim-resource/place-fraud­
alert 

Equifax 
P.O. Box 105069 
Atlanta, GA 30348 
1-888-766-0008 
www.equifax.com/personal/credit­
report-serv ices 

You can furth er educate yourself regarding ident ity theft, fraud a lerts, security freezes, and the steps you can take 
to protect yourself by contacting the consumer reporting agencies, the Federal Trade Commiss ion, or yo ur state 
Attorney General. 

The Federal Trade Commiss ion can be reached at: 600 Pennsylvania Avenue N W, Washington, DC 20580, 
www.identi tytheft. gov , 1-877-ID-THEFT (1-877-438-433 8); TTY: 1-866-653-4261. The Federal Trade 
Commiss ion also encourages those who di scover that their info rmation has been misused to file a complaint w ith 
them. You can obtain further info rmation on how to fil e such a complaint by way of the contact info rmation listed 
above. You have the right to fil e a police report if you ever experience identity theft or fraud . Please note that in 
order to fil e a report w ith law enfo rcement fo r identity theft, you will likely need to provide some proof that you 
have been a victim. Instances of known or suspected identity theft should also be reported to law enfo rcement 
and your state Attorney General. This notice has not been delayed by law enfo rcement. 

For North Carolina residents, the Attorn ey General can be contacted at: 9001 Mai l Service Center, Raleigh, NC 27699-9001 ; 1-877-
566-7226 or 1-91 9-716-6400; or www.ncdo j.gov. 

For Mary land residents, the Attorney General can be contacted at: 200 St. Paul Place, 16th Floor, Baltimore, MD 21202; 1-410-528-

8662; or www.oag.state. md.us. 

For New York residents, the Attorney General may be contacted at: Office of the Attorney General, The Capitol, Albany, NY 12224-
034 1; 1-800-771-7755 ; https://ag.ny.gov/ . 

For Iowa residents: you are advised to report any suspected identi ty theft to law enfo rcement or to th e Iowa 
Attorney General, Consumer Protection Division, https: //www.iowaattorneygeneral.gov/fo r-consumers, 1-888-777-4590 




